((Uz.b)‘é/.ol/).’,«) 6’*"“5)" - ‘soJ.C Al:u
BY=FY o AYAY 5l .Y oyleds o Jgl Jl

S p> wlhel g slaol — 30y 3 oalaiwl b Hlw oS0 g 90 W Jﬁgﬁ.

¥ ol ss JPLRvEN ;\JLH LsT
el olils wdige 5 b oSl Glakiad =Y dal o2 wdige 5 b 0dSils cddyl i S (g smeiils =)
QYR ey VN A el o)

oS

Suiel Coeal ) a2 55 bl oo S 9,859, (S I n IHl lpreds ol e il jlosliiul ¢l D)l dngi 5 ol e Al S95 BN L
Sy 059> )3 ol STy (Sl p IR )0 Sgzge slacudgaze 5 o slaaSS Gla SRy Juloa 5 CSb 5 o)l o
Sy Sy S asllge 39 Blaal glinl, o a5 Alie cnl o x5l I 55 8 eemibie Sl 51 L el oMl (elyoo Sl
2 e Bl (seges S bl sl b goleriey JSS5n 0 0gSee W] jeme oandig b (LSl gl p s LI 5 Gl
Oilple dgbee Al ead Clol Boas ) Sie, Coz o ol elaal -0, gib rizes g ,8lS (008, LAl ispan o3 6K
o5 IS 6,50, Glazsb o banlie 3 Gl Sz 5 Slebre )b G o (S5 )3 il S o) 6258
by STy plonl 5 (6 i (olaS iomen g il se pylie ou aislils el e ol s ool wl)) STg  copdledy Sgd o
S yslise ol 5 1y sl sl alaars

gLl (o635 SLasl ((BI55095 (ogas WS (Gpdn v (GH 50, (SIS p ST gy sl SIS s 1(gulS slaojlg

Cugh p (e (oyes SlS b aelialsS (e (ceges olS PR SO ORI PN JEEL RO UL A IR g
= e \ . .

b ol ax ST I ws 5 ol VAAE o el Loy )L ol il 31 ST 5 il e 5 13 slais b 3 5o o] 55

Byl |y asliwlss o e coges 9lS ey piess @S 10 el Cpanl gy Ly VoS e solizal o el

Sl ogat laslS eled (s ) ety WS o0 s sy 035 o oolpity Sl STy, oSl 5 los
- Al ..

el 5l 5 e ) o (el Gmlos A o alz den 00 b Canlse

- S Y & > . -

S b agzlse (sln (215055 (cogeminclSie; slapiun b a0 sezse lacusgame § b slaasll
Sl e e 5 N0 S e Bst ik 90 50 00 ol s Sl U Lo o oS 5 e (gl ool [¥]igt
et o153y 5 iyt bl Ty agec

Iy B mae aldbl 5 (Bl 4 so 2als el (nlaS 0,5 o0 18

csb iy sladSyn (b o 2L 5 comsl o 93 4 4z
Dgdss gaite Djgpd S ke

e X bl (e slogb b analie) Ci sy sla S5y 4l sl o Sl sla il e
Sl o [0 (D105 cages alS S, st 5l eslaral 104 45T g e )l )0 39390 slacsaie;ls b coslite

=k o atIlog b e e o] B og gy o gl
a5 oy lie e i ookl law by o JSTs 5

51 el slagaioils eels g o SSgp ol 51 6 kot
Ol 0 e dlis 098 oo oolainl agas S e lapiinnn
Cgp 5 gagoe Ol o LU, (51,8 4 5L Lapians

US55 55 00tiS S5 55 bl ey Al e ol (g 85T i ol o8, el 4l el et S ol —
J—i'ﬁr' 2 O o) (Sl | oolitnl 4z )0 adl os gt SlS ) s o ol, Ky 4 5,5 ) e
10ssles dgzgs SS9 ALk o], placusgaa sl 055> 3 Wi il 51 ool Ll oo anlialsS 5 e
S50 e e SR 0j> 2 e sla Sy elor JAS 5 o pae cagee wlS L5l 5l Jdoa b cb
[y -30] Tettez 5 [V+ 5 AT KSL (sla s 4 glyiion «)liss [V 5 #] iKP 5 [Y-0] SET (gl S5 5 ol comliol oalizalys
0y i 5l olintiy SS90 (b 50 onlply 0ges o)Ll SIS b s oad Wl Cs yy eSSy 5| lbdiges
' Shamir

9 3 J] s e ous . %
2 Key Generation Center(Kgc) doostari @shahed.ac.ir :sXswly sdims g Joon!

* Self-Certified



WA 50l ¥ ol Jg! Jlo «‘;/mff/w'w b= sode aloo

of

D9l o 00l g STy, Dby ol pendy golpiiny U5 o
99750 )8 i g el 0y50 B iy 0 e Il ST
Dy Ol oads plomil IS 4zl JbL sy o

ol bl o 8 lue o5 plogil (e 4 s cnl o
g ge aily  aid 5|5 golpriny

S v 0y ool V=Y

WS @ Al (e o) e (nl 0 ol
ot [ o3ee 0I5 o5 9y lp 15145 0, (S span
FB sblre 5l ogtioe oolital (poges WS 50, laptan )3
Gl g, S0 4y Camd e lacy dlaws 5l solazul (BCC ax g5
alie el ¢ FoligS wlS” Jobo b ECCBly o 0lbse 5) S50,
ol 45 25l wal B |y (poger 0llS ()50, Glaptms S0 L
Debee Wb sl 0 i 297980 5 Srre 1) o
sloaslin ly ohst odn v 50y lapium 5l oslinul (nloly

D8 AT sl o conlin lns dgaome glin b b olSis

sLaol=jo, gyl Y=Y

ol yme V2] TS5 Ly V2V Lo o b sl 25 !
Ol 85 Sl ages 0I5 () S55e, 50wz SMised <y
plol ilaie o5 Sy o LS 5 plejen jsboay e, 5 slael wlidee
@97 @ yo 5 Slalns ploj 28l o B9, (S 139 S

Iyl S5l sn €raym g —sLaD 9 a4y S Wply o>

5 g0 (sLisol 5 Ctpn! 3 .Y

slag b il e T« il ho> sl S5y jhgle slag b
Sledl Como (o2 slr 598 Gy s I - jhe p (e
Slalbre ol il cledy joild 7 b ogdledy (ool pan Bk
Oy b oeelKins )8 eolitwl cez o] )35 sl 5 b
5l o le cuigay o eal LSS dls e dw ekl Coge
A5 K o0 b g CouiiS Graal i p? K £ow Bl glesh
Oles olpion cls y USSgy 50 dle e aw ol ob I3 L
Oed Sged b g ie Glp ) Glulha, el Ollee
Sy el o0l JSis ale e an 50 ,els a8, slasl 2k
o 2 ] 0 85 jlane l g e planl el e 500y
Cono oy U 0gd oo Jlo)) oasS Groad gl ply slanl lse

IVY 5 V1] o5 sl sladl

ooliinl (sl sladivlys (5,18 uz (AlFT093 (agee WS
G s ST b gl S ) S5 0 050 e
SST o) 50 (6 i ego b (ol jo sl sl ools las L
4 0Bl oed 093 S b s LS 6,180 4 0B ey
YL ae b conl e g e oy pos il oo 0T o
Ol 5o ol BL3,1 cnl )18 S s lapaslSoe (s5Luonly
J S g bl ladd oni g 8 L (6 s g )l
LULs,) o (WicFi | Infrared NFC g shy i) 0B35S 5 st

wile) b i o 1) wu 3 a3 L ol ol &S Al e
DV g Y] 05T e pl 3 (a5 ol e

el e ajly o

=

Sdiaig E

)Ls...: u>|.>).: ‘59J)L....: B ‘JL’:J

ot ! b G lie (ol o Lo oolerig JSSsn

G5, Slbee sl wom (b (S5 5 cnl o el BLS
3 a5 0l e )l ey, maS1y o eolaul oy JEYORWLY
(Pl (ryee 9l 5ey e 5l ol b R
5 Cag Gal b wlasl -y 2k wspan o> 655,
s 31 00l o ) 58 098 o ool ‘)y’L;'; o8, slasl
ol colon anlE sty e (BT (sages S S
e slasl oz b b anslis (o 3ypas alidls 5 bls,la e
5ol o sganm ol ooliial Bk 5l ogd o dslialeS
Pl b Grizes Sgde (Bras dbl> 5 wlS ol
5o ool el Zb SO Gl Sl Gl fdoa
Cewd g oaliw,d S pae dlol Gioas (Ko Sl
5 i (oolieS izmed wulei e 00,51 1) el S0 g5
o) 95l prld 55 1 ol Gl Slhate el ST plol
patie 5o o Ll 9 1S5 (oo 5o 6350 e Hlp o USSy
el ol JSas il glo iz ) pols allie ail e
ol oslazul glasles g lacydszge F idy 10 gd o0 lo ol

* Zheng
? Zero-Knowledge

! Schnorr



[\ e 5 5 lwgs Jeaess il ool b jlow S lo p j0 was ST gy

Golgsliy Sl y JSGgy .Y

CS1S s 50 SA sbay slezel 8)50 Cudgzae S ogdledy

SSgp 55 S o8 0 lacasgzrge 5 0,0 d5s oleniny SO ety b taiinagmse miy ot S5
b et o] o Wb 355 cogas [(ages Sl zg5 s jglateds RO PR K SRS NS RIS K < FARPICR IR
e oy b /6 ydia STb ey b, S lgreay el ojlg 50

Boles N-F 5 S Fie 03 Cadgzgn 93 5 (Sl (e (ogpas 4S)

45t ol o (o S on Jas 15 el S oy
Lwg Jsm 5005 o0 plnl Jgu (o28lg JBl o (SSL (e (oogas>
25l nadlol oary b el ay g puS (g e el Sl st SOL

olis Y Jsaz jo soleing STy 40 oad solazul ol g baoles

Sl go 00l

koles sy Jous

T oles

WSS 5 03ls )8 0ailig 8 e yudie 5l dile i A aS il e JSSg ;0 0aiS S LS 8 b slaal oS Ly
C,M, PG, A
oy 8 SOl g (g i SSL { I

P lusgzgaignse saatio IDp
P lusszsa (seges S PKp
P Cosszge cogas oS Sp
ol 0aal YX 250 55 o] 255 5 95,5 o0 odei SA Langs aSuil o P Cudgrse slp €anlin Jade oasS oylo Rp
Kl e 0 JS Jaigh ool aMl ply {m}x
VXX ise o o i)l slasl g)b 5l oslitud L P Cug>ge dawgs oLl signp
VXY s 0 oad @) b Jawgs P g00iyS (gl Posiins 3 baugs ply (59, sLask e, | signCryptp_ps
B 5 Agoass 8,0 &b 55 (o and> wlS Kap
Mo panads A1 b a4 0aids b g oS 2S5 anlis TID
Sloas LIS (3l obej 5 b Date
ol Jlaie S Nonce
el 5 )l Sl g (So5b VS lp Jagos Guysl :0ledb] Jols o 5 )lhw 50 0D
25l go plel 0ailig b g (6 e Sl awsgi oS onidigyh Glux @ el il g (gt jliel Sl dlie S Conig Y/N
Sleas o Y S cod Price
olad o oaidgyd 3l s in |y Cales jo cul aS caillig B s dastin Cwlgs o MIDgeq
m ply 9, 48,650 s5le @o)0 &b H(m)
23,5 oo el (g iin 4 VSRES [0 (5 s SSb awgs o (5,0 ol cils Accame

Srmin Al (5 i g 0ailig 8 (e (B 3018 958y pasie anlid ()l 50 5SS ol aSy 5 ol |8
..L.:LGA 04.2..25)5 9

Contract

olo 18 50 oul 53 dal i b (3 lae 8l 0 Sy 0uidig @ 4y (5 uie S, Reciption
a8 g (5 e (e S JSSo £9,8 sl s¥ OleMbl Jols ¢ InitReq/InitRes
ol oy ey g 05000 olo ol Sib sl (e Jamgi o5 (g Lol ] S gz SSb 4 el jeme

_ _ . VSReq/VSRes
33,8 o0 0ld,8 1 (6 e (sl (5o SOb langi Clgs o
(S 4 001y 5 Laugs el )0 ol &y bogryo gl 5 95 00 Jlus) 0aiis b sl sy g g5 Culy o
) _ PReq/PRes
Dgui oo m_'»l.);ﬁ
S 6lp PG hug culss s nl gals 5 o9don Jlo)) PG (sl oaiiig b Lawss ooy b jLiel Lalidl conlys o
VCReq/VCRes

Dgd o odils T3k

% Witness ' Client
? Merchant
® Issuer
* Acquirer
3 Payment Gateway



WA 50l ¥ ol Jg! Jlo «‘;/mff/w'w b= sole aloo

14

3¢5 5 By yasie dulid g salls Jold a5 1) eliy ol £ @
LM lag 5 cculgs,0 5 0 o Jw)) M (gl y 3l oo
wled oolazul g5 ably Cuge glady s
S e (Bolas sae Gl 5 C jl pligy il o jlay M @
FSid g pie L el BLI ) (6,8 g ) land
A lS ol g 1) (g i Slys o Sledlsl 5 wos oo
Gl p2y0 Jloie M oS o JLo)1C gl g 30y cdd>
o adoz 51 SLedlbl Lo asContract o 4y galid
599> Ol 80 da, e aulil g i,k 2,0
o oo 18 Cay Jlojlsliy o) coul (6 i
adS 5l eolaiwl L g InitRes ploy sl o b g pin ¥ o8
Aol 1y acide 0ldST (3L o {rvcPKRy} Jlade 5 055 cogas
s 050 9 )l5e 100 5 ek S0l (s ) s leioe
J)I PReq yloe comxi oaiiig 3 sl 1) wu 5 cadles 0wl
Pl L ogs SCb e (g5t <3y 5920 PReq plig 5o .S oo
59 oad ools gy (g, L 3illas VSReq a5 i85 1,3 VSReq
Py 4o by jo gpie SSL S ad § 3K Solay s
ol 50 Dgad aslgs ooliwl o lite oulS lgzeas o1 51 (VSReq
St 1) oy 9l (s o 2 S el )0 S5
SlpaS ams Jgm oatdy b 4 Sleas b YIS jealcaidge cdl)o
b opl 00,5 oo ool [eils Cuge Graal bl ¢ slats )
C B,b slesl iz b ol Jol ad> o a5 cslal> wan Jolis
adgy X Bolar jlade jloslaul b g riglee codas aib
sael 0 o5 ;o o\l oy a8 asb o @olas jlaie S5 n g oo

HS1s a5 oe S 1, ol PReq pliy liS5e) 5lan MY S
) Jlsel Gialidl coilss o sl ied 5550 05150 00 5 Cusyd
M Lvgs plicy ol A o JLo) PG glp VCReq lgie s
5o e Bolar jlade sy ol jo el ond 50, PG (glp 5 slaal

abee ygild Cuge Braal gk 5l g al> e &l
S o mogat 4D Cou F 65 0 092ge Sl F 8
oo Lo (6 ot ol (glopling Copiel ool iy 55 o ol
oSl 5 ol anasy |, VSReq PG al> e o) ;8 bl o
3l e ST asS oe Jlo)l 6 e SO sl S0
5 wbeioe Sz 1) i Ll ol Come 1 plebl 5 pliy !
515l aaly <8l o 51am PG oLl j0 0uS oo el PG a4y 1) ames

a2 oo i3 1) VCRes play A

&b lade oy p UM S o Jlw)IM (gl |, VCRes PG .0 o8

1g0losiiny SS9 50 ooliiw! Cys ol &yl gl g, Y-V

2PLS (o) slasl gk (wlal (03 claal S (B, bl
o3t oIS Ly 9l a8, shiel ol 1 45 550 Slgitn
aalol ;o 0gd e adl)l slanl Z )b I ECCp i (BlsS 055
et o5 S5 5o 5 plaged b 4 ol 5oy 5 cliaal 6l (>0
5 slael =50, 25k )5lls (o8, slasl 328l 5l sl Gl ol o0

Sgboe Jol> BCCp (e (2155355 sages 0lS 6,50,

G305 2 (e 93l (o035 Ll gOleidin b LS 3
pla wplyS oo A Bk iggda 03 9 (BlT095 (oges wals
) sldel Cono 3w B g oS o)l B sl g wules slael | m
ol ) Xolgsds sae A B, b gl ol (gl om0 o plel
A Sl oS o dlme ) JSE 4TS 5T K polie g
o B g ol s Jw,| B gl sy slanl lscas 1) (r,s)

o oo pleslhl gl Como oy o 8L 50 slanel 8l s

generation
A: X €g Za
K = XG
r = H(m||K) (modq)
s =X—r5,
(r,s)
verification
B: ®  =5G+rPK, = XG—rSAG + rPK,
?
r=H(m||K)=TF

09— IS (5,050, 2 (S sLdl - 30 Zib Wldi
A Byl o8 slibol 25 5 (St o < BITO95
<8l 0 5l amB S o Jlo))B glp s e, g slael |y m ply
b hm el 5 oo s plal | slasl covo 325 (1s,0)

generation
A: X €g Zg
K = XPKg = XSG
¢ = Eg(m)
r = H(m, H(XG),K)mod q
s =X —rSa(mod q)
A - B: (r,s,0)
verification

sG + rPK, = XG =+
K = (¥)Sm = XGSr = XPKn
m=Dg(c)

?

r= H(/1,HXG), k)

SS9 n ol F-¥
adoleo 1) clo JS59, £9,5 &1y oY Sledllsl M 4 C ) o



oy

e 5 5 lwgs Jeaess il ool b jlow S lo p j0 was ST gy

3l on (6 e 5l e Gy SO 2l s Siby pj Aol sl

yG+PK, *e=XG—eS.G+PK, *e=XG=r

GOl SS9 (ot g Sl ¥

(a0l graiwlgs N-F

slaSny blad loas el IS5 25w 25 orl o
aze ¥ oz )0 ol 5l e 9 485 )13 () 2 090 (el
slaanulys Ll 51500 sladSSy n b olering S5 amlie
Tt s g o o518 (s el ous ool plis ol
wydee Ol S50 slopls

aoles Jools lowadsl wilgs oo VCRes pliy [0 95290 (55l
ools JSas T3l 8L 0 s 4 495 L 1) VCRes pliyy PG &S
W 3 PG Jg ails o T B bl n dolas sue jlode gz ol
Ly ) ;K0 Gledlbl g VSRes @ olgsds Jlaie (o M P o8
bl Gl &)50 40 5 935 (o0 50, C 5 293 (o dnd oS
5l gl 1) (6 min Cls )0 550 Dlans 5 YIS 5l oolazul je2e

S e Jl)
G |y o) cleas 9 YIS psledbes il o 5lam €LY o8
JEo)I M sl 5 0y )9t e Broal )b 5l pog al> e

FURRVI DS ST U2 B JR IPR VORI PR S{ IRVEISIUS  QRREL ot

Stepl)
Stepl.1) C - M: InitReq = {ID¢,R¢, TIDgeq, Nonce, MIDgeq}
Stepl.2) M- C: InitRes = {TID, Date, H(Contract)},, ., IDym, Ry, rmc PKi
Contract = TID, Date, Nonce, IDy, ID¢, Price, 0D
Kymc=Smrmc[H2(ID¢, Rc)PKg + R]
step2) C->M: PReq = {TID, Date, Nonce, ID;, H(OD, Price);VSReq, n},, ., ID¢;/Nonce
VSReq = {IDy, Price, H(Contract), 1, K, n}signcryptc_,
r =XG
step3) M - PG: VCReq = {TID, Date, Nonce, Price, ID;, ID¢, R¢, H(Contract), e, VSReq}signcryptM_PG , 1Dy, Ry
step4) " S O sogar g4 5 eolaal "
1) PG — I:VSReq, TID, Date, Nonce, Price, IDy;, ID¢,R¢, H(Contract), e
2) PG — A:Price, 1Dy, TID, Date, Nonce
3) I - PG:Y/N, TID, Date, Nonce, IDy, H(Y/N,H(Contract), n), VSRes
VSRes = {Y/N, TID, Date, Nonce, H(Contract), AcCapy, €}k
4) A - PG:Y/N, TID, Date, Nonce, 1Dy
step5) PG - M: VCRes = {Y/N, TID, Date,Nonce, H(Y/N, H(Contract), n), VSRes}sjgn, ., IDpg, Rpg
step6) M- C: PRes = Services & Goods ,{TID, Date, Nonce, e, VSRes}k,, ., 1Dy, Nonce
step7) C->M: ¥ = (X=exSc) Sleas g Y b )0 o,
ool slaaiules Ll 5l o IS5 g, dunlie ¥ Jgor
Proposed Tellezy, Tellezy, Ksly, Ksly, 3KP SET S _
SR
v v v Sle e
v v v v v v v G815 S pae
v v v x x x x & i @L;_Qf
v x x x x x x Slaas dols
v v v v v v v lecyssrge ol §oas
v v v v v v v Al 55,558 Cad g Carnals
v v v v v v v )‘)s:‘\.la}ﬁ‘ﬁ)Q ﬁju.n
v v v v v v v QL‘»'A ).) 6.)/,44.1&},",! )b |°5LM
v 4 x x x 4 v s 5l B oaiig 3 0 pb e pae
v v v v x x x o jksel (w5 dalialsS Lol pae




WA 50l ¥ ol Jg! Jlo «‘;/mff/w'w b= sole aloo

OA

a5 e C il oo T bags iS50, b5 Laid
ol 00 Jloy TG b 5l Lz pliy a8 asl sy liab
plom glaadsd og)blae &30 )0 5 (Cdlol Gaad)
e 50l a8 a2l anib losedsl wilgs oo € 28L jo
Ladl PG Laosgs iy b el Syl oy o ey
Pl ol o all aal losebl Wlgh o Ml ply 098 oo
68,550 Emd Sledlbl 5 00 03l 3 PG G, b 5l Lz
s S, 61 Jlo) Wlgicoms o PG oo 51 5 il oo
Owo—aS «plss 0 H(Yes/NO, H(Contract),n)aLs 5o =4
adgi I, VCRes oI 51 3L 10 pliy slwl, ;0 PG aS wyles oo
5 ol oo C Lol o Ladd i dolay jlade gz ol 00505
e 9 9 (oo JLol g0 o5 1o M sl ], Jlade cal sl
o=les T oM plly ol (I8 55 VSReq ;o n jlads
5,051 TPG Jg w500 1) lade

prlee 03 (S ol )0 GO0 alos Jilio 5 (Sl
50 b5l (S Wl g wes 18 (Sgl8 B g0 ) A0
Ojgm0iny cppe Sloply 45 ol jlams cu Bl 50 e L
prlees 5 Godd (nlply il o ook Lol Groal ouline,
5o =S Ll 598 sladd b 5l plaS e i Wilgs oo
adbon polie dex b ply )3 (soloiiny JSTgn 4

eorbe ool (Sen 1)) ST alos Jolio 50 (4092 pglie
55 b o et o8 Al sloply g 3l s anly
S el e JoSas  Jan connid G ST SG 8 00sS
3,0 (69,84 pazie ok (iiS15 e glila TID &S bl
ol (Nonce olg 5o jlain 5l oolanl Jods poen g
B Lo iS1 )0 4 (Sledbl3g valss 05 wales
S, was 815 Sy eSe o ], 68 5 (5l e
Sl (S 1l gyl ato> il 50 (g0 pglie
ole kel ) S ez (st )b Sl aaly cexlee
oS sy sl GBS o a5l Jidser Jy sl
k3l Sebies ey g slbdal (6 i g o liel
0dd je, g sbael candy 3 lavgs 5o jLel Giulidl culgs o
adboed pdy Bl abos onl cnlpl

2 e SLa Ty 5l (S ilimaie S lo y RSS1 5
FSSsn 50 B eS L gl bais 22l sla S5y
SIS sl ol 5o csdleiig SS9 50 ot
Jot slsm o Sloas LY il o 5l 3 g nte c5b
Sl (S STy ] )0 il WS (o0 225 )
Iy oot by YIS sl Sas 6 yton Lol )5 05 o
b leasb y aldes (05 alaaie glp wuiSS L o

A0 5 oolal Held Cuge Gyoal

bl JUIS e oolpoiny STy, 50 1S5 (Klo yxo
e Dbl sl o (il by wenl (WL PG g M C (s
St S8l sl JUE oo 55 (bl o 00 alolis
G50, 5l Camalion ol ol o btews (sl 00,55 s
C o bla, ons @l)) JSSg j0 jslaie s 0l oolatul
Sebsn 3oy K pliar Syt andr ol5 6 325k 5IM
55 on J)IM - Gasb IT 6l € a5 (Sledlbl (30 51
Gt 50 0and 00l gl SuSS alwgday o )lo U VSReq
)_:.IPG 5M Oﬂ‘!"‘)“j‘ AJoL.a ‘abu:_v ) 50.)...':'; y y.yy

Dl gn jo, SIS cpped jl oolail b

ol e i (aBly Cmge sl cbiblone g Lirea 1 ool
oy (Bly Cygr sLaay (NIDE) ) biae oLl Wil oo
9l g i 2 dDg ool (slray m souled ooliz
34> 5l ladd LaNIDe ol g ol NIDg oppous slls
bl )l Wl oatg 3 5 wiBb oad s lil 5l STL 5 (5 ke
St o aqlei gl e (8ls Cuge 9 NIDG (e
Gromal (Sy e aalol )3 05800 )3 (6 0e (alieS
2 S pae 5 ST (59,550 e daudgzrse Cilol
980 oy i SS9

a5 S oY i Big g (5t esoleiiy STy n 5
[yPGai by (ol ash onles ol Goas |, SRu sy
07 2ok il g sl (o p |y Laleol a4 wil e
Gy dmdz WIS g M g C o on aolie GledUl
Pl @laS 5, jlam oyl nl 51 e 2 (nl i w09 o0
Pl sloald g jloline Cumlion 00 )b 51 (23 50
sl cooglane O )50 53 wnled (s 2 ]y (SBL 0
L e e R
el adls

Ly assS e Jlo,l T gl € a5 oledol wons @1, US55 5o
5 3=, YYX isu j0 ool &Sl)) SignCrypt s, 51 eolaxl
aS aal aab ool aslg o Tl by 048 oo sl
b 5l g o350 3l ]y Jliel jl S Elys )0 jaome Cogs
o=l Jl sl es Gl pl oo S slaal |, (1 55 € g
by (8L 50 plny (2laS 5, 5l o les IS cslys o
algae T ozl Jloline pliy ol loolsd a5 5,50 o
4l s JUiSl Jgbo )0 pliy o5 wil axil Globl
Sl sgbimen 5 35550 03551 358 (S am (rlnliy ol
0 s Jly) PG 4 M a5 (gLl ialiil clss o pliy
A 3 0ad ol b jleslitl o 4 (Shy 4w a5
MR A &y

Sk IC lpas loel hals el pliy (JSS9 5 cnl 5o
ploe o a5 K )lie 0 S vy oS o Jw)I M
VSReq plin 092 « ik 5l 0gdiss 5, 0,18 2525VSReq

RS
o



e

e 5 5 lwgs Jeaess il ool b jlow S lo p j0 was ST gy

Sz 5 Sl b Ol S 51 e SSsn asbl e g el
D9l oo 00l 13 anglie 5,90 e

@‘)'S Y—f

Slebos ol L5 51 500 sla S5y b soleiiy SS9 p amlie
ool ool HLas ¥ Jgaz jo a8 bl sl Lo 0,90

55 0550 Sldas olaws Bl 5l o JSSg 5 anlio :Y Jgu

Proposed | Tellezy, | Tellezy, Ksly, Ksly, 3KP SET
\ A\ - - - \ \ C
\ v - - \ \ ) M seres S )5,
- \ - - \ - \ PG
= Y — — - - - C
_ Y - - ) - ) M o5es HlS 2liS e,
\ \ - - \ A Y PG
\ A\ - - - \ \ C
\ Y - - \ \ Y M RERRWR,
\ \ - - \ \ \ PG
- A - - - A Y C
\ i - 3 \ Y i M olaal Cono s
\ \ - - \ A Y PG
¥ - 5 ¥ ¥ - Y C
v _ s > v _ \ M S50, 16,55,
OlEeals
- - \ i - - Y PG
A \ A Y Y A Y C
Y Y ¥ Y Y ¥ Y M Silopn )0 milgs
1 ) ) ) - ) \ PG
- - i i i - - C
- - Y Y \ \ - M Sals g5lenr s mles
- - \ \ - - - PG

)50y 5 sime) Tellezy o[V 59 Y] o lite (o, Ki5m, p (sine) Ksly, [V 50 ¥] )Ll (6 K550, 5 (iue) Ksly,
(solgouiny JSS g, )Proposed Iy vl oy 8 — oy ael (6 \K5e, sl Tellezy, ] Hee ol 8 — oy lae



WA 50l ¥ ol Jg! Jlo «‘;/mf',)@w b= sode aloo

dedos 5o cnlpln el o5 oty bipley S0 b anglas
[ve] 00 5 o 5 Bro gy 5l Slej (Souze
S Fae e se Ll olEe aliShe, o) K, Y
Diflead o il oliSse, fs, K5,
RS Sghm o 0re Jee gl Gln 5l 0y5e by
DFlead Gloyols Jo 5 5 g 5 @ Joe
1Tg =29 T,
1Teyp = 240 Ty,
90 B SSsn Gy (S b o 0ad Gl SIS @ a2 b
Pl sl ks 990 Olej ol ¢ slare (nl (5l 0205 (o0 )3 (o) 2
» slael Cono O3] slasl ‘&L"“f}") 46)&}0) u_)L:.Lo.C
ools Hlas ¥ Joam o golpgriny ISSg, g Tellezy, JSGs,
Pl o JS5g delio 5 Jolos JI5 (1 bl s 5 955 (0

Dy s

g oad ool ! Oldes 51 S& o gl jedaie ol gl
03l arats (Slej S JSTgn 40 0aiS E5 L slacudszrge
5 Dygme dn el Gl (gl cad sslaul glooles a5 040 0
Dis ) Fl wsl

N aloy o9 22 $ln ol T

N ilos by sl 0lo5 T

Slopnys &b sl ooy T

MdS il e &6 sl ol T

Slileny Sl Ol sl Ol Texp

Syam o> @22 slp ol T,

O LS 5e; 5 6,50y bdes ol sy o) Toym

2 ol oles sz wedies e Gl s ger Ol 5l Y

Sllos plsl loj i Jouer

prvel KT bl ST g~
_ _ STyt Ty 5T+ 11 Ty | 3T +3 T+ 2T+ 3Ty Tellezy,
1Ty +2Tgc,, 1Ty +T+Tam 2T+ 3Tge, 2Ty +1 Ty +2Tgc,, Proposed
Sy Tz B oSSy amlic:d Jour
5L s jsaske; oUiS L8 Ly dgge S el
2T, + 2Ty + STyym C
4Ty, + 2Ty, + 6Ty M Tellezy,
LT, + [Ty + 2Tgym PG
3Ty + 2Tin + 4Tsym C
3Ty + 2Tin + SToym KSLy,
ITy + 1Ty + 2Tsym PG
2T +2Tgy+ 1T, C
3Tes + 2T4y+ 2Ty, Tellezy,
1T + 1Tgy+ 1T, PG
1Tes + 4Teym+ 2Ty, C
ITes + 1T, + 3Ty + 3Ty Proposed
1T + 1Ty, + 1T + 2T, PG




7\

e 5 5 lwgs Jeaess il ool b jlow S lo p j0 was ST gy

[6] M. Bellare, J. A. Garay, R. Hauser, A. Herzberg, H.
Krawczyk, M. Steiner, G. Tsudik, E.V. Herreweghen, M.
Waidner, “Design, Implementation, and Deployment of the
iKP Secure Electronic Payment System”; IEEE J. on selected
areas in communications, vol. 18, No. 4, pp. 611-626, 2000.

[71 K. Ogata, K. Futatsugi, “Flaw and Modification of the IKP
Electronic Payment Protocols”; Information Proc. Letters 86
[Online], www.elsevier.com/locate/ipl, pp. 57— 62, 2003.

[8] A. Shamir, “Identity-Based Cryptosystem and Signature
Scheme”; in Proceedings of CRYPTO, pp. 47 53, 1984.

[9] B. T. S. Toh, S. Kungpisdan, P. D. Le, “KSL Protocol:
Design and Implementation”; Proc. IEEE, Conf. on
Cybernetics and Intelligent Systems, pp. 544-549, 2004.

[10] S. Kungpisdan, B. Srinivasan, P.D. Le, “Accountability
Logic for Mobile Payment Protocols”; Proc. IEEE, the Int.
Conf. on Information Tech., Coding and Computing
(ITCC’04) , pp. 40—44.

[11] J. T. Isaac, J. M. Sierra, A. Izquierdo, M. Carbonell, “A
Secure for a Payment System Based on a Kiosk Centric Case
Mobile Scenario”; Ingenieria UC, Universidad de Carabobo,
VeneZuela, pp. 25-36, 2006.

[12] J. T. Isaac, J. S. Camara, A. I. Manzanares, J. T. Marquez,
“Anonymous Payment in a Kiosk Centric Model using
Digital Signature Scheme with Message recovery and Low
Computational Power Devices”; J. of Theoretical and
Applied Electronic Commerce Research, pp. 1-11, 2006.

[13] J. T. Isaac, J. S. Camara, “A Secure Payment Protocol for
Restricted Connectivity Scenarios in M-Commerce”; Proc.
8th Int. Conf. on E-Commerce and Web Technologies,
(EC-Web’07), pp. 1-10, 2007

[14] J. T. Isaac, J. S. Camara, S. Zeadally, J. T. Marquez, “A
Secure Vehicle-to-Roadside Communication payment
protocol in Vehicular ad hoc Networks”; Computer
Communications, pp. 2478-2484, 2008.

[15] M. V. Astudillo, J. T. Isaac, D. S. Touceda, H. P. Lopez,
“Evaluation of a Client Centric Payment Protocol Using
Digital Signature Scheme with Message Recovery Using
Self-Certified Public Key”; ICCSA 2009, Part II, LNCS
5593, Springer-Verlag Berlin Heidelberg, pp. 155-163.
2009.

[16] W. Li, Q. Wen, Q. Su, Z. Jin, “An efficient and secure
Mobile Payment Protocol for restricted Connectivity
Scenarios In Vehicular Ad Hoc Network™; Computer
Communications , vol. 35; pp. 188-195,2012.

[17] A. Menezes, M. Qu, S. Vanstone, “Elliptic Curve Systems”;
IEEE P1363 Part4 Standard, 1995.

[18] A. Babel “Elliptic< Curve Cryptography”; F090740,
Universiteit Utrecht, INFOB3CRP - Cryptography.

[19] Y. Zheng, “Digital Signcryption or How to Achieve Cost
(Signature & Encryption) <<Cost(Signature) + Cost (En-
cryption)”’; CRYPTO '97 Proceedings of the 17th Annual
International Cryptology Conference on Advances in
Cryptology, pp. 165-179, 2011.

[20] L. Savu, “Combining Public Key Encryption with Schnorr
Digital Signature”; J. of Software Eng. and Applications”;
pp-102-108, 2012.

[21]1 A. J. Menezes, P. C. V. Oorschot, S. A. Vanstone,
“Handbook of Applied Cryptography”; CRC-Press , 1996.

[22] J. Pieprzyk, T. Hardjono, J. Seberry, “Fundamentals of
Computer Security”, Springer, 2003.

el g5 Oyg0d 398 0 Jeol> B Jgoz 5l 4T glas
18 s Caom 4o Sloj (Souzey Jas ) v
KSLy, < Tellezy, < Proposed < Tellezy,
oty b Caes 53 Jloj (Foezn S5V
KSLy, < Tellezy, < Proposed < Tellezy,
(1S 5 0lg,0 o jo Sloj Sz i) v
KSLy, = Tellezy, < Proposed < Tellezy,
aS MLSQ Q)La.m 6)&}‘41) » wa TellezV15 KSLV2 JS:};I 9o
3O S ES i b by o polie (g 105 STl 4 5L
ol os JSSs 2

S 5 Az D
slogools b ceulin IS5 b ol dlas Ban
= e calis U'."‘ 50 00 43‘)‘ J.S.Tj).l | )L:...; w‘o,v 039>

=l (s nl o b jemme oariy B bLS,T 555l
5o oolai vl cge cgas Ll (S5, Sldes glm s

oy i Sl 3ty b 50 o ud Wl Sl fuSTS
slasl=is, )b syan o5 6,550, (Rl5055 sagee 9IS
ol oos 5 ool 15ls o8, slidl 5 ugn ros £,b
S pae Lol 5 Sl e sl Tz s 11 US55
Ceteed o led oo 00,51 1) Sledlbl (58 )95 v g oo B
551 ol Sl alliare ety (2515 plonil (65000 (oaliaS
Olee 3 8050 Dla ln 55 S5 (nl osdleas 0510 ool 3
Llod 5l goloiin STy o pglde 55 A5 Ll 5,155
ey 09 0,3l gl J STy ple 4 Connd el slaaiiles
S Gley (S 5 Gl L a1y wilee
e S g s )i gla S5 n 4 S E3b

Al Fod o)l slo JSSs

=l F

[11] M. V. alizadeh, R. A. Moghaddam, S. Momenebellah, “New
Mobile Payment Protocol: Mobile Pay Center Protocol
(MPCP)”; 3rd Int. Conf. Electronics Computer Tech., pp.74—
78,2011.

[2] S. Kungpisdan, “Modelling Design, and Analysis of Secure
Mobile Payment Systems”; Ph.D.[Dissertation, Faculty of
Information Technology, Monash University, 2005.

[31 S. M. Shedid, M. El-Hennawy, M. Kouta, “Modified SET
Protocol for Mobile Payment: An Empirical Analysis”;
IJCSNS International Journal of Computer Science and
Network Security, VOL.10 No.7, July 2010, pp. 289-295.

[4] X-y Ren, L-1 Wei, J-f Zhang, X. Ma, “The Improvement of
SET Protocol based on Security Mobile Payment”; Journal
of Convergence Information Technology, Vol. 6, No. 7, pp.
22-28,2011.

[S] S. Kungpisdan, B. Srinivasan, P. D. Le, “A Practical
Framework for Mobile Set Payment”; IADIS Int. Conf. e-
Society, pp. 321-328, 2003.



