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1. INTRODUCTION

In classical public key cryptography the security of the cryptosystems are
based on the difficulty of calculating certain functions. A famous example is
the ASP cryptosystem which was based on the assumption that factoring large
integers could not be done in polynomial time (on classical computers). The
typical situation in these systems is that two parties (Bob and Alice) wish to
communicate in secret. Instead of sharing a secrete key in advance (which
confront us with the relatively difficult issue of secret key distribution), Bob
announces a public key which is used by Alice to encrypt a message, sent to
Bob. The encryption is done in a clever way so that if a third party (Eve) wants
to decrypt it a non feasible amount of calculation is needed. Bob, however, has
a secret key of his own which enables him to do the encryption in real time.
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Quantum cryptography has a different way of keeping things secret. The
difficulty of some calculations is replaced by the impossibility of some calcu-
lations according to the laws of quantum mechanics. The first example of
the quantum key distribution protocol was published in 1984 by Bennett and
Brassard [1] which is now called BB84 code. The security of this protocol is
guaranteed by the impossibility of measuring the state of a quantum system in
two conjugate bases simultaneously. A complete proof of security against any
possible attack (i.e. any combination of physical operations permitted by the
laws of quantum mechanics) was given later [6], [7], [2]. A simple proof of this
fact is proposed by Shor and Preskill in [10]. They first showed the security
of a modified Lo-Chau code which is a entanglement purification protocol and
uses EPR pairs. Then they showed that it is equivalent to a quantum error
correcting code, namely the CSS code introduced independently in [3] and [11].
This later code was constructed on the vector space {0,1}™ after the classical
binary codes. Finally they reduced the CSS code to BB84. The basic idea of
this final step was to avoid the quantum memory and reduce the encoding and
decoding to classical computations.

The encoding part in the CSS protocol in [10] was based on the following
property of linear codes: If C is a linear code then the value of \Tl| dyec(—1)"Y
is 1 or 0 when z € Ct or z ¢ C*, respectively. This is used to show that the
Hadamard gate transforms the state

yec
to the state

(—1)a.b Z (_1)bAy| + a>
Vel g
yeC
In this paper we generalize this observation to the setting of arbitrary finite
abelian groups (note that in linear coding theory {0, 1}™ is treated as a vector
space, but it is also an abelian group). We show that for a finite abelian group
G, a subgroup H, and elements a,b € G, the quantum Fourier transform sends
the state
Xa Z+ b
7 2

to the state

Xa(b)

|I:[i| > xe(2)|z + a)
z€H+

where {x, : © € G} is a Fourier basis for G and

={zeCG:xy)=1 (yeH)}

We use this to build a version of CSS code adapted to the group case. We
show that the calculations of [10] carries over and we can reduce this code to a
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generalized version of BB84 built on group G. The paper continues as follows.
In section 2 we introduce the quantum Fourier transform on a finite abelian
group G and prove the above statement. In section 3 we discuss quantum error
correction codes and introduce the CSS code on G. In the last section we above
mentioned two protocols and show their equivalence.

2. QUANTUM FOURIER TRANSFORM

Let G be a finite abelian (additive) group. Let H = CG be a Hilbert space
with the orthonormal basis {|x) : € G}, called the standard basisof H. There
is a natural action of G on ‘H by translation

z:ly) = lz+y) (2,9 €G)

Note that CG is also an algebra under the convolution product

(Dl Qo daly)) =D (Y cody)l2)

zeG yeG 2€G z+y==z

A character on G is a nonzero group homomorphism x : G — T, where T is the
multiplicative group of the complex numbers of modulus 1. The values x(z)
are |G|-th roots of unity. The set G of all characters on G is an abelian group
with respect to the pointwise multiplication and is called the dual groupof G.
It is well known that |G| = |G| and so we may index the elements of G' by
elements of G, and write G = {Xz : * € G}. Indeed in the finite group case
we have, G ~ G, so we may assume that Xz Xy = Xa+y a0d X2 (y) = xy(2), for
each z,y € G, and XO = 1. Also we have the Schur’s orthogonality relations

zeG

For each x € G consider the state
|Xx G Z Xa:
1G] =

then the above orthogonality relations imply that {|x.) : € G} forms a
orthonormal basis for H, called the Fourier basis of H. This basis is translation
invariant in the sense that

zxy) = Xy (®)xy) (7,9 € G)

The quantum Fourier transform on G is the unitary operator Fg : H — H
defined by

\/EZXI (z,y € G)
yeG

Note that one can extend this map by linearity on H (see [4]). Two classical
examples are G = Z,,, where

xe(l) = e2™kRm g p=0,...,m—1
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and G = {0,1}" where

Xa(y) = (=1 (2,5 €{0,1}")

in which Fg is the usual discrete Fourier transform DFT,, on Z,, and the
Hadamard transform H,, respectively.

Each element of G could be extended by linearity to a linear functional on
CG. This is indeed a multiplicative functional with respect to the convolution
product and G exhausts the set of all multiplicative linear functionals [9]. The
well known Peter-Weil theorem applied to the finite group G, tells us that G is
an orthonormal basis for the linear dual space (CG)*. In particular (CG)* ~
CG. For each subset H C G, CH is a subspace of CG, generated by {|z) : = €
H}. If H is a subgroup of G (we write H < G), then H+ ~ (G7H) [9]. This
notion goes in parallel with the notion of the orthogonal complement L+ for
a subspace L < CG. Of course (CH)* and CH* are not the same (even the
dimensions don’t match).

Lemma 2.1. If H < G andx € G\H*, then there is K < H with [H : K] =2
and zo € H of order two such thatH = K U (K + x¢), KN (K + () = 0, and

ch(aTO) =-1

Proof Consider the subspace L < CH with L+ = (CH*,z). Then L has
codimension 1 in CH, so we can write H = K U{xz¢} for some 0 # z¢y € H and
K C H with L = CK and CH = (L,zo). Since 0 € K so 29 € K + xp and
therefore H C K U (K + ). But H is a group, so K U (K + x¢) C H, that is
H = KU(K+2z0). Now if KN(K+x0) # 0, then z¢ € L, which is not possible.
To see that K is a subgroup of H take z,y € K, thenz—y € H = KUK + xy,
but x —y € K 4+ zg would imply that o € CK = L which is again impossible,
so z —y € K. Now K has exactly two cosets in H, so [H : K] = 2 and the
group generated by xg is isomorphic to the quotient group H/K of order 2, so
xo has order 2. In particular x,(z¢) = 1 or —1. But z € (CK)* so x.(k) = 1,
for each k € K. Hence x,(7) # 1 (otherwise z € H'), and so x. (7o) = —1.

Lemma 2.2. For eachz € G and H < G we have

yeHX“’ ¥ = 0 otherwise

Proof If x € H~+ then

Yo xely) =D 1=|H|

yeEH yeH
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If 2 ¢ H*, then with the notation of the above lemma

Do) =D e+ Y. Xalv)

yeEH yeK yeK+xo
= XeW) + Y Xaly + 20)
yeK yeK
=Y (14 xa(20))xa (y) = 0.
yeK

For each z,y € G let |x)(y| be the rank one operator on H = CG defined by

(I2)(yDl2) = (yl=)z) (2 € G)

then one can decompose the quantum Fourier transform as a combination of
rank one operators.

Lemma 2.3. Fg = ﬁ > yea XaW)|y) (|-

Proof If Fy; is defined by above formula, then for each z € G

1
Fglz) = \/— > X)) (xl2) Ve > Xe(¥)dazly)

z,y€G z,y€G

\/FZXI

yEG
Now we are ready to prove the main result of this section.
Theorem 2.1. Let a,b € G and H < G and consider the state

\/WZXG |Z+b

z€EH

then

F = Xa(b) z)|z 4+ a).
clv) mz;{;m( )z +a)

Proof If we use the above lemma and the fact that

Xa46¥) = x=Wxo (W), x=(v) = xy(2) (y,2€G)
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we have

z,y€G z€H

\/W Z Y Xa(¥)x—a(2)ly){zlz +b)

z,y€G ze€H

\/W Z Z Xz-‘rb )|y>

yeG zeH

\/W Z Z X=(y X—-a(2)ly)

yeG zeH

WZZX@; )X6(1)X—a(2)|y)

yeG zeH

\/WZZXb Xy a |y>

yEG z€H

\/W |H| > x=a(2)) (3 s @)ly))

= =
- |11L1|Ly_§,{fb(y)'y>

- I;fll Zez};xb(z—i—a)|z+a>
_ Xfﬁﬁl PIRICIET
=200 S @) ta).

.

1
|H|* o5

3. QUANTUM ERROR CORRECTING CODES

A quantum channel@ is a trace preserving completely positive linear map
Q : H'Ln i 7_lout

We can decompose @) as

il
where A;’s are error operators with » ., Ain equal to the identity operator.
In general () is not invertible, unless restricted to a subspace. A subspace
C < H,;y, is called a quantum error correcting codg QECC) for @ if there is a
decoding operatorD such that

DQY)(W| =) (v (¥ €C),
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or equivalently
PcALAgPC = apePe (k,é S I),
for some constants aye, where Pe is the projection operator onto C [5].

Now let G be a finite abelian group and G" = G x --- x G (n copies). A
subgroup C < G™ with k = |C| is called a [n, k]g code. Elements of G™ are
words = (21, ..., 2,) and the words in C are called codewords For z,y € G",
the distance d(x,y) is the number of coordinates in which x and y differ. The
weight of a word z is the number wt(x) of its nonzero coordinates, where
zero is the identity of G. A [n, k]¢ code with minimum distance d is called a
[n, k,d]¢ code. When G = (Fa, +), this is nothing but the classical binary code
[n, loga(k), d].

Suppose C; and Cy are [n, k1]¢ and [n, ka2]g codes with Co < C; and C; and
C3 both correct t errors. We define a quantum code C'SSg(Cy1,C2) capable of
correcting errors on t qubits. For a codeword x € C; put

EZI T +y)
|2y€c2

Note that |« + C2) only depends on the coset of C1/Cs to which x + Cs belongs.
Also |z +Cy) is orthogonal to |y +Cs), if = and y are representatives of different
cosets of Ca. The quantum code CSSe(Cy,Cs) is defined on the vector space
spanned by the states |z+Cs) , where  ranges in C;. In particular the dimension
of CSS;(Cq1,Ca) is |C1|/|Cal-

Suppose that a bit flip and a phase flip errors have occurred. These are
described by two "n bit” vectors e1,eq € G™. If |¢p) = |z + Cq) is the original
state, then the corrupted state would be

[91) =

|J) + CQ>

\/lc_ Y Xel@+y)lz+y+er)

2| y€Co

as in the binary case, the encoding process starts with introducing a ancilla (of
sufficient length) initially in the all zero state |0). We apply the parity matrix
H, for the code C; taking |z + y + €1)|0) to

lzt+y+e)|Hi(x+y+el)=|x+y+ei)Her)

where the above equality follows from the fact that = +y € C1, and so Hy (z +
y) = 0. The effect of this operation on |1)7)|0) is

D Xex (@ +y)le+y+er)|Hier)

\/|C_2 yeCa

Now error detection for the bit flip error is simply done by measuring the

ancilla. This gives us Hiep, from which we can infer ey, since C; can correct
up to t errors. The result of discarding the ancilla is the state

|1/12> \/|C_2 Z Xez x+y)|x+y+el>

y€Co
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Next applying the U;fl Dz) |z — e1) unitary gate to this state, we obtain

|1/13> /—C Z Xez T+ y)|{E + y>
| 2| y€C2

The next step is applying the quantum Fourier transform Fgn = Fo® -+ - ® Fg

(n times) to |13). Using Theorem 2.1 (applied to G™ with H = Ca, a = —ea,

and b = z) we get

|94) = Fon [13) = Xe, () \/|C— > Xe: Wy + )

2 y€Cz

Xez )X—ez ( Z Xa(y)|y — €2)

\% |Cl yecr

\/lCT Z Xz |y_62>

yeCs

As for the error detection for the bit flip, we introduce an ancilla and apply the
parity matrix Hsy for C2L to obtain Hy(—ez), and correct the phase flip error
(now showing up as a bit flip error) obtaining the state

> xaly
V |CL | yecr

Again applying Fgn and using Theorem 2.1 (with H = C3-, a = —z, and b = 0)
we get

|¢5) =

lve) = Fan [9h5) =

f ZXO Ny — )
|C2 y€Cz

N > ly-a)

| 2 y€Co

Finally, applying the U2 : |z) — |z + z + =) unitary gate to this state, we get
back our original state

N > ly+a)
|C2 y€Co

with a slight modification of the above proof, we have

Theorem 3.1. SupposeC; and C; are [n, k1,d1]¢ and [n, ke, d2]¢ codes with
Co < Cy, let V ={uvy,...,v;} be the set of representatives of the quotient group
C1/Cq, then the k = ’;—; mutually orthogonal states

|7/}z> \/|C_2 Z |y+

y€Cz

are a basis for a quantum error correction codeC < H®" , where H = CG is the
group algebra ofG. The code can simultaneously correct at Ieas[%J spin Bip
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errors and | 21| phase Rip errors. Its minimum distance isd > min(d;, ds).
We denote this QECC byCSS¢(Cy,Cz) or [[n, k, d]]c.

4. A QUANTUM ERROR CORRECTION PROTOCOL

In this section we use a version of the quantum error correction code C'SS¢(Cq,Cs)
to write a quantum error correction protocol similar to the protocol introduced
in [3] (for the case G = F3). Let C; and C3 be as in the Theorem 3.1, for each
x € C{+ and z € C consider the quantum error correction code C'SSZ"(Cy,Ca)
with codeword states

! Z Xz (w)|v +w + x)

\% |CQ| weCy

where v ranges over the representatives of the |C1]/|Cz| cosets of C2 in C; (we
use the notation [v] as an abbreviation for the coset v + Cy. Note that the

|wv,z,x> -

number of these states is
Cal/|Cal.|ColICT | = |G™ = |G|"

We show that these states are mutually orthogonal, and therefore form a basis
for an |G|™-dimensional vector space.

Lemma 4.1. > (v 20) Qo2 z| = D pee, [V +w+2) (v +w + 2|

Proof Using Lemma 2.2 applied to G™ (with H = C3 and z = w; — wq) we
have

> o) ozl = é S0 xa(wr —wa)|v+ w4 2)(v +ws + 2

z€C> 2€C2 w1,w2€C2

3 @ S Xows o (2) [0+ w1+ 2) {0 + w3 + 2]

wi,wz €C2 z€C>

Z Swy w, |V + w1 + ) (v 4+ wa + ]

w1 ,wz2 €C2

= Z lv+w+z)(v+w+ x|
weCy

Let us use the abbreviation )
C1/Ca, 2 € Ca, and z € Ci-.

to denote the summation over all [v] €

V,2,T

Lemma 4.2. Zv}m [9v.2.2)(Vo,2.z| = I, the identity operator on CG™.

By above lemma

Z |wv,z,x><wv,z,x| = Z Z |'U +w + $><U +w + J?|

V,2,T v,z weC?
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but each y € G™ has a unique decomposition y = v+w+z, for some [v] € C1/Ca,
w € C2, and z € Ci-. Therefore the last sum is the same as

>l =1
yeGn

A similar argument proves

Lemma 4.3. Zv,z,z |wU7Z7x>|wU,Z,$> = EyEG" |y>|y>

Now we are ready to present our quantum error correction protocol. It is
based on the modified Lo-Chau protocol [6] and follows the presentation of a
similar construction as reported in [8]. It uses our quantum error correction
code to perform entanglement distillation. The basic difference here is the
meaning of a "qubit”. For us a qubit is a basis element of H = CG, namely
a state of the form |t), where ¢ € G (bit has a similar meaning). Also let us
remind that the standard basis of H is {|t) : ¢ € G}. So for the given finite
abelian group G, we have the following protocol.

QKD protocol: C'SSi codes

1: Alice creates n random check bits, a random m bit key k, and two random
n bit strings « and z. She encodes |k) in the code C'SS;"(C1,C2). She also
encodes n qubits according to the check bits.

2: Alice randomly chooses n positions (out of 2n) and puts the check qubits
in these positions and the encoded qubits in the remaining positions.

3: Alice selects a random 2n bit string b and performs a Fourier transform
F¢ on each qubit for which b is not 0 (0 is the identity of G).

4: Alice sends the resulting qubits to Bob.

5: Bob receives the qubits and publicly announces this fact.

6: Alice announces b, z, x, and which n qubits are to provide check bits.
7: Bob performs the Fourier transform on the qubits where b is not 0.

8: Bob measures the n check qubits in the standard basis, and publicly
shares the results with Alice. If more than ¢ of these disagree, they abort the
protocol.

9: Bob decodes the remaining n qubits from CSSG*(C1,Ca).
10: Bob measures his qubits to obtain the shared secret key k.

A series of remarks are in order. We have employed C'SSg(Cy1,Ca) code,
which we assumed to encode m qubits in n qubits and correct up to t errors.
The Alice’s n EPR pair state may be written as the equal states given in
Lemma 4.3. Note the labels are separated to indicate the qubits Alice keeps,
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and the ones she sends to Bob. If Alice wants to measure her remaining qubits
according to the check matrix for C'SSg(C1,Ca), she obtains random values for
r and z, and if she wants to measure the m EPR pair in the standard basis,
she obtains a random choice of v. Then the remaining n qubits are left in the
state [ty 2 5), which is the codeword for v in C'SSZ;"(C1,C2) and is the encoded
version of the state k).

Following [10], one may do the following modifications in the protocol. Bob
measures his qubits in the standard basis (which is e version of the Z basis
in the binary case) after decoding so the phase correction sent as z by Alice
is irrelevant. Therefore, instead of decoding and then measuring, Bob can
immediately measure to obtain v + w + x (up to some error), then decode
(classically ) as follows. He can subtract the announced value of 2 and correct
the result to a codeword in Cy, which would be v + w if the distance of the
code is not exceeded. Then the key k is the coset v + w + Cy in C;. Now as
Alice need not reveal z, she is effectively sending a mixed state averaged over
random values of z, which by Lemma 4.1 is

Z v+ w+ z)(v+w+ x|

|G|” weCh

To create this state, Alice only needs to choose w € Cy randomly and construct
|v+w+ x) with her random values of z and k. Also if Alice happens to choose
v € Cy (rather than [v] € C1/Cs), then w is unnecessary. In this case, Alice may
choose z at random, send |z) so that Bob receives and measures = (with some
error), then Alice sends x — v, which is subtracted by Bob to obtain v (with
some error). This leaves no difference between the random check bits and the
code bits. Finally to avoid the performance of the Fourier transform by Alice,
she can encode her qubits in the standard basis {|t) : t € G} or the Fourier
basis {|xt) : t € G}, according to the bits of b, where

Ixt) = |G| ZXt

seG

Then Bob could measure the received qubits randomly in the standard or
Fourier bases. When Alice subsequently announces b, they can keep only those
bits for which their bases were the same. As they are most likely to discard
half of their bits, they should start with a little more than twice the number
of original random bits. This way Alice can delay her choice of check bits
until after discarding. This allows us to avoid the use of quantum memory
and perform the encoding and decoding classically. Summing up we have the
following version of BB84, adapted to the group G.

QKD protocol: BB84s codes

1: Alice creates (4 + §)n random bits.


www.sid.ir
www.sid.ir

66 Massoud Amini

2: Alice creates for each bit a qubit in the standard or Fourier basis, ac-
cording to a random bit string b (uses standard basis if at bits for which b is 0,
and the Fourier basis otherwise).

3: Alice sends the resulting qubits to Bob.
4: Alice chooses a random v € C;.

5: Bob receives the qubits, publicly announces this fact, and measures each
in the standard or Fourier basis at random.

6: Alice announces b.

7: Alice and Bob discard those bits Bob measured in a basis other than the
one instructed by b. With high probability, there are at least 2n bits left (if not
abort the protocol). Alice decides randomly on a set of 2n bits to continue to
use, randomly selects n of these to be check bits, and announces the selection.

8: Alice and Bob publicly compare their check bits. If more than t of these
disagree, they abort the protocol. Alice is left with the n bit string x, and Bob
with  + €.

9: Alice announces x — v. Bob subtracts this from his result, correcting it
with code C; to obtain v.

10: Alice and Bob compute the coset v + Cy in C;/Co to obtain the key k.
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