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In this paper, we introduce a method of threshold secret sharing scheme (TSSS)
in which secret reconstruction is based onBabai’s nearest plane algorithm. In
order to supply secure public channels for transmitting shares to parties, we
need to ensure that there is no quantum threats to these channels. A solution
to this problem can be the utilization of lattice-based cryptosystems for these
channels, which requires designing lattice-based TSSSs. We investigate the
effect of lattice dimension on the security and correctness of the proposed

scheme. Moreover, we prove that for a fixed lattice dimension the proposed

scheme is asymptotically correct. We also give a quantitative proof of security

from the information theoretic viewpoint.
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1 Introduction

1.1 Motivation, Contribution and
Organization

attice-based cryptography is one of the most pop-
Lular areas in mathematical cryptography nowa-
days. It has received considerable attention in order
to build secure cryptographic primitives such as signa-
ture schemes, hash functions and public key cryptosys-
tems. Moreover, its rapid development is due in part
to security against quantum-computer based attacks
as well as efficiency and simplicity of basic operations.
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A secret sharing scheme is a method of sharing a
secret data by distributing some values, called shares,
among a number of parties, called participants. In
such a scheme, a dealer is an authority who undertakes
the task of computing each share and sending it to the
corresponding participant through a secure channel
which can be modelled by a public key cryptosystem.
Moreover, sharing the secret is performed in such a
way that only the authorized subsets of participants
are able to recover the secret.

The potential resistance of lattice-based cryptogra-
phy against quantum algorithms provides an appropri-
ate platform for designing new public key cryptosys-
tems for secure transmission of data [1-3]. This fact
motivates to design a new secret sharing scheme which
is compatible with lattice nature of the underlying
cryptosystem.

The notion of secret sharing was introduced by
Shamir [4] and Blakely [5] in 1979, independently.
While the Shamir’s TSSS is based on polynomial
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interpolation over finite fields [4], Blakely’s scheme
is based on hyperplane geometry [5]. However, in
1983 another TSSS was introduced by Asmuth and
Bloom [6] which was different fundamentally from
both previous schemes. Their scheme is based on
Chinese Remainder Theorem [6]. All aforementioned
schemes, are of a particular type of secret sharing
scheme, called TSSS. In a (¢,n) TSSS, shares are
distributed among n participants, in such a way that
any coalition of size t or more of them are able to
recover the secret but smaller group cannot obtain
any information about the secret and reconstruct it.
Later, several other schemes have been introduced and
different features were added to those schemes [7-9].

Secret sharing has a lot of practical applications in
cryptography, among them are secure multiparty com-
putations [10], secure online auctions [11], electronic
voting systems [12] and information hiding [13].

In this paper, which is an extension of [14], a novel
(t,n) TSSS, t < n, is introduced using a lattice con-
struction. To the best of our knowledge, the only
lattice-based TSSSs are those of Bansarkhani et al. [15]
and Georgescu [16], both of which are (n,n) TSSS,
which requires all participants pooling their shares to
recover the secret, while in the proposed scheme any
set of qualified participants are able to recover the
secret. Asaad et al. [17] proposed a variant of (¢,n)
TSSS based on lattice. In [17], each share is an ele-
ment of Z, computed by adding a random noise to a
random multiple of the secret chosen from Z,.

In the proposed scheme, each share, given to each
participant, is computed by adding a random noise to
the inner product of two random vectors, where one
of the vectors is fixed such that-its first component
is the secret and the second vector is associated with
the corresponding participant. The advantages of the
proposed scheme over that of Asaad et al. are twofold.
First, we discuss, in Section 5.3, using inner product of
the two vectors instead of two - random field elements
to produce the shares providing a tradeoff between
correctness and security of our scheme with respect
to the choice of the length of those random vectors.
Second, we analyse the security and correctness of
the proposed scheme precisely by specifying the level
of security and correctness achieved with regard to
different parameters. Moreover, we study the effect of
different parameters on the correctness and security
of the proposed scheme using MATLAB. However,
the authors of [17] have shown that the secret entropy
loss converges to zero when p goes to infinity, but they
have not discussed about the level of security and
correctness of their proposed scheme.

Here, we apply a similar mathematical approach
used by Steinfeld et al. [18], to design a new variant
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of lattice-based (t,n) TSSS, different from Shamir’s.
Steinfeld et al. [18] have designed a new method for
increasing the threshold in the standard Shamir secret
sharing scheme after distributing shares among partic-
ipants without communication between them. They
have used lattice reduction algorithms to increase the
threshold.

The proposed TSSS is composed of three phases:
public parameters generation, share distribution and
secret reconstruction. In the first phase, the dealer
chooses n distinct m-dimensional vectors I uni-
formly at random and an m-dimensional vector a
whose first component is assigned to the secret while
the remaining m — 1 components are random values.
In the second phase, the dealer computes the shares by
adding some noise e; tothe inner product of 19 and a,
for each 4. In the last phase, a combiner (server), gen-
erates a (t + m)-dimensional lattice basis, exploiting ¢
out of n vectors 4 and a (t + m)-dimensional vector
t using ¢ out of n_shares which is close to the certain
lattice point; whose (¢ + 1)th component is a known
fraction of the secret. Running an approximation al-
gorithm, namely Babai’s nearest plane algorithm [19],
to find the closest vector of the lattice, generated by
the aforementioned basis, to the vector tl, the secret
is to be recovered.

Moreover, we improve the lower bound for the se-
curity parameter k stated in [14] and show that for a
certain security level we need less computations than
that mentioned in [14]. Also, we investigate the effect
of the parameter m on the security and correctness of
the scheme, when m varies in the interval [2, ¢ — 1].

The rest of this paper is organized as follows. Sec-
tion 2 provides necessary concepts and notations used
in the rest of the paper. The formal definition of secret
sharing scheme is described in Section 3. Section 4
is dedicated to the proposed lattice-based TSSS.The
correctness and security of this scheme are discussed
in Section 5 and the proofs of the theorems are given
in this section. Furthermore, we examine the effects
of some parameters on the correctness and security of
the proposed scheme. Finally, we give a summery and
then conclude the paper.

2 Preliminaries

2.1 Notations

In this paper, we denote matrices with upper-case
bold letters while row vectors are denoted by lower-
case bold letters. The inner product of two row vectors
a and b is denoted by < a, b >, in short as ab”, the
i'" element of an n-dimensional vector v is denoted
by v; and we write v = (v1,...,v,). In addition, if
M is a matrix then its entry located in the i*"* row
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and j'" column is denoted by M ;. We denote the
it" row and the j" column of M by M, and M.,;,
respectively. For a finite set A, | A| denotes the number
of elements in A. For integers m and n, A™*™ denotes
the set of all matrices with m rows and n columns,
whose entries are chosen from A. We use D(A™*™) to
denote the subset of A™*" that contains all matrices
from A™*™ with distinct nonzero rows.

We use different norms in this paper, defined as
follows. For an integer a and a prime p, we denote the
Lee norm of a modulo p, defined as mingeyz |a — tp| , by
llall, ,- Using this definition, the Lee norm of a vector
a modulo p which is defined as maxi<i<y, [|ail|,, is
shown as [|la||;, . The infinity norm of a vector a in
R™ is defined as |||, = maxi<;<n |a;] .

For a real number a, Int(a) shows the largest inte-
ger number, strictly less than a, and for any probabil-
ity distribution D by z - D we mean that x is chosen
from the probability distribution D. In addition, for
any set A, we use U4 to denote the uniform distribu-
tion over the set A. In this paper, whenever we use
log(-), we mean the logarithmic function with base 2.

Moreover, for a discrete random variable X which
takes values in an alphabet & with probability distri-
bution Px (-), the support of X, denoted by SUPPx,
is defined as the set of all those values in X for which
the value of Px is nonzero. Considering this definition;
the Shannon entropy of the random variable X with
probability distribution Px (-), is defined as follows:

H(X)= >

aeSUPPx

—Px (a)log(Px(a))

Furthermore, if Px(-|e) denotes the conditional prob-
ability distribution of the random variable X given
the event e such that Pr(e) > 0, then the conditional
entropy of X given the event e is defined as follows:

H(X[e)= Y

a€SUPP x|

—Px (al e)log(Px(ale))

where SUPP x| denotes the set of all a € X such
that Px(ale) > 0.

2.2 Lattices

Let B = {by,...,b,} beaset of nlinearly independent
vectors in R™. The lattice generated by B is defined
by L(B) = {> i ¢i-b;:c¢; € Z} as the set of all
integer linear combinations of the vectors by, ..., b,.
The integers m and n are known as the dimension and
rank of this lattice, respectively. The set B is called
a basis for the lattice £ (B). Note that a lattice may
have more than one basis. Moreover, It is an obvious
requirement that m > n. If m = n, the lattice is called
full rank.

So far, no efficient algorithms are known for many
lattice problems unless one considers approximation
solutions for them. The shortest vector problem (SVP),
is the most basic ones. In the approximation version
of this problem, that is y-approximate SVP, assuming
that a lattice basis B is given, the goal is to find
a nonzero lattice vector, whose norm is not greater
than vs,pmingez(B)\ {0y ll@ll,, - The basis reduction
algorithm of Lenstra, Lenstra, Lovasz, for short LLL
algorithm [20], is the basic algorithm in the lattice
context. This algorithm runs in polynomial time and
is used in the approximation versions of SVP and
Closest Vector Problem (CVP) with an approximation
factor of n'/227/2 with regard to infinity norm. In this
paper, we use an approximation version of CVP to
find a vector a in a lattice, defined by a given basis B,
within distance vpminge s (p) [|b — ¢, of the given
target vector ¢ in R™. According to Babai [19], we can
use the so-called nearest plane algorithm to solve the
approximation version of CVP with an approximation
factor of n!/?2"/2 regarding infinity norm.

In the following, we quote the necessary definitions
and theorems from [18] and [21] used in the rest of
this<paper:

Definition 1 (Minkowski’s successive minima): Let
ACR" be a full rank lattice. For any integer k < n,
A (A); called the k*" successive minimum of lattice
A, is defined as the smallest » > 0 such that there
exist at least k linearly independent lattice vectors
ai,...,a, whose infinity norms are bounded by 7.

Theorem 1 (Minkowski’s First Theorem): Let A C
R™ be a full rank lattice and A;(A), denoting the first
Minkowski minimum of the lattice A. Then A1 (A) <
det (A) ™.

Theorem 2 (Minkowski’s Second Theorem): Let A C
R™ be a full rank lattice. If Ay (A), ..., A\, (A) denote
the first n Minkowski minima of the lattice A defined

with respect to infinity norm (see Definition 1), then
[T, i (A) < det(A) .
Theorem 3 (Blichfeldt-Corput): Let A C R™ be a full
rank lattice and B = {v € R" : |jv| < N, VN €
‘o X @aN)"
RT}, then there exist at least 2Int (m) +1
lattice points in B.

In the following we give a generalization of the alge-
braic counting Lemma (Lemma 1 in [18]) introduced
first by Steinfeldt, Pieprzyk and Wang (SPW) [18].

2.3 A Generalization of SPW Algebraic
Counting Lemma

Steinfeld et al. [18] introduced an algebraic count-
ing Lemma to prove the correctness and security of
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a lattice-based threshold changeable secret sharing
scheme. In the following, we state a generalization of
SPW Counting Lemma and prove it in an almost sim-
ilar manner. We use this lemma to prove the security
and correctness of the proposed scheme.

Lemma 1: suppose that m,t, E are positive inte-
gers and p is a prime. Moreover, assume that A C
Z)*™ is a non-empty set and ¢ pp C© ZE™ de-
notes the set of matrices M € Z!*™ for which there
exists at least a nonzero vector v € A such that
HUMTHL < E. Then,|hy 1 g p|, the number of ele-

P

ments in the set h, ¢ £ p, is at most equal to the value
|A] (2B)"ptm= 1,

Proof. Assume that M € hpt pp. Then, ac-
cording to the definition of A+ E, there exists
a nonzero vector v € A such that for any inte-
ger i < t, [[< Mj,v >, < E. Thus, based on
the definition of Lee norm module p, for each i <
t, mingez |< M., v > —tp| < E . Hence, for each
i < t there exists an integer number r; such that
|< My.,v > —rip| < E. Defining ¢; 2< M., v >

—r;p, we can say that there exist t integers ey, ..., ¢e;
in Z,, such that for any integer ¢ < ¢:

les| <E (1)

<M ;.,v>=e; mod(p) (2)

Since v is a nonzero vector, there exists at
least an integer value j, 1 < j < m, such that
v; # 0. Now, we can rewrite the equation (2)
as v;M,; ; + Z;’;Lt# vM;,; =.e; mod(p). Thus,
the value M, ; is specified uniquely as the value

vj—l (6i — Z:’;Lt# vtMM) mod(p).

Consequently, for each ‘e; in. Z, and nonzero
vector vEA there are at most p™~! vectors M,
such that <M ., v>=e; mod(p), so for each vector
e= (e1,...,e;)€Z,*" and nonzero vector veEA there
are at most p(" D! matrices M such that for any
integer ¢ < ¢, (1) and (2) hold. Finally, based on the
fact that the number of possible values for the vectors
e and v are fewer than (2E)" and |A|, respectively,
the assertion hold. |

3 Secret Sharing Scheme
In this section, we give the definition of a T'SSS that
we use in this paper. This definition is given in [18].

Definition 2 (Threshold Scheme): A (t,n) T'SSS =
(PPG, DS, SC) consists of three efficient algorithms
which are defined as follows:

1) PPG (Public Parameter Generation): This is
an efficient algorithm which takes as input a security
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parameter k € K while returning as output a string
of public parameters x € X.

2) DS (Dealer Setup): This is a probabilistic algo-
rithm which takes as input (1%, x) as a pair of security/
public parameter and also s as a secret that comes
from the secret space S (1’“, x) c o, l}k+1 while re-
turning as output a vector of shares s = (317 ey 8n),
whose i*" component is in the i** share space S;(1*, z)
for any integer i < n. We use R(1%, z) to denote the
space of random inputs and denote the mapping cor-
responding to the algorithm DS by:

DSk gy (50) + S (1’“,:6) xR (1k,w) — HSi(lk,x)
i=1

3) SC (Share Combimer): The input to this algo-
rithm is a pair of security/ public parameter (17, x)
and a subset {s;,, - ,8;,} of t out of the n shares
and its output is the recovered secret s € S (1’“7 x)

In the following, the correctness and security of the
above-defined (¢,n) TSSS are given [18].

Definition 3 (Correctness, Security): A (t,n) thresh-
old secret sharing scheme T'SSS = (PPG, DS, SC)
is_called as:

1) d.-correct, when the probability of failure in
secret recovery, denoted by pgqi, taken over pub-
lic parameters + = PPG (k) € X, is at most d..

For a given pair (1%, z) the failure of secret recov-
ery means that there exist at least a pair (s,r) in

S (1’“7 m) X R (1’“, x) and t indices 41, . .., in the set
{1,...,n} such that SC(1x 4 (si,,--.,5i,) # s, where
(815-++58n) = DS(1» z) (s,7). Precisely, prqi is de-
fined as follows:

Prair 2 priz = PPG(k) € X : 3 (s,7) € S(1F,z) x R(1*,z)
such that(s1,...,sn) = DS(lk,z)(S,T)7
Jin,ooyie, SCuk 4y (8iy, -5 8i,) # 8}

Moreover, the T'SSS is asymptotically correct if for

any 6 > 0, there exists kg € K such that if & > kg
then T'SSS is d-correct.

2) (ts, 05, €5, 8 <= Ps(1x 4))-secure, when the probabil-
ity of the secret entropy loss does not exceed the given
value €, is at least 1 — d5. Here, the secret s is sam-
pled from & (1’“, x) w.r.t. the probability distribution
Ps(1r 4 and the probability is computed over public
parameters x = PPG (k) € X for any arbitrary t,
observed shares. Precisely, the following probability

ps 2 pr{z =PPG(k) : leak(lkﬂz)(pil R ”its) < €s,

V() € [] 8:05,2) Vi, i,
i=1

ER PS(lk,z)7 (81,---,8n) = D(lkyz)(s,r)& T U’R(lk,z)}

is at least 1 — &5 where the secret entropy loss corre-
sponding to the observed shares p,, , ..., p;, , denoted

by leak i 4 (p,il Yo ,u“s), is defined as follows:
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A

leak(lk’w) (uil, .. ,p,its)

‘H(s)_H(s‘sij:I“Li]‘7 j:]-w“ats)‘

Furthermore, the T'SSS is said to be asymptotically
ts-secure with respect to Ps(1x ;) when for sufficiently
large chosen security parameter k, there is a high
probability that the maximum ratio of secret entropy
loss to the security parameter, as the approximate
number of bits required to represent the secret, will
be arbitrarily small; to be more exact, the following
condition should be satisfied:

V6 >0,Ve>03ko: Yk > koTSSSis (ts,0,¢- k)-

secure

4 Lattice-based Threshold Secret
Sharing Scheme

In this section, we propose a new lattice-based TSSS,
inspired by the approach of [18]. In the proposed
scheme, the secret is reconstructed using Babai’s near-
est plane algorithm for solving the closest vector prob-
lem with approximation factor ye,,. In the following,
Icvp denotes the value log( [yevp + 1]) and we note
that [eyp < 140.5(t+m+1log(t + m) ) if the Babai’s
nearest plane algorithm is used.

4.1 The proposed (¢t,n) TSSS algorithm:

(1) PPG(k):
a) Select prime p such that p > n and 2¥ <

p < 9k+1.
b) Choose n distinct random vectors 10 =

(lgi)7...,l7(7?) € Zy'yi = 1,..0,n, where 2 <
m <t —1is an arbitrary integer.
¢) Choose the value of noise-bound N as

follows to ensure that the proposed scheme is

Se-correct: N £ L%J, nE1l-m—(( %

1
%(log (5;7.71) + Levp+1).

(2) DS (Dealer Setup): To share secret s € Z,,
choose m — 1 random integers ai,...,am—1
in Z,. Considering a = (s,a1,...,am-1) €
Z,™, we set the i'" share to be s; =
(< 1D q> —l—ei) mod(p) in which the integer
e; is chosen uniformly at random in the interval
(=N, N).

(3) SC(siys---,5i,) (Share Combiner): Let M, xm
denote the matrix whose i*" row is the vector I
for i € {1,...,n}. To recover the secret using
subshares {s;,, ..., s;, } such that d.-correctness
is guaranteed, do the following steps:

a) Corresponding to the set I = {i1, - ,i:},
define the matrix (M), ., satisfying (M ;)

107 for r € {1,...,t} ands € {1,...,m}.

rxs

AR
M; =

A R
ll 12 lnL

b) Build the following full rank square matrix
M pg, N p, whose columns form a basis for a full
rank lattice Las, v,p:

ply M,
MM11N7P =
0t+m N/pIm

where I, and I,,, denote identity matrices of size
t and m, respectively and Oy, is a zero matrix
of size t + m.

¢) Define the target vector

t/:(sil,...,sit,O,...,O)lx(H_m)

d) Run CVP approximation algorithm Acy p
on the lattice Lar, v, and the target vector ¢'.
Let us denote the output of this algorithm by
€= (C1y..yCtyCt41,---,Ctem), then the secret
is recovered by computing s* = £ ¢;.1mod(p).

5 Analysis of Correctness and
Security

5.1 Correctness

Theorem 4 (Correctness): The proposed TSSS is
asymptotically correct choosing 6. = O(1/poly(k)). In
fact for any 0 < d. < 1 the (¢,7n)-TSSS is d.-correct for

all | > kf, wherek £ Lor (log (377 n) +Tep+2)

Proof. First of all, let I = {iy,---,i;} € {1,---,n}
be a subset of indices, related to those participants
trying to reconstruct the secret. In order to calcu-

late s;;, = (l(ij)aT—i—eij) mod (p),j = 1,--- ,t, one

should deduct the integer k;p from < l(ij), a>+e;,
where

kj= L(l(ij)aT—i—eij)/pJ €Z .
Then, define Bjél(ij)aT—kjp for j=1,---;t. Now,
consider the following lattice vector:

t
w= - Zki(MMz,Nm)m‘ + S(MM17N,p)*t+1

i=1

m—1

+ ai(MMz,Nm)*tH-s—i
i=1

which can be represented as the following vector:

w = (Bla"wﬁtuSN/pu alN/pu"'7 af’mle/p>

1S:0uied)
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Now, note that for j=1,...t we have:

Si. = (l(ij)aT —+ eij) mod (p)
=1aT 4 e;; —kip
= fBj + ei;

Therefore, the target vector can be written as fol-
lows:

:(51+ei17~-'7ﬂt+61t703"'

) 0) 1% (t+m)

Now, considering ’eij‘ <Nforj=1,...,
vector w

t, the lattice

is roughly close, with regard to infinity norm,
to the target vector t'. In fact, since w— —t =

mo1N :
(€iyyvns€ips ‘“pN, - “222=) and for each i, |a;| <p
we have:

Hw—t/Hm <N (3)

Therefore, running CVP-approximation algorithm
Acv p, with approximation factor ve,p, on inputs ¢’
and the lattice L, np, We can get as output the
lattice vector ¢ satisfying the following inequality:

Hc—t H <Yeop||w—1 H <VeopN (4)
oo oo

Now, define z £ ¢ — w, and use triangle inequality
to conclude from (4) that:

2] o= lle=0]]

In case fcip1 = Rwip1 = s mod(p), the secret
can be reconstructed correctly by the-combiner. In
other case, there exists a lattice vector z = ¢ — w
such that the following inappropriate case occurs:

%ctﬂ — gwtﬂ # Omod(p)  (6)

P
N t+1 N

Now, if the matrix M ;, for a fixed I, is such that
the aforementioned inappropriate case happens, then
we call it a bad matrix. Let us denote the fraction
of bad matrices for a fixed I by é;. In fact, §; is the
fraction of all matrices M; € D(Z*™) for which
L, N,p contains at least a short and inappropriate
vector z which satisfies the relations (5) and (6). Now,
we try to find an upper bound on §;. To achieve this
aim, we define the following function from Z;' to Z,,
with regard to z = ( 21,...,2t4m) € Lnm, N, I
the following way:

F, (lixm) =< (pz141/N, .

First, we show that F, for each z € Lps, np is
well defined. To do this, We note that according to
the definition of a lattice, the columns of the matrix
M g, n,p form a basis for the lattice Lag, n,p. Now,
Let us denote the i*” coordinate of the vector z €

18:0ured)
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L, ,N,p with respect to this basis by m;(z) € Z and
hence we can write
t+m
z=Y m(2)(Mn,Np).
i=1
Now, according to the structure of the matrix
M pg, N op, We have:

A_ﬂ-ﬂ p+z7rt+k l(l]7 ]:17at
and,
; N
2= EAN L iim
! P

Thus, £z € Zfori=1,...,m and since it is not
difficult to see that F is a function, we conclude that
F, is well defined. Moreover, forj = 1,...,t we can
write

F, (l(ij)) i% Hkl mod(p)

k=1
()17 mod
Ttk ( mod(p)
k=1

Hence, we have z; = F, (l(ij)> +7; (z) p and con-
sequently F, (l(if)> = z; mod (p) for j = 1,...,t.
Moreover, we can write:

min |F, (l(i-”)) - kp‘ = |z; —m; (2) p — kp| < |z

kEZ

and therefore (5) implies that HFZ (l(if))H

(Yevp + 1) N < 2Te» N. Now, we use Lemma 1 with
E =2T» N and |A| <p™ to find an upper bound for
01, for each fixed I, as follows:

dr < p™(2E) pm=Vt /| D(Z™)|

where D(Z;*™) denotes the number of matrices in the
set Z*™ with distinct non-zero rows which is equal
to (p™—1) (p™—2)-- - (p™—t). Hence, the probability
§ of a uniformly chosen matrix M € D(Z;*™) for
which there exists at least a subset of indices I =
{i1, -+ ,it} C{1,--- ,n} such that M is bad, is at

most: .
T =) (pr=2) - (pm )
Note that in obtaining (7) we have used the union

bound and the fact that the number of subsets of the
set {1,---,n} with ¢ elements is equal to (7).

(7)

In the following discussion, we prove that if k& >
k{, then the right-hand side of the inequality (7) is
less than J.. First, note that the condition k.n > 1 is

implied by > k§ because k) £ Lz (log (5; i n) n
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Tevp + 2) and according to the definition of n, k.7 is
equal to k (1 — %) — log (5;7.71) —T'¢yp — 1. Since
2% < p, the condition k.n > 1 implies that p” > 2. Let

mt

p
(p=1)(pm—=2)---(p™—1)"
conclude that the sufficient condition for § < 4§, is

R denote the value From (7) we

1
t

Vel () o

Since k{, > log(2t) , it follows that p™—i > p™—t >

% fori =1,...,t, therefore (p"™ — 1) (p™ — 2)--- (p™—

t) > pthn ,and so R < 2. Moreover, we observe that
n
(?)
N

=

1
< (n*)* = n, and sinceN = {%J we have

Ul

P

IN
o

. Therefore, according to the definition of 7,
(8) is implied by satisfying the following condition:

(> [prHog (55%71) +1} /logp 9)

However, (9) is fulfilled by the choice of parameter
¢ used in the proposed scheme.

Finally, we need to show that the proposed
scheme is asymptotically correct. To this aim, §. =
O(1/poly(k)) results in 5ot = O(poly(k)). There-
fore, for any ¢ > 0, §-correctness is achieved whenever
k is chosen sufficiently large such that 0 > 6. and
k > O(log (nkt) + I'cvp + 2). Note that % = o(1),
therefore k£ can be chosen sufficiently large in order
to satisfy the mentioned conditions. ||

5.2  Security

In this section, we prove that our proposed TSSS
scheme is secure according to Definition 3.

Theorem 5 (Security): The proposed TSSS is asymp-
totically Int(t — %)—secure when s < Uz, and J. =
O(1/poly(k)). More precisely, for any 0 < §. < 1 the
proposed TSSS is (tg, o4, €5, 5 = Uz, )-secure, choos-
ing the parameters as follows:

o< | - tm)/+ L (1og (5. Fn) + T +1)]
0s=06c, es=(c+T7(ts+m)+ 1, a:%

(o +3)(t/m +1)
1-m/t

where k, is defined as in Theorem 4 and

k > ko = max(k{ + , Z),

A+B+C+2

Z = ABD01’
HELCEL o >m

where

A =log (26, <:‘>) 4 Toup +3

B= (1+t@) log (ts +m)

C= (1+g) (c4+3)(ts +m—1)

1 1
D=m(x-3)

ts t
Proof. Suppose that I = {i1,--- i, } € {1,---,n}
is a subset of indices and p € le)x” is a fixed vector
of n shares. Moreover, the vector a € Zl},xm and the
noise vector (e;,,...,e; ) € (=N, N)"* are cho-
sen uniformly at random. Let Py, (s | s; = p;) de-
note the conditional probability that the secret takes
the value s given that the random share vector s; =
(8iys---,8i, ) takes the value p; = (uil, o ,/J,it).
In view of the fact that p > 2N, for eacha € Z,*™,

there exists at most a noise Vector(ei17...,eits) S
(=N, N)"*!* such that 1) a” + ei; = p;,mod(p) for
7 =1,...,ts. Hence, we have:

Pz (s| s =mpp) =

‘{aEZéxm : ’
{aEZéxm : |

Now, for some integers s’ > 0, ¢ > 1, define the
following set:

A
SS/,qf

Ixm |
{anp |

150 T

— K, ’ <N, Vjel, a; =s 'mod(p)}‘
JUL,p

l(ij)aT—uj_H <N,Vj6]}‘
J1L,p

l(ij)any.,inL <N Vjel, a;=s mod(q)}
sP

Consequently, we have:

Prw(s|sr=pr) =[5spl/[S01

In the following, we try to find a lower bound on the
value |Sp 1| and an upper bound on the value |S; ,| for
all but a fraction d; of inappropriate choices of M ; €
D(Z*™). Moreover, according to (10) we can find an
upper bound on the probability Py, . (s | sy = p;) for
the fraction 1 — &7 of appropriate choices of M €
D(Z;*™). First of all, we use the following lemma
which indicates that |Sy 4| is equal to the number of
points in the intersection of a particular lattice and a
hypercube of side length 2.

(10)

Lemma 2: Let us fix integers m, ts, p, N and g such
that p > 2N and p is divisible by ¢. Moreover, let

s’ € Zg, 1= (lgi), e ,lsl)) € Z}jxm fori=1,...,n,
and p; = (l‘il""’”it5> € Zy*". Now, consider
matrices M, x.m, and (MI)tSXm such that M;; =
ly) fori=1,...,n,7=1,...,mand (M) = 1)

TS s

forr = 1,...,t5,s = 1,...,m . Define the lattice
L, ,q generated by the columns of the following ma-

trix M'th:
@
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p0 -0 gl gl

00---p qlgits) léits) lgts)

00---02Ng/p 0 -~ 0
000 0 2N/p--- 0
00---0 0 0 ---2N/p)

and the following vector

’ 1+ 2s 1 1
pp=(01,...,0¢,N(1— CN(1—-=),..., N(1-=)),
p p p

where 0; £ M, — s’lgm j = 1,...,ts. Then, the
number of elements in the two following sets

S A

s'q =
Ixm |

{bEZP |

Vs’,qé {UG‘CMuq:

1G5 T —ptinL <N Vij, b =s mod(q)},
P

o] <}
o0
are equal.
For the proof of Lemma 2 we refer to Appendix.

Regarding Lemma 2, we are going to find a lower
bound on the number of points in the intersec-

tion of the lattice Lz, , and the set B (MII,N) =
{vth5+m: ‘ ‘ <N}.
o
Lemma 8 [18]: Suppose that A is a full rank lattice

in R™, and pu € R™ is an arbitrary vector and N > 0.
Then, we have

’
V- Hy

[{v e As o= pllog < N} 2(Hv €A lull, < N e}
where € = §\, (L)

Based on Theorem 2 for any lattice A we have:

Ao tm (A) A (A) T <det(A) (11)

Lemma 4: Let m,ts,p, N, q be positive integers, o
be a positive real number and p is a prime such that
p > max{2N,2t;} and g € {1,p}. For each M €
D(ZL*™) let My, , be the matrix defined in Lemma
2. Define /.35\1/1)1 the lattice generated by the columns
of the matrix obtained by eliminating the (¢, + 1)
row and column of M/th. In the case that ¢ =1, if

1<2- ) det (Lag, 1) =7 <N, (12)

then for at least a fraction 1 — 277(s+™) of the ma-
trices My € D(ZL*™) we have

18:0ured)
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M (L, )22 O det (Lag, ) =57 (13)
in the case that ¢ = p, if
1<9~(0+3) get (55\1/}1) FTTION, (14)

then for at least a fraction 1 — 27 +m=1) of the
matrices M € D(ZL*™) we have

1
tstm—1

ML )20 (Lag, )22 Vet (£63))

(15)
For the proof of Lemma 4 we refer to Appendix.

Now, we turn back to the rest of proof of Theo-
rem 5. For a fixed 0>0, we say that M e D(Z*™)
is bad if at least one of the bounds (13) or (15) does
not hold. We denote the fraction of matrices M (for
I={iy, - iz }) for which Ay (Lar,,4) < A by 67(q)
where Lz, , was defined in Lemma 2. If the con-
ditions giveniin Lemma 4 hold, then the fraction 0
of bad matrices M e D(Zj;*™) is upper bounded as
follows:

8;<01 (1) 467 (p) <277Fm) (1427) (16)

Suppose that M ;€ D(Zi:*™) is not bad and the in-
equality (13) is true, then combine inequality (11) for
A=Lpg, 1 with inequality (13) to obtain the inequal-
ity At (Lary,1) < det (Lagy,p) o 2008 (Etm=1)
which follows that for e = (ts;rim)/\tﬁm (Lp,1) we
have e < (tLQm)det (L, 1) mm (0 +3)(tstm=1) apq
as a result if we use Lemma 3 for A=Lps, 1 and
€= (tsgm) Atotm (Lag,,1) we conclude that [V 1| >
Hv € Lar, 11 ||v] <N — e} Therefore, if

Xé@det (Lar,1) T 9(0+3) (tatm—1) < N

2
by using the Blichfeldt-Corpot theorem (Theorem 3)
we find out that |Vy 1| > 2Int(Y) + 1 where Y £

/2t : N
petmdet(Cary ) Moreover, if X < 5 then Y>1, and

so 2Int(Y) +1 > Y and therefore, [Vp 1] > Y. Fur-
thermore, the inequality X < % results in the right
hand side of (12).

To summarize the discussion above, we proved that:
(N/2)
2tstmdet (Lag, 1)

Vol> (17)

provided that M is not bad; p>max{2N,2t,} ;
the left hand side of (12) and the inequality

(to+m) 2@+ E+m=Ddet (Lar, 1) TFm < N hold.

Lemma 5: Suppose that Lag, , and ﬁg\lj, are the
lattices defined in Lemma 4, p; is the vector de-
fined in lemma 2 and g, is the vector obtained from
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p; by eliminating its (ts+1)th coordinate. Then

V. p‘ < ‘V(,l) ‘ where
El S ,p

0 et o] <)

S,P

viha {weﬁg\l,l)lz Hw—u}/Hm<N} .
For the proof of Lemma 5 we refer to the Appendix.

Lemma 6 [18]: For any full rank lattice A in R™,
vector p € R™, and N > 0, we have

oehslo—ple <M< (g +1) -

Now, we return to the rest of the proof of Theorem
5. Suppose that M ;eD(Z;*™) is not bad, then by
Lemma 5 and 6 we conclude that
totm—1

2N
< | —F—+1

-\ (e

Moreover, according to lemma 4, if p>max{2N, 2t}

and 1§2_(U+3)det(£§é}1)m <N, then )\ (ﬁg\?,) 2

Vs pl <

1
Viy

1
2= (@+3) det (L’%}J “T7" which results in the in-

ts+m—1
equality |V | < ( 2N . + 1) .
) TsFm—1
I

2-(7+)det (L4,

tstm—1

Since we supposed that 2~ (7+3) det (Eg\l/l)l)

2N —— > 1 and hence
2= (7D det (L) ) TFT

<N,

we have

2N 2N
+1 < 2x

1 1
2_(U+3)det(£§\1/1)1) Totm—1 2_(”+3)det(55\14)1) Totm—1

As a result, we have the following inequality
ts+m—1
2N

Vel <12 X ;
(o 1 Totm—1
2-(o+3)det (c%)

o stm— stm— 1
<9(e+3)(tAm—1) ptatm—1 /et (4\/1)1) .
To summarize the discussion above, we proved that:

[Vapl < 289 Ctm tetm e (240 ) (18)
provided that M; € D(Z[*™) is not bad, and
the inequalities p > max{2N,2t;} and 1 <
2+ det(Lyy,) “T T < N hold.

Suppose that the above sufficient conditions for
holding the inequalities (173 and (18) are satisfied.
Then, at least with probability 1 — ¢y, the following
inequality holds:

P(1k z) (s|sr=p;)=|Vspl/IVoa] < 2(a+7)(t5+m)+1/p

As a result, the secret entropy loss is upper bounded
as follows:

leakye o) (uil, . u) < (o +7) (ts +m)+1 = €,

with probability at least 1 — d;, for a fixed sub-
set of indicesI] = {iy, -+ ,i.} € {1,---,n}, a
fixed vector p; = (f;,..., 1y, ) € Zy' and
a uniformly distributed M; € D(ZL*™). Fi-
nally, using union bound probability, we con-

clude that leak(ix 4 (ujl, . .,uﬁs) < €5 does
not hold for at least some subset of indices J =
{j1,-+ ,de.} € {1,--- ,n} with probability at most
5 = (f) 21-a(t:+m=1) Note that we have § < 4§, if
\ 1og(26;1([;))

totm—1

we choose 0 =

Now, we prove that by choosing t5 and kg as men-
tioned in Theorem 5, the sufficient conditions for
holding the inequalities (16)-and (17) are satisfied.
First, note that the left inequality of (12) implies
the left inequality of (14). Moreover, assume that
20 +3)( <IN, then the left inequality of (12)
holds. Therefore, Since 2N >p"—2 and p>2*, it fol-
lows that the sufficient condition for realizing the left
inequality of (12) is 2 ()T < okn which is
satisfied by the condition,

/ 1 t

m
t

Moreover, owing to the fact that 2¥ < p and

% < N = L%J, the sufficient condition for

(ts+m) 2@+)EAm=Ddet (£ 1) "5 < N when
ts < mis:
A+B+C+ ¢
0D
and since p < 28+ and % < N, the sufficient con-
dition for (ty+m) 20+E+m="Ddet (Lpg, 1) Trm <
N when tg > m is:
k> A+B+C+1

0D
where A, B,C and D are defined as in Theorem 5.
Finally, we observe that the right inequality of (14)
is obtained by the condition

k>

ts—m+1 m—1 t
pt‘z+7n+1 <2(U+3) T tstm—1 Nt5+7§171

which is satisfied by the condition
t—L
tsg - ( lm)
142 (log (5;771) +Fm,p+1)
mentioned in Theorem 5.
Since §. = O(1/poly(k)), we have 65 = 6. = o(1).
—t

tnc) < nts, it follows that t, = {T(WDJ’ and

thus t; = Int(t — t/m) when k is sufficiently large.

1S:0uied)

Since
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Therefore, 0 = O(log(k) ) and e, = o(k). This com-
pletes the proof of security of the proposed scheme.
|

5.3 Parameter Analysis

In this section, we discuss the effects of the parameters
m and ts on the correctness and security parameters,
as follows.

According to Theorem 4, if it is necessary for the
(t,n)-TSSS to be d.-correct for some fixed n, t, . and
Tevp,while 2 < m < ¢ — 1, then choosing a greater
value for m implies choosing a larger value for k which
in turn implies the larger p. It means that more compu-
tations are required. Therefore, it seems that choosing
a smaller value for m is more appropriate.

Now, we are interested in studying the effect of the
parameter m on the security of our scheme that is
discussed in Theorem 5. With this aim in view, let
us fix some value for . = 5 in the interval (0,1).
Moreover, we suppose that our scheme is (¢s, ds, €s,
s < Uz, )-secure requiring that all conditions stated
in Theorem 5 are satisfied.

Let @ = log (6. " n) +Teyp + 1, then

t— L
te < | ——2— 19
L+ ,,kaJ 19)

10000

L

400 4

2

Figure 1. k,,in as a function of m and ts for parameters
n=50,t=20 and §. = 2739,

Since ﬁQ > 0, we have t5 < Lt - %J Moreover,
we conclude from (19) that:

L o< (A
mk = Tt ’

and since ty, <t — %We have:
k>7tQt5
“m(t—ty) —t

ISeﬂur@
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epsilon,

g 88 88

g

B2

Figure 2. €5 as a function of m and ts for parameters n = 50,
t =20 and 5. =230,

Let B = % So, the following lower bound for

the security parameter k is obtained:
k >max (ko, B) £ Emin

Figure 1 shows theeffects of m and ts; on ks, for
n =50, t = 20, and 6, = 2739, Furthermore, the
effects of m and t; on

o (27 (2)

= 7 t 1.
€s P — +7 ) (ts+m)+ 1

Hmin

B

Figure 3. Comparison between k,;, of the TSSS scheme
proposed in [14] (red points) and kp,qy of the TSSS scheme
proposed in this paper (blue points) for parameters n = 50,
t =20 and §. = 2730,

is shown in Figure 2, where the same values are
chosen for the parameters n, t, and d.. In this way, we
suppose that the parameters m and 5 are chosen prior
to the choice of the parameters k and €5 such that the
proposed scheme is (ts, ds, €5, S UZP)—Secure.
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Figure 1 and Figure 2 show that for a fixed m,
any increase in the parameter t; implies that K,
and €5 being increased, as expected from Definition
4 (security). In fact, from Definition 4 we conclude
that in a (¢,n) TSSS with the fixed parameter m, the
entropy loss is an increasing function of the number
of observed shares t;.

Moreover, Figure 1 shows that for a fixed t; the
amount of k,,;, is a decreasing function of the lattice
dimension m. This fact represents a tradeoff between
correctness and security of the scheme with respect
to the choice of m.

In this paper we improved the amount of parameter
Z, defined in Theorem 5 and used for choosing the
security parameter k. The smaller value of Z results in
the smaller security parameter k. Figure 3 compares
the effects of m and ts on k,,;, for the proposed
TSSS and [14], where n = 50, t = 20 and 6. = 273°.
Figure 3 shows that less computations are required
for a certain amount of security in the proposed T'SSS
in comparison with [14].

6 Conclusion

In this paper, we have introduced a (¢,n) TSSS based
on lattice construction. Such a scheme is useful for
distributing the share values securely using a lattice-
based public key primitive. By this motivation, a new
TSSS which is consistent with lattice nature of the
underlying primitive, is designed. We have analyzed
the proposed scheme by proving its asymptotic cor-
rectness, due to the probabilistic construction of the
share values. Moreover, we have given a quantitative
proof of its asymptotic security from the information
theoretic viewpoint. Finally, we have studied the ef-
fect of the parameters on the security and correctness
of our scheme.
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Appendix

Proof of Lemma 2:

Proof. Define the function f: Sy —V, ~ which
maps an arbitrary vector b*= (kq—i—s/,b§7 .obE) in
Sy 4 to the vector

ts

FOF) & ki (M, Jui + k(Mg Jatii1
=1
+ ) b

=2

/ .
ijq)*ts“!"l

where the coefficients ki,. . .,k;, are chosen such that

H f(b) —u}” <N. In the following, we prove that
oo

this function is well defined, i.e. there exist unique

coefficients ki,...,k;, such that Hf(b) _“}H <.

s
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Moreover, we show that f is one to one and onto. Fix

b= (kq+s’,b;, o ,b:‘n) €S, . Since 0<kq+s <p—1,

and 0<b;<p—1, it follows that for i=2,...m,

‘ka;’q—Nu Li2s )‘<N and ‘b*QN N(1—7)) <N.

Moreover, due to the fact that for each j we

have Hl(i-")bT — < N, there exists Iij for
P

j=1,...ts such that

Therefore, for j=1,...
holds:

kot + b1 +

<b, 16~ —H, —H@p) <N.
,ts the following inequality
b 1) R — ej] < N.

Thus, we define k;
Hf (b) — uII H < N. Now, to prove the uniqueness of
(oo}

£ l;:j and we conclude that

k;’s we suppose that there is at least one 1 < j < ¢,

for which there exists k 7é k such that

‘kqlg” + b3S --+b;l;§7>+k§1>p—ej] < N.

kz§1)p‘ <
2N which contradicts with the assumption and this
proves the uniqueness of k;’s. Now, suppose that
v =Y 0 (Mhy, ). € Virg, 50 llv— ], <
N which results in 0 < v 419+ s < p—1 and
0 < vy < p-—1,fori = 2,...,m. By defining
w2 (v, 419+ 8,042,V 4m) € Ss.q We have
f(w) = v. Therefore, the function f is onto. It is
straightforward to show that f is injective by the
definition. ||

The last two inequalities result in p < ‘icjp —

Proof of Lemma 4:

Proof. Fix positive integers A < 2N and ¢ € {1, p}.
We denote the fraction of matrices M (for I =
{i1,-+ ,41,}) for which M(Lar;q) < A by 67(q).
Based on the definition of MY, ., any vector v €
L, ,q is of the form:

' T T ’ ’
v=(Mjg,a +kip,..., MI*tsa +ktgp, 2Nay/p, ..., 2Na.,, /p)
. ’
for some integers ki,:--,k;, and vector a = (
’ ’ . ’
Qyy...5a,,) in Z™ such that a; = 0 mod(q).

Now, suppose that A1 (Lag,,4) < A, so there ex-
ists at least a nonzero vector v = (M 1*1a'T +
kip, ..., MI*tSa'T—&-ktsp, 2Na'1/p,..., 2Na;n/p) €
L, ,q such that [|v]| < A, and therefore for each
i =1,...,m, ‘2Nal-/p‘ < A. But we know that

A < 2N, so we conclude that ‘a

i = 1,...,m. Moreover, owing to the fact that
v is a nonzero vector, if for each i, @, = 0 then
v = (kip,...,k.p,0,...,0). So there exists at least
one j in {1,...,ts} such that k; # 0, therefore
vl > |kjp| > p > 2N > A. Thus, the fraction

‘ < p for each

0r(q) is at most equal to the fraction of matrices
M; € D(Zy*™) for which there exists a vector
v € L, q, with |||, < A, such that the relations
a: # 0 mod (p) and a} = 0 mod (¢q) hold. We denote
a mod (p) # 0 by a . In case ¢ = 1, we conclude
from ||v| < A that

< A, for j = 1,...,ts and

"

a;

H< a’, Ml*j>H
L.,p
< %p for i = 1,...,

‘ L,p
Lemma 1 we have:

(0 1)" (285"
or(1) < -
(2 @)

__ (fn) @Ay ptm ot
(-1~ ) = (pm —t)

— > e j =1,

m. Therefore, by

and since p™* ,ts, we have

m\ ts

(p™ —1)(p™ —2)---(p" —ts) > (%) resulting

(%p)m(QA)tsp(m—mts
&

“m(2N)™, we conclude that §; (1) < det(Lar,.1)

It-is easy to see that by the choice of A =
1

[2_("+2)det(£MI’1) fs*""J, we have 607(1) <

2-a(ts*+m) (note that since 1 < 2_(‘“’?’)det(,ﬂz\/fhl)tsJlrm

< N, by this choice we have A < 2N). Hence, for at
least a fraction 1 — 2=7(ts+m) of the matrices M| we

have )‘1(£M1,1) > 2_(U+3)det (EMI,I) ts}rm.
< A that
ts and

ind; (1) < .Sincedet (Lar, 1) =

22(ts+m) Ats+m

In case ¢ = p, we conclude from ||v||

1
H< a’, My, >H
L,p

Lemma 1 we have:

< A, for j = 1,...,

"

a;

m. Therefore, by

< %p, for i = 2,...,
L.p

m—1 ts _
5y < B0 28
- (1D (z=™)])
with the same approach for ¢ = 1, we can prove
< 92(ts+m—1) Ats+m—1 .
that &7 (p) < - (ﬁg\?l) which results

in 67 (p) < 279Fm=D " by the choice of A =
1
{2(U+2)det (LE\I/I)I) tS+MIJ, Therefore, for at

least a fraction 1 — 279(stm=1) of the matri-
ces My € D(Zy*™) we have \i(Lar,p) >

1
92— (e+3) det <£§\14)1> = From the definitions of

ﬁg\l/l)l and Lz, , and similar justification given in

the proof of Lemma 4 of [18], we have Al(ﬁg\l/l)j) >
M (L, p)- This completes the proof. [ |

1S:0uied)

Proof of Lemma 5:
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Proof. We prove this lemma following a similar ap-
proach given in the proof of Lemma 5 in [18]. First,

we note that if we‘/;/m then there exists some inte-

ger k such that w, 1= 2Nk. Since H'wfu']H <N, it

follows that ‘thHfN(l'%s,)‘ <N, so we have k=0

which results in w;_41= 0.

. (€ :
Define f:Vy , — VS,J) as a relation between Vi

and VS(,IZ)D which maps each vector weVy , to vec-

)

tor w)=f (w), obtained from w by eliminating its
(t+1)™"
tion of lattices Lz, , and LS}I and the structure

coordinate. Now, according to the defini-

of the matrix M ;\41,q’ it is observed that when
weVy
if Hw—u}” <N then Hf(w)—u}/H <N. There-
fore, the relation f is a well defined function from
Vy , to VS(,IL. Finally, suppose that f(u)=f(w)

for some w, weVy . Since u, weVy . it follows

that us, +1=w 41 and from f(u)=f(w) we con-
clude that other coordinates of u and w are equal.
Hence, f is a one to one function which results in

Veal < [VF) "

we have f (w)eﬁg\l,}j. Moreover, we see that

ISeBure@
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