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' Misuse Detection

2 Abnormal Detection

3 Supervised Learning

4 Unsupervised Learning
3 Clustering

¢ Decision tree
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6- small

7- medium small
8- medium

9- medium large
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11- don’t care
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Algorithm Tabu Search based IDS
I1'S;ies Spestr S S,., are

init? “~best? “current? ~ new
the initial, best, current,and new set of fuzzy if - then rules.
Il R, 1s the new rule.

/I k is the total number of iterations.

Begin
(1) Scurrent = Sinits
(2) Stest = Sinit
while (i <= k)
(3) S = MOAITY(S,en )
(4) if Cost(S,,,) <Cost(S,,,) then
(5) Siest = S, COSL(S,) = Cost(S,,);
(6) if Cost(S,,,) <Cost(S,,.) then
(7) Saurrent = Snews COSI(S et ) = COSL(S,,)
(8) elseif R, ¢ TL then
(9) Saurrent = Snews COSL(Syprent) = COSH(S,, )
(10) TL=TL+R,,,;
(11) i=i+1
End while
End.
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Feature name Type Description

1 Duration continuous length (number of seconds) of the connection

2 protocol_type discrete type of the protocol, e.g., tcp, udp, etc.

3 Service discrete network service on the destination, e.g., http,
telnet, etc.

4 src_bytes continuous number of data bytes from source to destination

5 dst_bytes continuous number of data bytes from destination to source

6 Flag discrete normal or-error status of the connection

7 Land discrete 1 if connection'is from/to _the same host/port; 0
otherwise

8 wrong_fragment continuous number of ‘‘wrong’’ fragments

9 Urgent continuous number of urgent packets

10 Hot continuous number of ‘‘hot’” indicators

11 num_failed_logins continuous number of failed login attempts

12 logged_in discrete 1 if successfully logged in; O otherwise

13 num_compromised continuous number of ‘‘compromised’’ conditions

14 root_shell discrete 1 if root shell is obtained; 0 otherwise

15 su_attempted discrete 1 if “‘su root”” command attempted; 0 otherwise

16 num-root continuous number of “‘root’” accesses

17 num_file.creations continuous number of file creation operations

18 num_shells continuous number of shell prompts

19 num_access_files continuous number of operations on access control files

20 num_outbound_cmds continuous number of outbound commands in an ftp session

21 is_hot_login discrete 1 if the login beé(t):]legfv\:ioséhe “‘hot”’ list; 0

22 is_guest_login 1 if the login is a “‘guest’’login; 0 otherwise

23 Count continuous number of connegtioqs to the same host as the

current connection in the past two seconds
24 serror_rate continuous % of connections that have ‘““SYN’’ errors
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25 rerror_rate continuous % of connections that have ““REJ’’ errors

26 same_srv_rate continuous % of connections to the same service

27 diff_srv_rate continuous % of connections to different services

28 STV count continuous number of connect?ons_ to the same service as the
- current connection in the past two seconds

29 Srv_serror_rate continuous % of connections that have ““SYN’’ errors

30 srv_rerror_rate continuous % of connections that have ““‘REJ’’ errors

31 srv_diff_host_rate continuous % of connections to different hosts

32 dst_host_count continuous count for.destination host

33 dst_host_srv_count continuous srv_count for destination host

34 dst_host_same_srv_rate continuous same_srv_rate for destination host

35 dst_host_diff _srv_rate continuous diff srv_rate for destination host

36 dst_host_same_src_port_rate continuous same_src_port_rate for destination host

37 dst_host_diff_host_rate continuous diff_host_rate for destination host

38 dst_host_serror_rate continuous serror_rate for destination host

39 dst_host_srv_serror_rate continuous srv_serror_rate for destination host

40 dst_host_rerror_rate continuous rerror_rate for destination host

41 dst_host_srv_rerror_rate continuous srv_serror_rate for destination hos
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Intrusion Detection in computer networks based Fuzzy systems
and Tabu search

Maryam Moeen Taghavi
Instructor of Department of Computer Engineering, Islamic Azad University
South Tehran Branch,lran, Mmoeentaghavi@hotmail.com
Maryam Khademi
Assistant Professor of Department of Applied Mathematics, Islamic Azad
University South Tehran Branch,lran, khademi@azad.ac.ir

Abstract. Due to the rapid development of computer networks, Intrusions and
attacks into these networks have grown, and occur invarious ways. To resist against
hackers and intrusive behaviors, several algorithms have been introduced in literature
known as intrusion detection methods. The aim of intrusion detection is to identify
unauthorized use, misuse, and vulnerability-made by internal users or external
attackers. The proposed method, based on misuse detection, extracts required
knowledge from fuzzy system which is a-set of fuzzy if-then rules, and performs the
intrusion detection process. . In fact; the mentioned knowledge is considered as a
fuzzy rule base which is optimized during the data mining process by an optimization
algorithm according to some criteria such as accuracy and comprehensibility. Tabu
search algorithm is employed to optimize the obtained set of fuzzy rules. Finally, the
proposed method is implemented and applied to the NSL-KDD dataset which
contains some information about normal and intrusive behaviors in computer
networks. The results are compared with those of well-known methods, and show

the competitive accuracy and efficiency.

Keywords: Tabu search, Fuzzy rule extraction, Intrusion detection,
Optimization
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