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ABSTRACT

The security of electronic payment systems has become prominent with the increase in demand.
Protection against double spending, tracing malicious users, user anonymity and privacy-preserving are
important secure goals of any electronic payment system. To achieve these goals, blockchain technology is
useful. The blockchain technology can solve many issues, such as bottlenecks, delays and operational risks
that exist in the financial industry, but blockchain-based electronic payment systems cannot punish or trace
malicious users without using a trusted third party (TTP). In this article, we present a blockchain-based
electronic payment scheme to protect the anonymity and privacy of honest users, and also trace and punish
malicious users with no need of a TTP. We have used a fair blind digital signature scheme and a secret
sharing scheme for this purpose. In our proposed method, the users also employ pseudonyms to maintain
anonymity and as these pseudonyms are generated by pre-computations, the proposed scheme has a good
performance.
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c: channel.

5: channel [private].
pkey.

skey.

.

nonce.

timestamp.

exp (G, bitstring): bitstring.

expl (bitstring, bitstring): bitstring.
cerGeneration(bitstring): bitstring.
ECC (bitstring, bitstring): bitstring.
ECCL (bitstring, pkey): bitstring.
SecretShare (bitstring): bitstring.
h(bitstring, bitstring): bitstring.
hl(bitstring): bitstring.

16 fun Multiplicationl(bitstring, bitstring):
17 fun Multiplication(bitstring, bitstring, bitstring, bitstring, bitstring, bitstring, bitstring): bitstring.
] division(bitstring, bitstring): bitstring.
Blindsignature (bitstring): bitstring.

TAG (pkey, bitstring): bitstring.

recover (bitstring, bitstring): bitstring.
invers(bitstring): bitstring.
sum(bitstring, bitstring): bitstring.
signl (bitstring, bitstring): bitstring.

bitstring.
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5 let Alice(PEA: pkey, SEA: skey, IDA: bitstring,

(*Initialization phase*)
out (s, (IDA, PEKR));
new APkl: bitstring:
new APkZ: bitstring:
new APk3: bitstring:
new ASK1l: bitstring:
new ASKZ2: bitstring:
new ASK3: bitstring:
new z: bitstring;

let 2 = exp(g, z) in

P:

bitstring, g: bitstring, g: G, BPEl: bitstring) =

let ¥ = Multiplication(z, APkl, ADPk2, APk3, ASKl, ASK2, ASK3) in

out (¢, ¥);
in (c, BS: bitstring);

let creAPKl = cerGeneration(BS) in

(*payment*)
new Tl: bitstring;
new AmountTl: bitstring;

let payment = (Tl, AZmountTl, BPKl, creAPKl

new k: bitstring;

let (x: bitstring, y: bitstring) = ECC(k,
let ¥ = x in

let K = invers(k) in

let B = Multiplicationl (&SK1l, r) in

let H = sum(hl (payment), B) in

let § = Multiplicationl(K, H) in

out (c, (8, r, payment)).
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let Bob (PEB: pkey, SEB: skey, IDB: bitstring, P: bitstring, g: bitstring, g: G) =
(*Initialization phase¥*)
new BPkl: bitstring;
78 new BPk2: bitstring;
79 new BPk3: bitstring;
new BSEl: bitstring;
new BSE2: bitstring;
new BSEKE3: bitstring;
out (s, (IDB, PEB));
new zB: bitstring;
let ZB = exp(g, zB) in
let YB = Multiplication(zZB, BPkl, BPk2, BPk3, BSKl, BSK2, BSK3) in
out (¢, YB);
in (c, BSB: bitstring).

76
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I o N WO
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w599 58l 5 50 Az g 0aiS AL, 4y by e Cend (Y ) S

Lbubé)daby).o w 5-0-0 108 let MA(pkm: pkey, skm: skey) =
o : : 110 (*Initialization phase*)
111 in (s, (IDA: bitstring, PEA: pkey));

A el Sboy g b uygen ldle s b gileand Gl 112 in (s, (IDB: bitstring, PKB: pkey));
sl o . oles . < P 113 (*tracing*)
ULM) ‘) : lﬁo) 9 u?“ « Ja}")a l)wo ) 'MJM; 114 in (¢, tagl: bitstring):
Olyeds g 0l jpax Cols y Als e o 0 sl Sl s o 115 in (e, tag2: bitstring);
_ . 116 let PRA = recover (tagl, tag2) in
Se Olgear @by dlpe j0 oo g WS oo Jes Sl S 117 out (c, (PRA,IDA));
O V-0 Jog.‘a.}) o)b 9 e M}J 6‘)? *:‘L?.% 118 in (¢, m: bitstring);

118 in (¢, PEA: pkey).
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3 63 By segas alS MA vy C e )5 S adly 96 let Issuer(pki: pkey, ski: skey) =
97 (*Initialization phase*)
in (¢, ¥: bitstring);
: 9 let BS = Blindsignature(Y) in
Slwey>d e G Glgredy o oy 5l aST ol ) 100 out (¢, BS):
4 abgy e o5 5 4 g3 )lge plod sl by el oa oslicd 1(

O L) 05 co cod o o

O o -

Lot w3 g el 18] s eln ot o oide Lo wou 102 in (c, YB: bitstring);
© .)) ? i 2 .u S 0PN g SRR 103 let BSB = Blindsignature(YB) in
A.M.u‘o).) Jlﬁoﬁm) J.>L§ )‘ MA Ja..ws} rn)y SleMbs| )Lu 104 out (C! BSB) .
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let Tracerl (APkl: pkey, APkZ: pkey, APK3: pkey, creAPKl: bitstring, P: bitstring) =
(*payment phase?*)

in (c, (S: bitstring, r: bitstring, payment: bitstring)):;

let wl = invers(S) in

let ul = Multiplicationl (hl(payment), wl) in

let u2 = Multiplicationl(r, wl) in

let (xl: bitstring, yl: bitstring) = sum(ECC(ul, P), ECCI1(u2, APkl)) in

if r = x1 then

event userauthenticated(xl);
out (¢, payment);
(*tracing®*)

let tagl = TAG(APkl, creAPKl) in

out (¢, tagl).
let TracerZ (APkl: pkey, APkZ: pkey, APK3: pkey, creAPEl: bitstring) =
(*tracing*)
let tag2 = TAG(APkl, creAPKl) in
out (c, tag2).
S99 Rl 0 Lobs) 4 by e Cond 1()0) S50
sy Cugn Sloyme (FPFL3) sanScsl, sl Lles! Caomd —Y—0

bolas) samSesls,y cllol a1 5 (F0 Las) eauSedl o
‘ ’ ’ saiplonl slalesl 4y bgyye olygins atmoplis (VY) UK

SJidle s 5l eolatwl b leol aw il oo golpain Z,b 0
Cog (Sleye el 4,5 1,8 Jelou g 4555 9550 990

bl oo 48,8 (18 w0 50 Lol A (VY 5 Y7

let Blockchain (ZPEl: pkey) =

oy L

15 (*pavment phase¥)

158 in {(c, m: bitstring):;

159 in (o, (PEA: pkey, IDA: bitstring)):
16C out (<, m) ;

1el out (o, PEA) .

&3l (29,5 -4-0 G310 Cennd —A-0

ookl b s 5 aps ozg s sammslis (VF) S
Wybse odalic a5 jsbiles allioe Gjssn Ll
JRlp s g ilad,S )18 Jlox g ey s 0550 eadiplnl slales]

Ao el o |, el s 2

5] (*Query*)

free r: bitstring
type host.

free xl: bitstring
free IDA: bitstring [private].
free IDB: bitstring [private].
query attacker (IDA).

guery attacker (IDB).

[private] .

Lo T 1 Y Y G ) e R W

[private].

L Y T W T O W % T % T T o T i |

]

pled Caond ) jo ol oo Ol jgiws ol isy (Cwand oyl
'°%$uf ug)*‘ﬁ ngs.ﬁ)b ¢§Lﬂ4gs‘;bb)Uolgl®C€°}?9‘

event userauthenticated(bitstring).
query event (userauthenticated(r))

==>» inj-event (userauthenticated (xl)).
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(1

[2]

(3]

(4]

(5]

130 process

131 new g: G;

2 new P: bitstring;
new g: bitstring;
new IDA: bitstring;
new IDB: bitstring;
new BPEl: bitstring;
new APkl: pkey;

130 new APkZ2: pkey;

139 new APE3: pkey;

40 new creAPKl: bitstring;

41 new SEA: skey;

42 new PEA: pkey;

143 out(s, PEA);

44 new SKB: skey;

45 new PKEB: pkey;

146 out (s, PEB);

14 new skm: skey;

148 new pkm: pkey;

145 out (s, plm);

150 new ski: skey;

151 new pki: pkey;

152 out(s, pki);

153 ((!'Rlice(PRA, SKA, IDA, P, q, g, BPK1)) | (!Bob(PEB, SKB, IDB, P, g, g)) | (!MA(pkm, skm)) | (!Issuer(pki, ski))
154 | (!Tracerl (RPk1l, APk2, APE3, creAPKl, P)) | (!Tracer2(APkl, APk2, RPK3, creRPK1)) | (!Blockchain (APkl))

-- Query not attacker(IDA[])

Completing...

Starting query not attacker(IDA[])

RESULT not attacker(IDA[]) is true.

-- Query not attacker(IDB[])

Completing...

Starting gquery not attacker(IDB[])

RESULT not attacker(IDB[]) is true.

-- Query inj-event(userauthenticated(r[])) ==> inj-event(userauthenticated(x1[]))
Completing...

Starting query inj-event(userauthenticated(r[])) ==> inj-event(userauthenticated(
x1[1))

RESULT inj-event(userauthenticated(r[])) ==> inj-event(userauthenticated(x1[])) i
s true.
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