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ABSTRACT

Fuzzers can reveal vulnerabilities in the software by generating test input data and feeding inputs to the
software under test. The approach of grammar-based fuzzers is to search in the domain of test data which
can be generated by grammar in order to find an attack vector with the ability to exploit the vulnerability.
The challenge ahead of the fuzzers is the very large or infinite search domain as finding the answer in such
a domain is hard. Grammatical Evolution (GE) is one of the evolutionary algorithms that can utilize
grammar to solve the search problem. In this research, a new approach for generation of fuzz test input
data by using grammatical evolution is introduced to exploit the cross-site scripting vulnerabilities. For this
purpose, a grammar for generating XSS attack vectors is presented and a fitness calculation function is
proposed to guide the GE in the search for exploitation. This method has realized the automatic exploitation
of vulnerability with the black-box approach. The results of this research show 19% improvement in the
number of vulnerabilities discovered compared to the white-box method of NAVEX and black-box ZAP tool,
without any false positives.

Keywords: Vulnerability, Exploitation, Cross Site Scripting (XSS), Grammatical Evolution, Fuzzer,
Fuzz Testing

* Corresponding Author Email: m.bagheri@ihu.ac.ir

Archive of SID.ir



Archive of SID.ir

“Smlw g 55,93,3.0! Aoy’ sele 4y
11-198 o AFer yliaali oF o yloud coid Jlw

g 3 — (ols
S2005F JolS 1 00! b S Sl 335 3 (5 9w T 5095 (541 320 59

*¥ " \ "
6}%:}\“;&%&

(t)ww;- plel ol oils QLalial =¥ (g 55 (g saedils =)
YR A-D g VYA FNY 22l 0)

oS>

6,3 0S5, S HIKET 580 5 50 1) s iy dasogys cnl b1l 5 izl 5 33l slasgs alss Gl 5l ol se Lo 36
oo ‘_g);ww—l )" (_g)‘.b].gc).e,g bl b ales )b).g 5 u,db )515.:.“.3 J.a‘)f .L:...;j.\ ..S.JyJ;L@ srosls PR 90 9o aJ.«a‘)f P
IS Gl S JolSS el Corn dlise SO als pl j0 Gl 38l 5 Cad dgamali b )5 s (gommiae als o 38 ol il
5,535y St 6yl LalS5 31 oolil by 3aing cl o yled oaliias] 1al8 5l g2t alins o (sl Wl o 45 Cansl _LolS5 (glay 55
Obg) S yskite ol el osd (Byme S Sl 305 S pdymmml 5l s)l0 00 polaieds 5B ge3T (53959 0dls Ay e wax
Gy 6yl Lol Culin Cgz Sl e ab Sy g el 0nd &l alas slolsys ggy 3 ConsSel Gy elS gl
Gime obow daxx 3,805, b 1) Can Sl 8255 (s pdyam] 5 093 (6500000 gy cnl sl 0000 5 Bl 55 (5l o (Sorer
PR obow a3l g u“SBU b Az gy A Cawd IRV RAY 6[.9&:4{91?'»5‘ NRCVRSRRWIAR Gubd Qil TY) L cenl aslo

ol oal Cawody dale plosl e 30

)13 U}A)] ¢))l5 ‘&5}""; Jals.s XSS L: W)S.«J‘ o;)).: q_;;s..\.sw—‘ )‘ 6)|‘>)'?°)'er.’ ‘(_g).n.\;w] :LQOS‘SJ{JS

ool alos lo s S ygayl Jaid w0, Sog, ol 4o Slidss
oolsl J—d 5l oS cul oo sloalo s et L
S o sl G 50 e be, 1Y g WV asleas

Dyas] cal cogls

L N PR W B - G B B

5 Loyl wls NV coul asls 613800 5 slo s pdy o]
auazg b gl slaools oy (s pdy ol LS sl b,
09031 00ld adgi el aalip sLansag,g o iy BB (55!
@l jo 1) el slaesls (2 pdy pae plime el 5 e
ol e st ) Cuddge Jlaiml g ans oo (EalS asliy 4 39 )

Sy YL iy

Gyb 3l Coge ST o g o3l Sogs auiios opl 0,504,
ool 55 el f 03 eSS 51 ool b 5 obew aa 51 g5
&l 6ol S oSS 5l eoliiwh ool [ opdgl (gl Gubios
G S 5 6ls po o yslateds 5B g3l (g5lwosly
pae b Cidge o il glm 00,5 o ke €y Sl
0575 9 39 0 Al Sb5)l bae Hlez o Sl 85 Culdse

4 Fuzz Testing or Fuzzing
® Grammatical Evolution(GE)
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! Cross-site Scripting
2 Exploit
® False Positive
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® Genotype

® Phenotype

" Fitness Function

8 Particle Swarm Optimization

® Differential Evolution

¥ Evolution Strategies
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! Crash
2 Generation Fuzz Testing
® Mutation Fuzzer
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! Nevill-Manning algorithm
2 Production Rule
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Algorithm 1: Jumpify the Grammar

Input :G; , agrammar in BNF form

Output : G, , the Jumpified version of G; , in BNF form

1: G, < Empty string

2: Rulelndex < 0

3:  while true do

4: RuleName < ‘<R’+ Rulelndex+’>" [/ <R0> or <R1> or <R2>or......

5: RuleBranches < Find all occurences of RuleName in G; that end to ‘|” or ‘new line’

6: if RuleBranches is empty then /IRules are finished

7 break

8: end if

9: defaultrule «— FINDDEFAULTRULE(RuleBranches) // <R1>::=or <R2>::=or <R3>::= ......
10: /I Each RuleName has only one default rule
11: defaultproduction = « RIGHTHANDSIDE(defaultrule) // Right part of “::=" operator in rule
12: production « Empty string

13: for each branch in RuleBranches do

14: if branch # defaultrule then

15: [lthere may be multiple <Rx> in this branch, like <R1>...<R1>..<R1>..\n

16: while true do

17: TokeNize(branch) with char ‘| and ‘new line’

18: subbranch « First Token from branch

19: /I Subbranches with empty right hand side are not accepted

20: if RIGHTHANDSIDE(subbranch) # @ then

21: production « append(‘ | > + defaultproduction+ RIGHTHANDSIDE(Subbranch))
22: end if

23: branch < Find next RuleName in branch

24: if branch is empty then //subbranches are finished

25: break

26: end if

27: end while

28: end if

29: end for

30: production « defaultrule+production

31: G, < append (production+’new line’)

32: INCREMENT Rulelndex

end while
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Algorithm 2: Add Mutation Capability to the Grammar

Input : G;, agrammar in BNF form

Output : G, , the version of G; with mutation capability, in BNF form

1: G, < Empty string

2: for each production in G; do

3: if first production then  // Do this only for <R0>

4: Replace all occurences of ‘<R’ to ‘<M’

5: Replace back ‘<M0>’ to ‘<R0>’

6: G, < append (production)

7 else

8: G, < append (production)

9: end if

10: end for

11: /I Now define <M1>, <M2>, ... based on <R1>, <R2>, ...
12: for index from 1 to Number_of_Rules do

13: G, < append (<Mindex> ::= <RBORDER><Rindex><RBORDER>)
14: end for
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<SCRIPT>alert('XSS");</SCRIPT>
<SCRIPT SRC=http://xss.rocks/xss.js></SCRIPT>
<IMG SRC="javascript:alert('XSS");">
<SCRIPT SRC=http://xss.rocks/xss.js?<B>
<IMG SRC="javascript:alert("XSS")"
<SCRIPT SRC="http://xss.rocks/xss.jpg"></SCRIPT>
<SCRIPT a=">" SRC="http://xss.rocks/xss.js"></SCRIPT>

N g whR

<RO> ::=

"<"<R1><R2><R3>|<R4>">"<R3>|<R5><R2><R6>|<R4>"?<b>"|<R5><R7>""|<R8>""<R9>"jpg"<R10>
|<R11><RSPACE>"a="<R6>""<R12><R13><R10>

<R1> ::="script>"

<R2> = <R7>";"

<R3> = "</"<R1>

<R4> ::= <R8><R13>

<R5> ::="<img"<R12>"javascript:"

<RG> :=""">"

<R7> ::="alert('xss")"

<R8> ::= <R11><R14>

<R9> ::="http:/"<R15>"rocks"<R15>

<R10> ::= <R6><R3>

<R11> ::="<script"

<R12> ::= <R14>""

<R13> ::= <R9>"js"

<R14> ::= <RSPACE>"src="

<R15> ::="/xss."

<RSPACE>:=""

<RTAB> ::="\t"

(V) oo 63959 b ol (polatdl j3ideSin o )8l (2,5 1)) JSb
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<R0> ::=

"<"<R1><R2><R3>|<R4>">"<R3>|<R5><R2><R6>|<R4>"?<b>"|<R5><R7>""|<R8>""<R9>"jpg"<R10>
|<R11><RSPACE>"a="<R6>""<R12><R13><R10>

<R1> ::="script>" | "script>"<R2><R3>

<R2> ::= <R7>";" | <R7>";"<R3> | <R7>";"<R6>

<R3>:="</"<R1>

<R4> ::= <R8><R13> | <R8><R13>">"<R3> | <R8><R13>"7<h>"

<R5> ::="<img"<R12>"javascript:" | "<img"<R12>"javascript:"<R2><R6> |

"<img"<R12>"javascript:"<R7>""

<R6> ;=S| MMSM<R12><R13><R10> | "M'>"<R3>

<R7> ::="alert('xss")" | "alert('xss")"" | "alert("xss");"

<R8> ::= <R11><R14> | <R11><R14>""<R9>"jpg"<R10> | <R11><R14><R13>

<R9> ::="http:/"<R15>"rocks"<R15> | "http:/"<R15>"rocks"<R15>"jpg"<R10> |

"http:/"<R15>"rocks"<R15>"js"

<R10> ::= <R6><R3>

<R11> ::="<script" | "<script"<RSPACE>"a="<R6>""<R12><R13><R10> | "<script"<R14>

<R12> ::= <R14>"" | <R14>""<R13><R10> | <R14>"""javascript:"

<R13> ::= <R9>"js" | <R9>"js"<R10>

<R14> ::= <RSPACE>"src=" | <RSPACE>"src="""

<R15> ::="/xss." | "/xss.rocks"<R15>

<RSPACE> ::=""

<RTAB> ::="\t"

) U5 (5335 b (1) s g3 (1) JSC

<R0O>::=
"<"<M1><M2><M3>|<M4>">"<M3>|<KM5><M2><M6>|<M4>"?<b>"|<M5><M7><RDQ>

|[<M8><RDQ><M9>"jpg"<M10>|<M11><RSPACE>"a="<M6><RDQ><M12><M13><M10>
<R1> ::="script>" | "script>"<R2><R3> | <RFINISH>

<R2> ::= <R7>"" | <R7>";"<R3> | <R7>";"<R6> | <RFINISH>

<R3> ::="</"<R1> | <RFINISH>

<R4> ::= <R8><R13> | <R8><R13>">"<R3> | <R8><R13>"?<b>" | <RFINISH>

<R5> ::="<img"<R12>"javascript:" | "<img"<R12>"javascript:"<R2><R6> |
"<img"<R12>"javascript:"<R7><RDQ> | <RFINISH>

<R6> ::= <RDQ>">" | <RDQ>">"<RDQ><R12><R13><R10> | <RDQ>">"<R3> |
<RFINISH>

<R7> ::="alert('xss")" | "alert('xss’)'<RDQ> | "alert('xss");" | <RFINISH>

<R8> ::= <R11><R14> | <R11><R14><RDQ><R9>"jpg"<R10> | <R11><R14><R13> |
<RFINISH>

<R14> ::= <RSPACE>"src=" | <RSPACE>"src="<RDQ> | <RFINISH>
<R15> ::="/xss." | "Ixss.rocks"<R15> | <RFINISH>

<M1> ::= <RBORDER><R1><RBORDER>

<M2> ::= <RBORDER><R2><RBORDER>

<M13> ::= <RBORDER><R13><RBORDER>
<M14> ::= <RBORDER><R14><RBORDER>
<M15> ::= <RBORDER><R15><RBORDER>

<RSPACE>:=""

<RTAB> ::="\t"

<RDQ> ::=""|"&#34;" | "%22" | "%26%2334%3B"
<RSQ> ::=""|"&#39;" | "%27" | "%26%2339%3B"
<RBORDER> ::=""|<RDQ> | <RSQ>
<RFINISH> =" | ™" | "™ | ";" | "%00"

(oSS U2l 51 e (V) Jg02 (6995 L (V) 5 (V) sl )53 ol (29,5 :(0Y) S
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<SCR%00Ipt>%00Ipt>alert(\"xss\";alert('xss"));"></SCR%00Ipt>script>pt src=""xss.rocks/xss.js"></script>script>al
ert(&quot;xss&quot;xss&quot;)>)>xss&quot;xss&quot;)>)>'xss");">alert('xss")) 'xss")) &lIt;/script&gt;"">alert('xss’);">b
ody{background:url(“javascript:alert(’xss')"RSnake says, 'xss')")}</script>style><a class=xss><C><![CDATA[<i

mg style="stylesheet" id=1></script>xml>hrefxss:expr/*");;}</style><a class=xss><!--#exec cmd="/bin/echo '=htt
p:/1/xss.rocks//xssxss.jsrocks/xss.jsxss.jsjs""> </SCR%00Ipt>alert(\"xss\"xss\"\"xss\"xss\"xss\")>)</script>alert('xss");
<[style>script></style>script>"'--></a>!--#exec cmd="stylesheet" href/bin/echo '<script a=/xss//"get";>" data="&
{alert('xss")&lt;/script&gt;"></script>"'----><meta http-equiv="http://xss.rocks/rocks//xssscriptlet.ntml"></style>scri
pt>alert('xss')'xss"))>;//"></xml></script>pt src=""http:///xss.jsrocks//xss.rocks//rocks/scriptlet.ntml">body{backgrou
nd:url("<SCR)';1")">;}</style><a class=xss><
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