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Short Abstract

The electrical behavior of neurons can be more complex in the presence of autapse. In the presence of an autaptic connection, the Izhikevich neuron
model can show a variety of dynamic behaviors, such as chaotic behavior. This paper presents a novel, high speed and robust pseudo random number
generator based on the autaptic Izhikevich neuron oscillator and its FPGA implementationThe autaptic Izhikevich neuron model is simulated and
.dynamically analyzed. Then, the proposed pseudo-random number generator is modeled and simulated using the Xilinx system generator platform,
synthesized using Xilinx Synthesis Tool, and implemented on the XILINX SPARTAN-6 XC6SLX9 FPGA evaluation board. As a post processing
implmentation cost of the proposed pseudo- random number generator is lower than similar work, and the proposed generator achieves a maximum
frequency of 63.2 MHz. The NIST test suite is used for testing the quality of the generated bit sequences. The NIST test results indicates the high
quality of the generated random bit sequence.
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1-  Short Introduction

Generating random numbers is very important in security systems. In the Pseudo random number generators (PRNGs), the mathematical deterministic
algorithms are used for generating random numbers. Pseudorandomness characteristics and the unpredictability make chaos as a good candidate for use
in cryptography. The Izhikevich neuron model can represent complex dynamical behavior such as chaos when the effects of the electromagnetic
induction and the autaptic connection are considered in the model. In this paper, based on the chaotic dynamics in the improved Izhikevich neuron
model, a PRNG is proposed and implemented on XILINX FPGA evaluation board.

2-  Proposed Work and Methodology

In this paper, based on the chaotic dynamics in the improved Izhikevich neuron model, a pseudo random number generator is proposed. Neuron
oscillator, sampling, and post-processing are three modules of the proposwed FPGA-based PRNG. The proposed PRNG is modeled and simulated on
Xilinx system generator platform and implemented on XILINX SPARTAN-6 XC6SLX9 FPGA evaluation board. To improve the randomness of the
bit sequence, an XOR operation will be performed on the output data as a post-processing step. The FPGA implementation results show that the
implementation cost of the proposed PRNG is lower than similar works, and the proposed generator achieves a maximum frequency of 63.2 MHz. The
generated random bit sequence has successfully passed NIST 800-22 statistical test.

3-  Conclusion

A novel, high speed and robust pseudo random number generator based on the autaptic Izhikevich neuron oscillator is presented and implemented on
FPGA. The Xilinx system generator platform is used for modeling and simulating the proposed PRNG. Then, the Xilinx system generator model
synthesized using Xilinx Synthesis Tool and implemented on the XILINX SPARTAN-6 XC6SLX9 FPGA evaluation board. The implementation results
show that the implementation cost of the proposed pseudo-random number generator is lower compared to similar works, and also the proposed
generator achieves a maximum frequency of 63.2 MHz and an output rate of bit production up to 18.4 Mbit/s. The p-value results from the NIST test
set show the high quality of the generated random bit sequence, so that for most of the test results, the p-value is greater than 0.5.
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