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Short Abstract

Security of communications is a foundation for interactions in the cyber space. Recent advances in the field of quantum computing has attracted
attentions to quantum attacks. Post-quantum cryptography is a relatively new field of research and few post-quantum protocols have been proposed for
secure communications. In particular, authentication of the two communicating peers while preserving their privacy and anonymity is a real challenge.
In this paper, we propose a comprehensive protocol for secure authentication, key agreement, and message encryption which is resistant to quantum
attacks. We use the blockchain technology and a smart contract for authentication, and the double-ratchet protocol for end-to-end encryption. Our initial
key agreement uses post-quantum cryptography which brings a high level of security to our protocol. We store public keys on a cloud storage for saving
costs but authenticate them using smart contracts. Our analysis of the proposed protocol demonstrates our superiority from privacy, security, and
performance aspects in comparison to the related works.
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1- Sshort Introduction

With the advent of quantum computers and the threats posed to current cryptographic algorithms, this paper attempts to use two emerging technologies,
blockchain and post-quantum algorithms, to provide a secure end-to-end communication. In establishing a connection between two anonymous entities,
always identifying the two entities while preserving their privacy is the most challenging part of the communication. Anonymity means the possibility
of authenticating the parties to each other while being anonymity from the point of view of the others. During the communication, some keys are
exchanged between the parties for secure communication, and the management of these keys is also important.

2- Proposed Work and Methodology

In our protocol, a quantum-resistant double-ratchet cryptographic protocol is used for secure messaging, and an Ethereum smart contract for
authentication. In particular, each user has two public key pairs; a post-quantum (SIDH) key pair for the initial handshake, and a classic (ECDH) key
pair for successive key generations. We take a hybrid approach [A] in which both keys are involved in the protocol, so that the SIDH algoritm protects
against quantum attacks, while the ECDH key brings about efficiency, and proven classic security. The SIDH public key is retrieved from a cloud
storage (IPFS), and verified by a server and an Ethereum smart contract which completes the authentication. In this protocol, anonymity and privacy of
all entities are preserved throughout the authentication process and the result of the authentication is reliable.

Our protocol improves two existing works [C, D]. In [C], the idea of integrating post-quantum cryptography into the double-ratchet protocol [B] has
been proposed, and the use of a server and a blockchain smart contract for authentication is proposed in [D]. In this paper, the server is less involved in
the processes and saves less information. Our storage space in the blockchain, our gas consumption, and the number of transactions required to perform
the tasks by our smart contract have been reduced, and some security vulnerabilities in the previous smart contract [D] are fixed. Reducing the number
of transactions has seriously reduced gas consumption and also simplified protocol processes. Also, modifying the key storage process has made the
protocol more practical so that this protocol can be used in real operation.

We integrated the Microsoft implementation of SIDH (in C) into our Python implementation of the double-ratchet and X3DH protocols. Our smart
contract is also implemented in Solidity (the Ethereum network). Our evaluations demonstrate that while the overhead of the post-quantum part is much
greater than the classic counter-part, but it can be completed in real-time (343ms), and the relative overhead reduces as the number of exchanged
messages increase. Our gas consumption in the smart contract for a key owner and the server is also reduced by 93% and 48%, respectively, in
comparison to [D], but the introcution of inquiry fee has increased our gas consumption of this transaction by 46%.

3- Conclusion

We introduced a complete quantum-resistant protocol for secure messaging which uses a blockchain smart contract for the authenticity of public keys.
The protcol preserves the privacy of the involved parties and is secure against classic and quantum attacks. We also implemented our protocol and
demonstrated its practicality in real-time applications.
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Init time VS Messaging time on 10 loops (n=10)
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Init time VS Messaging time on 100 loops (n=100)
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Init time VS Messaging time on 1000 loops (n=1000)
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SIDH VS ECDHE time on 10 loops (n=10)
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