Archive of SID.ir

— _
2 Journal of Human Resource Studies @

Shahid Sattari Air University ozt
Faculty of Management . ':'.9"""“"“' 2
ehavior Managemen

Modern Cognitive Warfare: From the Application of
Cognitive Science and Technology in the Battlefield to the
Arena of Cognitive Warfare

Hassan Mahjoub Eshrat-abadi (2", Saeed Shakuri Moghani (22

Abstract

Background & Purpose: Revolutionary advances in cognitive science and technology have led
mind-brain studies to the novel “brain control and simulation” phase. The development of
cognitive science and technology, along with the huge investment of the world’s leading
military research institutes in this area, suggest the emergence of a new arena of warfare, which
is known as “cognitive warfare”. The present study aims to conduct a logical and conceptual
analysis of cognitive warfare and illustrate its conceptual network.

Methodology: The study is performed using logical and conceptual analyses. The applied
techniques include constructive, detective, and reductive analyses.

Findings: The analyses indicate six common logical fallacies in the conceptualization of
cognitive warfare: the reduction of cognitive warfare to the psychological level, the reduction of
cognitive warfare to cognitive operations, the reduction of cognitive influence to cognitive
interference, the reduction of cognitive warfare to cognitive impairment, the reduction of
cognitive warfare to military operations, and the reduction of cognitive warfare to application
of cognitive science and technology in the battlefield. Each of the mentioned fallacies represents
a natural element of cognitive warfare to demonstrate its conceptual network: cognitive warfare
science and technology, cognitive warfare based on cognitive theories, the effectiveness of
cognitive warfare, cognitive warfare dimensions, the scope of cognitive warfare, and the arena
of cognitive warfare.

Conclusion: The renaissance of cognitive science and technology highlights the fact that future
power and supremacy lies in cognitive superiority and empowerment in the arena of cognitive
warfare. Thus, some of the critical measures to be taken in this regard are establishing cognitive
science and technology research centers, cognitive defense centers, and cognitive battlefield
bases and headquarters. Other essential actions include the training of officers for cognitive
warfare, policymaking, legislation, and executive measures and planning for offence and
defense in the arena of cognitive warfare.
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1. Cognitive warfare limited to cognitive psychology level
2. Interdisciplinary
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2. Neural network models

3. Marblestone

4. Cognitive warfare limited to cognitive operations
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4. Allen Newell

5. Task-performing computational models
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1. Protecting the brain

2. Anti-shockwave helmets

3.Jin, Hou, Wang

4. Monitoring the brain

5. Wearable nerve signal detection technology

6. Voltage-sensitive molecule and nano fluorescent probe technology
7. Body fluid nerve marker detection technology
8. Ljungqvist, Zetterberg, Mitsis

9. Bigler

10. Newsome, Mayer, Lin

11. Injuring the brain

12. Acoustic weapons

13. Chan, Ho, Ryan

14. laser weapons

15. high xplosive weapons

16. Extance

17. electromagnetic weapons
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brainwave interference weapons
resonance

. infrasound weapons

National Research Council (US) Committee
Repairing the brain

Jung, Kwak, Kang

Rezai et al.

. Hargrove et al.

. Enhancing the brain
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