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A New Block Cipher Algorithm for Wireless Sensor Networks

A. Mirghadri'", B. Madadi’, Y. Pourebrahim®
Faculty of Information and Communication Technology, Imam Hossein University

(Received:12/04/2010 , Accepted:10/17/2011)

Abstract

In this paper, we proposed a new block cipher algorithm called MMF?2 suitable for embedded applications, employing a
new linear and differential cryptanalysis method. The proposed algorithm has 64 bit block length and 80 bit key size
with 9-round iteration. The main structure of this algorithm is Fiestel network that uses generalized type Il Fiestel for
its round function. The algorithm's design afford provable security with 27'''* and 27°**® linear and differential charac-
teristics, respectively. We used SDS structures in designing nonlinear function of algorithm. This algorithm has a
provable security and simple implementations for 9-round iteration. According to simplicity and security features of
substitution box with algebraic degree of 6 and nonlinear degree of 96, this algorithm is suitable for wireless sensor
networks.

Keywords: Block Cipher Algorithm, Fiestel Structure, Provable Security.
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