«cﬂ:&",«d by 9l (}’ ) J/u%gy &

AF) o8 o VAT L (¥ oyl oy o

olgsuy Of iyl Hl8y ouuis™ fooed Slodel Joo &

#Y v Vof e ( ae
gofjluéu‘.k:& Haes ¢ wa |)AJ
Ol oo 5 oo o83l 5 5alS ondige sdSSls SIS =Y Al wliy[S (g goetils =)
QY PNV i pdy QYN /Y - 2l )

o..\.g&___;

5heckiblbre oplpl ool e (B lasbels o sl slas piocan] 5l oo, (b s o sloig, 5 B sl S g5ls 5439 b 039!
Glos s G b ol 3B L alilie gl oY Slelodl ST ool Soeé L...).cu sl ez g ailalszay slo,lis) coles pl o basbele
3 iy Jazs sladilol Lol wiales wilole ol sl Sy (AR ¢ dsl 4 orie gid 48,5 IS 4 ailsls gy, p ailalssay sla )l
Oial38l 58 sege S Wilg oo Loy sz ge p Sloel pagie 38,5 a5 10 03,8 o )l 8 eolaiul 590 Lagli8le 5 g laallebu el ul33l (6l 5
ool pdscanl @ilalgsay OMas ply 3o el glaool, plo asile pa slexel ol aules Lyl s i) ol oo 598 slaloses ;o coal
= e 3y adlie ol jo el o s YL Cawal 3l lies alalgzay gla )L, boablie ol ola(hs, slul & ygys ol b
A olplS slezel pyolie cds a5, cnl ol ool &l slazel pogae 05 (comd 9,505, b 8585 ol yolal38le 5 0 S 53y Jess (sl olazel
9,555 50 e il o g, cpl @115l Ban el sats 5005 Loyl (oadly Jlade & polie ol g aidl ol wlel JS 50 K0S
S ol mles el LS (bly e g (sdly ol bas o g aseis L dlalgsay slaglid) ol 5o balels i3l polio 5 olesel
5 ailalgmay sla b, Llie 1o 5 aos soi o),53585 &y 1) ai¥olel slazel 2ul38l Jomme < g, opl a5 do oo lis (golgiinn Shg, (gilwaned
B slagy) 4 S (soleiiny P9y Sgste e olgF ()5 pansiiily sleteh 4 oy (oo potde 9933 rizres Cunl pglie e

ol 00l

358 ey Joon cailalgay g yLid ) eolosic] ool L0 Slg Sl

A Trust Model Tolerating the Behavior of Malicious Users
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Abstract

Nowadays, in spite of the presence of defence mechanisms and verification methods, parts of the security vulnerabilities
still remain in systems. Therefore, protection of systems against all malicious behaviors and security attacks is nearly
impossible. If the required countermeasures are not employed against the impacts of malwares, they may lead to
intrusion and the violation of system security policies. On the other hand, intrusion-tolerant systems are used to
increase the security of systems and software. Consideration of the trust concept among the entities can play an
important role to increase the security in distributed environments such as Internet. However, like other security
mechanisms, trust is vulnerable to malicious attacks. Therefore, devising methods against malicious behaviors are very
important. In this paper, a trust-based approach for tolerating software against intrusion with emphasis to the relativity
of trust concept is presented. So that, the precision of trust values for users in the whole system is increased, such that
these values are closed to real values. The goal of the proposed approach is to diminish the challenges of absolute trust
in order to make systems resilient against malicious behaviors through detecting real and non-real ideas of users and
balancing them. The simulation results show that the proposed approach does not allow intruders to increase trust
values unfairly and it is resilient against malicious and destructive behaviors. Furthermore, the addition of relativity to
trust concept and the detection of malicious users lead to the improvement of the recommended method, comparing to
the existing methods.

KeyWOI‘dS: Security, Trust, Malicious Behaviors, Intrusion-Tolerance.
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