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Abstract 

In this article, a new method for detection and interception of Spywares specifically key loggers, blockers and screen 
recorders is proposed. After detecting a malicious behavior, at run time by dynamic behavioral analysis, its 
corresponding process and executable file are located. All the interaction of the underlying network are logged and 
analyzed to extract the destination and source of the stolen information which was support to be transferred by the 
spyware. After the malicious code is analyzed, the process in the main memory is terminated and its executable and 
image files are removed from the hard disk, in addition it can deliver junk information to spyware or caused diversion 
of its destination. The proposed method tracks and intercepts malicious code through the kernel drivers belonging to 
the operation system. In this way, all the system functions in user mode and all the limitations and constraint imposed 
by the operating system can be bypassed and ignored. In this article, the security of the proposed method is also 
considered and  a new method for interception of blockers and construction of secure virtual keyboards is presented. In 
this way, the main target of the proposed method to secure the operation system environment of any spywares can be 
achieved. Finally, the accuracy of detection and success reaction against spywares are evaluated. The accuracy was 
96% and reaction rate was 100%. Comparing these results with top famous anti-spyware application proved that the 
proposed methods is competitive and is better in some features.   
 
Keywords: Anti-Spyware, Anti-Key Logger, Anti Blocker, Diversion Spyware, Dynamic Malware Analysis.

                                                                                                                                                                                                 
* Corresponding Author E-mail: d.javaheri@iaub.ac.ir                                   Advanced  Defence Sci. & Tech., 2014, 2, 147-157 

www.SID.ir


www.SID.ir

Arc
hive

 of
 S

ID

 

  

 

 

][

 

Compile

                                                                                           
1 Key Loggers 
2 Blockers 
3 Screen Recorders 
4 Hooking 

 

jmp

trampoline

API

API

Windbg

SSDTSSDT Shadow

SSDTSSDT Shadow

SSDT

SSDT Shadow

SysEnter

XP

Int 2e H

                                                                                           
5 Interrupt Descriptor Table 
6 System Function Address Patching 
7 System Service Descriptor Table (SSDT) 
8 Shadow SSDT 

www.SID.ir


www.SID.ir

Arc
hive

 of
 S

ID

 

 
 

 

FindWindowGetWindow

IE

Word

Process32First

Process32Next

NtUserGetAsyncKeyStateNtUserGetKeyState

SSDT Shadow

 

 

WFP

][

 

SendInput

User32.dll

NtUserSendInput

 

                                                                                           
1 Wireshark 
2 I/O Manager 
3 Windows Filtering Platform 
4 Blocker 

www.SID.ir


www.SID.ir

Arc
hive

 of
 S

ID

 

Kaspersky

 

GetWindowDC

User32.dll

DCDevice Context
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DC

GetWindowDCBitBlt

HDC GetWindowDC( 
_In_  HWND hWnd);
BOOL BitBlt( 
  _In_  HDC hdcDest, 
  _In_  int nXDest, 
  _In_  int nYDest, 
  _In_  int nWidth, 
  _In_  int nHeight, 
  _In_  HDC hdcSrc, 
  _In_  int nXSrc, 
  _In_  int nYSrc, 
  _In_  DWORD dwRop); 
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typedef struct _KSYSTEM_SERVICE_TABLE 
{ 
    PULONG  ServiceTableBase;                                
    PULONG  ServiceCounterTableBase;                         
    ULONG   NumberOfService;                                 
    ULONG   ParamTableBase;
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typedef struct _KSERVICE_TABLE_DESCRIPTOR 
{ 
    KSYSTEM_SERVICE_TABLE   ntoskrnl;                        
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1 Interceptor Subsystem 
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5 Network Interceptor 
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8 Interceptor Modules 
9 Main Module 
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int send( 
  _In_  SOCKET s, 
  _In_  const char *buf, 
  _In_  int len, 
  _In_  int flags);

Send

WSock32.dll 
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SHORT WINAPI GetKeyState( _In_  int nVirtKey);
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