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% Reversible

? Distortion-free
* Invertible

° Authentication


www.SID.ir

300929 el L (A=) o o Te e A S d5045)
s ol Jelos jslaiady o ol s, (199 FCCITT)
Ll oo &l

a5 DCT (so35> ;3 6,L000e sbaghs, 5o
A ol oo il pglin JPEG (g5lwon b 4y conis
g (Te e ) x/'y))yl Y Ja_,.,.,y 03— ‘5_9;.&4 é‘uui’b
Sgas o,Lal (Te e« i) 3060,

SN0k Sl Sezge 059 5l Loty 5l (S0
ool (glwl yhgy i il 5o g aiS e colaiul
e )iy o) 05lod,S &IIPEG  (g3lwod pid 40 o
o) s il aS (e o F M ) 994 2> <) T9h0g50]
i lSal 0y )8 awgs oads & lae slae o5 b o i,
(VA= il v Pty 5) Cansl
S0k gy (Mo Pl o Jil) ot 5 5L 5050)
4 Cows 4 S | Patchwork (6,655 o e ST o
g5 adlg o a5 Wo,S Lo «ewl pglin JPEG (g3lwos 128
S3lwod 23 dny Somd pglite Bl o S0 S s
T+ +d3)) ol IPEG

9 oo by, Sl atws cpl yo a4z ST S by
‘L;:Le‘.‘ 64.1[.7L5 Read ‘6)L~00¢]AM3 .\.».:TJS )‘ albus Rgas
ol Hbls Tyl ailag L aliv ¢kl olaxis
Lol play sl 0f 0090 i catSil ol o5 ol oo
2ol e 45 13505 Oley (53lwod 223 4 Cud pslis s
Iy Cal 5 05 pygmal jo L alao cacls wilgs oo 595
Bas Jals

35 e ol Lo ilS 5 50 (655l oy (b
oS alal alas ol 1 ade gl Jool, oo
(50)9—> w‘)_.o o ey L;)‘L_.M:L? 9 bod 059>
ATEF=FTA ol e o ) S el o
D9y S e oml Lo zylae Loy, S0 )
aS olahg, ST 0 sl (Ko e Ayl -V S¥au) YASS
- u\_;.lfw solaiul 6)L.wl.>- 6‘)—.’ J.:.\.u 8oy )|
Gl oo B il a S 50,0 000 592y gun B
36 4 Wilgs oo oaiiS ales il adtive caiiS alas>
J=Yo sl S aBly e S ool 3350 (slalax (sl >
(LS 3 039> 8 il s dlox slahy, g
Ao ol o Il o NLM 5 o3lailer sloJB o4
Lagl ;04 mxn glalJB L poas lanl b o,
MA BT 0gd o (g0 ol o m>8,n>8
5 oad bl 355 GBSl a3 jo ol S @
a1 )3 Gupts 9 95500 JlosI DCT Lo 1 (555 g
o AluS pgas a5l @ a3 g L b oo anlol g5lul>
Gliasie Wy a5 lwod b ol b oy by (o5lul>
b peai gylel Gla S5y b Jol> aluS (s bl
J=ow sl iy, Jalie jo p oSl ol 1A o)l cayllas
@la SR b ganaz ) G Sy » (L5h &S (oogee

ol3le 5 ol ol slete b SOk Sl 5
Crypto123 JPEG,BMP _
IBM DLS PNG.BMP, GIF, JPEG, -
Invisible JPEG StegSpy
Secrets
Info Stego JPEG, GIF,BMP _
Syscop JPEG _
StegMark | JPEG,GIF,BMP,PNG,TGA,TIF _
JPEGx JPEG StegSpy
DCT-Steg JPEG _
EikonAmark JPEG _
AppendX JPEG, GIF,PNG Stegdetect

W sle ¥ gosleis WAA Il



www.SID.ir

2

N\

?\_ el sl o T Lol gaiw a5 JPEG pglas 1o (5,5 0ks 13810 5 w8 (1) Jgar)

R BULISY ol 93 ey Sl K5, Sl

3 Camera Shy _ JPEG, LSB | _ _

% F5 AndreasWestfeld JPEG,GIF,BMP| LSB _ Fridrich’sAlgorithm,Stegdetect

'_} JP Hide and Seek _ JPEG, _ _ StegSpy

.:) Jsteg JPEG Derek Upham JPEG, LSB _ X’t,Stegdetect-

g\ Fridrich’sAlgorithm

v) OutGuess v.0.13b [Provos,Honeyman| JPEG, LSB | RC4 X2 (ev),Stegdetect,StegBreak

1 OutGuess v.0.2b |Provos,Honeyman JPEG, LSB | RC4 -Fridrich’s Algorithm

N\ Steghide - JPEG, -

O BMP,WAV

= JSteg-Shell John Korejwa JPEG, LSB | RC4 X —test,StegBreak

- JPhide AllanLatham JPEG, Blowfish Stegdetect,Xz,StegBreak

o\

\ . . .

% el oas eoliiul (gilule gl a5 (cBg, -V JPEG ,o Gl syl 3810 5 —O-F
3 el 685, g9 Y LI585 Slaei JPEG Chagd s 69,5 4 4355 b
j= S b b Sl o Slats, T Al 1y e b Gl I8 cl LB a5 g5 s 5 6,0k
=) S e sk g sl lidle S lazie SVLs 5l (5 ol S
K] Dol 020l (V) Jgaz) 5o by onl om0 lessa 5 ysTaax |y dilize slaailo, 1o o, K0k

oS oo (B yne
0955 95 4 OlsSse ) 35790 slaylBla 3 (S sy
5 ceal L3t s Loyl ol e a5 Sla lidle s

gy il & silwesly —7-F
2 )5 okes slagng, ol s elouhs,) jstaisds
037 SNk sl )oXl 5l (S » Stegotest fzéla s
DCT ol o Cn cp 0 05l )0 (=i oIS s>

o = e sl B> (R-LSB-F) DCT o e
4o S oIS Gedas 3, FS 395 MB2 g MBI Sl o Lagl (Jol e a5 o yss, 950 o

SIS G 38, 5 9 S-ESB-M o 5 JSS 9 0S50 Slaidy a5 oot b lul o)l s

Wloads sjlwesls R-LSB-M _olas St 4 J=l25 1 Loty ol asilys oo 5 sla)liBle 5 iz

4_‘[_,’;5 JOPOR, o PSNR ﬂouﬁ OLY 6&’ ) o 5o ch)ljsl,n)_; u_:‘ MJ.Qj | o0 'nl_?nﬂ RURSLY

. a ., . : Y - F) 1 .
Lngg)‘"’S) C;‘)—’ (qq ‘Aa ‘v. ‘fa) w Sw}.p )LQ-‘> )b )o Lﬁ)bs‘ﬁ)_’ U_" )| L5>)', . w‘ [ IS WW) 00)9‘ (\ J9A>)
sl 00 03,51 o o Ol (o gy (yiws jo adlie ol ig plSis

Sl g ls sgzg ol ol g Loyl a4y (o tws

,o AppendX . EikonAmark DCT-Steg |0 Lo,

S AS (A AL Ve FO) Sk S5 gz e asleS
adgi Voo glle F 5 50 398 LSSl sl g, i
el y5T cilons Sl e Lapl ol e o5 alagby; 0590 50
rel ool plol ) SIS Lulul  dslie 5 bl e ool
S o Sty JPEG jiogdle a5 glacae,s —)

Niogs Loz

Gh9y 9=z sl s ol e slas (VY Jguz) 5o
o.\_wodloul_w sloan A_A-:&-ASE_AJ}@ l) )Jsl..a) 6‘f alises

] ' Source
sl o 53 alie sloiil 4o 55 da slal3le 5 ) ol |
el o0 S5 alia slel yo 5950 sl l3le 5 iyl wyol



www.SID.ir

52
50
48
46
44 Hon i 2 ' "
2} '
40 ' M

1 '&3 "

36 § f

34

0 10 20 30 40 50 60 70 8 90 100
998 ColdeS cu po b pgad wo sl PSNR polio (0 JsCi)
9 nedl o)l (A8l Smin) Gl gilule gy (b
(PSNR ).léui.o GO0 ;..‘Ju.o "

Gk gy car §lp (wSle PSNR(WJgu2)
Holai 5,056l (S-LSB-F) LSB jo iy (5,l05 sl>)
S-LSB-M oy JSis 4 LSB ok «(R-LSB-F) LSB ;o
ss,ldS sl « R-LSB-M  dolai JSCi & LSB guodas
e Vv Gilwlr £5 50 (F559, MB2 g MBL Juw  (Jdne

(A8 AL ¥+ FB) slrcainS ey o b (6999 yobai

QF f0 V. AO 99
Method

S-LSB-F | ya.v | f-A) [ F1.F0 | Yooy
R-LSB-F | vq.a | -V | FYFY | $0.-9
S-LSB-M | yAYA| $of | ®00) | fo.-8
R-LSB-M | YANF | Fo¥F | F-45 | fray
MBI | yAya | vayy | f-¥F | frsf

MB2 | yyao | YEVA | - -
FS YAOY | F-aY | FV0A | FFAP

55 v v v v v v v 4

50 p

45

40

REY 3

30

0 10 20 30 40 50 60 70 80 90 100
9 FO CodS oo b pgad wo sl PSNR polio (Y JS0)
9 nedd Go)led (I Jow) ilike ilulr by, s
(PSNR polio sog0e Joxio

55

50 |

45

40

35§

30

0 10 20 30 40 50 60 70 80 90 100
9V Sl u o b poal o 6l PSNR polie (F JS&)
9 peai oyl (A ) il giluls by can

(PSNR yolio gog0e oo

52

50

48

46

44

42

40

38

36

34 " A A A A A A A A
0 10 20 30 40 50 60 70 80 90 100

9 AD CodeS o po b pgall wo (5l PSNR polio (F JSC)

9 poal Gojlods (M Smie) e (gilwlr hgy il
(PSNR yolio gog0e S

W ole ¥ o,k 1YAA Jlo NV

&



www.SID.ir

g S lS ciiel gz lolae d aiig o2 05,5 2 )0
sobaied imaa ol pll salise sloganas b
N8le 0 wgge S 0S lapi o8l < L)l 5 Jelos
B o 1) by ol 51 S g 00,5 >,k | Stegotest
O UV N SN O ] P WA Y FRPUT S-S  WP WPN |
JPEG ;5 ,K50ks slapim coisl 18 50 slo Sy

S S Al g Sy -0
axr o olelidsa 6,50k Glapn )65l 2Ll g (o)
odleds 5 3390 sloalo sail)| da by, cules g Llse g
Sgien ymine Fpglie K0k sla by, sloiinn

JPEG Cao )l.‘;_">l_,..4 a9 axdlae b dJlas C).l‘ N

aligy ay atuly a5 1) Coel )3 e sla S5y 9 Jelss

5055 @lwlid |y als s el wiluslr b S e b o)
5‘_,’_»01.1) O yg—od |)s_§_3)_tbﬁ‘5oo)5 C‘)M‘ |

e e g tpmlodls S8 b5l g el 0550 o0y
020, yme ailig au a>g LI, IPEG o (5, K0ks
o=l 0 G0 Gy, $9,p sl 6550 e
6L:au.;5)—\ A A )b ‘) L&buT 9 A ral_>u‘ M)s
J=bsle ol Sl eolaiul LIPEG o o,k
slaby ¥ DCT ol o jois LSS les sla oy -V

5 fomlod ST (gaisdiws (g jlwos il q....Bs o 6,0l

g oo ok sla g, i aads Jdowi g bl 4 oS cpo
sy 00 Byme sla3dla

(3obas (5,105 gl «(S-LSB-F) DCT ol 3o LSB 10 (o 55 (6,105 slx) 65506 Ghgy ovb sl 9 oles H138le 5 sl (VY Jgu)
@ LSB Gunld ju5 9 S-LSB-M oo yj JSoib 49 LSB Gt (F5 39y MBL Jowo y (Swo (5,105 5> «(R-LSB-F) DCT ol s LSB o
oSl Jloiol cwi i & Py o Py Py polie Ve CodnS <o 3o L6599 pobad sl ilwls £5 1450 (R-LSB-M  Solai i

LT el (w22 9 JPEG )3 ) 0ks s Y9, 13 59 00

Cadyb1e 0 s assws g5l 18l 5 (ol Lo g LAl (lgica ailhg Cuw ol (aedd Jliol ilbg sl 4 bailes
! a0 ,135 wglaso
S-LSB-F

&y | cover F5 MBI1 R-I.SB-M S_LSB-M R-LSB-F

sl Py | P | Po | P | Po [Pk Po | P | P | P | Po | Py | Ps

\e. Y - - - - YA | Y0 Yo Y4 Yv Y. vf YA
Y- YY | #YY | SAN | PAZ O A | Y Yy \e V.0 Vo Y¥ AR Yy
Y. Y = < - - Y ‘A \ \Y A 4 Y YA
¥ YY [0A-Y] F0.0 | 24X | OY) \ \Y -.f \FY Y V.0 -4 \FA
O Y - - - - < VA .Y VP50 -4 V7.4 <Y \F.5

7 YY [O0F.-7| YYD | YA | O-X | -0 | VPO -X VP20 -y \P 5 EAY Al

v. | vr | - - - S T N N Y .Y V£ 5 .Y \£ 5

A YY [ OVY | YV | PAA | O-Q | - [ VP00 -0 VP00 -y \idd -.-9 V9.0

Q- Y - - - - <Y | \rF .. \7.00 -9 V2.0 CA Y \idd

Voo YY | OY.Y | FAN | 290 [ OVeD | - | VR ] -k V7.0 .. V2.0 CAY \e5



www.SID.ir

asset management. IEEE Tran.Multimedia, Vol. 5,
pp. 97-105.

Eggers, J.J. Bauml, R. and Girod, B. 2002. A
communications approach to image steganography.
Proceedings of SPIE, Vol. 4675, pp.26-37.

Fabien A.P.,Petitcolas J.Ross, 1999, evaluation of copyright
systems",IEEE International Conference on multimedia
computing and systems, Vol 1, pp.574-579,

Farid, H. 2002. Detecting hidden messages using
higher-order statistical models. in Proc.ICIP2002,
Vol. 2, pp. [1-905-11-908.

Franz, E. 2002. Steganography preserving statistical
properties. in 5th International Working Conference
on Communication and Multimedia Security.

Franz, E. and Schneidewind, A.2005. Pre-processing
for adding noise steganography. In M. Barni, J.
Herrera,S. Katzenbeisser, and F. Pérez-Gonzalez,
editors, Proceedings, Information Hiding, 7th
International Workshop,Volume 3727 of Lecture
Notes in Computer Science, pp. 189-203.

Fridrich, J. 2005. Feature-based steganalysis for jpeg
images and its implications for future design of
steganographic schemes. In: Proceedings sixth
information hiding workshop’04, LNCS
3200,Springer, New York, pp 67-81.

Fridrich, J. 2006. Minimizing the embedding impact
in steganography. In J. Dittmann and J. Fridrich,
editors, Proceedings ACM Multimedia and Security
Workshop, Geneva, Switzerland, pp. 2—10.

Fridrich, J. and Goljan, M. 2002. Digital image
steganography using stochastic modulation. in
Proceedings of SPIE: Security, Steganography, and
Watermarking ofMultimedia Contents IV, Santa
Clara, CA, USA, pp. 191-202.

Fridrich, J. and Goljan, M. 2003. Secure digital
image steganography using stochastic modulation.
In E.J. Delp and P.W. Wong, editors, Proceedings
SPIE, Electronic Imaging, Security, Steganography,
and Watermarking of Multimedia Contents V, Santa
Clara, CA, January 21-24, Vol. 5020, pp: 191-202.

Fridrich, J. and Lison ek, P. 2007. Grid coloring in
steganography. IEEE Trans. Information. Theory,
Vol. 53, no. 4, pp. 1547—-1549.

Fridrich, J. Goljan, M. and Du, R. 2001 Steganalysis
based on jpeg compatibility. SPIE Multimedia
Systems and Applications IV, Denver, CO, August
20-24.

Fridrich, J. Goljan, M. and Du, R. 2001. Invertible
Authentication Watermark for jpeg Images. ITCC
2001, Las Vegas, Nevada,pp. 223-27.

Fridrich, J. Goljan, M. and Holga, D. 2003.
steganalysis of jpeg images: breaking the F5
algorithm. Lecture notes in computer scince, Vol.
2578, Springer, Berlin Heidelberg New York, pp.
310-322.

Fridrich, J. Goljan, M. and Soukal, D. 2004.
Perturbed Quantization Steganography with Wet
Paper Codes. in Proc. ACM Multimedia and
Security Workshop, Magdeburg, Germany, pp. 4-
15.

&lw —F

Almohammad, R M. Hierons, G Ghinea. 2008. High
Capacity Steganographic Method Based Upon jpeg.
Ares, Third International Conference on
Availability, Reliability and Security, pp.544-549.

Alturki, F. and Mersereau, R. 2001. A Novel
Approach for Increasing Security and Data
Embedding Capacity in Images for Data Hiding
Applications. Proc. ITCC, Las Vegas, NV, pp. 228—
233.

Amiruzzaman, Md. Hyoung, JK.2008. Secure
Steganographic Method. VIE 08, Printed and
published by the IET.

Anderson, R.J. Petitcolas, F.A.P. 1998. On the
Limits of Steganography. IEEE Journal of Selected
Areas in Communications, Special Issue on
Copyright and privacy Protection, Vol. 16,No.4,
pp-474-481.

Barton, J. M. 1997. Mecthod and ' apparatus for
embedding authentication information within digital
data. U.S. Patent5, 646 ,997.

Bernd. Girod. lecture notes, www.sta nford.e du/
class/ee392c/lectures/chapter05.pdf.

Bierbrauer, J. and Fridrich, J. 2008. Constructing
good _covering codes for applications in
Steganography. lecture note in computer sience,
Springer,Vol 4920,pp.1-22.

Bohme, R. and Westfeld, A. 2004. Breaking Cauchy
model-based jpeg steganography with first order
statistics. P. Samarati et al (Eds.): ESORICS 2004,
LNCS 3193, pp. 125-140.

Cachin, C. 1998. An information-theoretic model for
steganography'. In D. Aucsmith, editor, Information
Hiding, 2nd International Workshop, Lecture Notes
in Computer Science, Vol.1525 pp. 306-318.

CCITT T.81, Information technology. Digital
compression and coding of continuous-tone still
images. Requirements and guidelines September
1992 <http://www.w3.org/Graphics/jpeg/itu-
t81.pdf>.Chae, J.J. Manjunath, B. S. 1008. A
Robust Embedded Data from Wavelet Coefficients.
SPIE: Storage and Retrievalfor Image and Video
Databases VI, Vol.3312, pp.308-317.

Chang, C. C. Chen, T. S. and Chung, L. Z. 2002. A
steganographic method based upon jpeg and
quantization table modification”, Information
Sciences, Vol. 141, pp. 123-138.

Chen, B. and Wornell, G.W. 2001. Quantization
index modulation: A class of provably good
methods for digital watermarking and information
embedding. IEEE Trans. on Information Theory,
Vol.47, no.4, pp.1423-1443.

Crandall, R. Some Notes on Steganography. Posted
on Steganography Mailing List (1998)
http://os.inf.tu-dresden.de/ westfeld/crandall.pdf.

Vleeschouwer. De, Delaigle. J. F. and. Macq, B.
2003. Circular interpretation of  bijective
transformations in lossless watermarking for media

W sle ¥ gosleis WAA Il



www.SID.ir

R
N
9
A
a
-:5
3
9
E ¢
2
9
N
9
1
\
&
=
=
o\
X
3
j
)
3

Kobayashi, H. Noguchi, Y. Kiya, H. 1999. A Method
of Embedding Binary Data into jpeg Bitstreams.
IEICE Trans. Information and Systems, Vol. J83-D,
no. 2, pp. 1469-1476.

Kodovsky, J. and Fridrich, J. 2008. Influence of
embedding strategies on security of steganographic
methods in the jpeg domain. in: Proceedings of
SPIE Electronic Imaging, Security, Forensics,
Steganography, and Watermarking of Multimedia
Contents X, San Jose, CA, Vol. 6819, pp. 1-13.

Langelaar, G. Setyawan, I. & Lagendijk, R.L. 2000.
Watermarking Digital Image and Video Data, [EEE
Signal Processing Magazine, pp.20-43.

Lee, Y.K. Chen, L.H. 2000. High capacity image
steganographic model. Vision, Image and Signal
Processing, IEE Proceedings, Vol 147,pp. 288-294.

Lee, Y.K. Hwei Chen, L. 1998. Secure Error-Free
Steganography for jpeg Images International
journal of pattern recognition and artificial
intelligence, Vol. 17, pp. 967-981.

Li, B. Huang, F. Huang, J. 2007. steganalysis of Isb
greedy algorithm for jpeg images using coefficient
symmetry. ICIP

Li, Q. Yu, C. and Chu, D. 2006. A Robust Image
Hiding Method Based on Sign Embedding and
FuzzyClassification. The Sixth World Congress on
Intelligent Control and Automation. WCICA.
pp-10050-10053.

Li, X. and Wang, J. 2007. A steganographic method
based upon jpeg and particle swarm optimization
algorithm. InformationSciences, Vol.177, No.l5,
pp3099-31091.

Li, X. Li, J. 2008. A new Blind Steganalysis method
for jpeg Images. International Conference on
Computer Science and Software Engineering.

Lifang, Y. Yao, Z. Rongrong, N. Zhenfeng, Z. 2009.
PMI1 steganography in jpeg images using genetic
algorithm. Springer, Vol. 13, no. 4, pp 393-400.

Lu, C. S. 2005. multimedia security: steganography
and digital watermarking techniques for protection
intellectual property.

Marvel, L.M. Boncelet, C.G. and Retter, C.T. 1998.
Reliable Blind Information Hiding for Images.
Lecture Notes on Computer Science, Springer-
Verlag, New York,Vol. 1525,No 199, pp. 48-61.

Marvel, L.M. Hartwig, G.W. and Boncelet, C. 2000.
Compression-compatible fragile and semi-fragile
tamper detection. In SPIE EI Photonics West, pp.
131-139.

Meerwald, P. & Uhl, A. 2001. A Survey of Wavelet-
Domain ~ Watermarking  Algorithms. SPIE
Symposium, Electronic Imaging, San Jose, CA,
USA.

Mielikainen, J. 2006. LSB matching revisited. [EEE
Signal Process. Lett., Vol. 13, no. 5, pp. 285-287.
MilaniFard. A, M. Akbarzadeh, R.T. Varasteh, A.
2006. A New Genetic Algorithm Approach for

Secure jpeg Steganography. pp. 22-23.

WV 2le ¥V o, \WAA Jle

Fridrich, J. Goljan, M. and Soukal, D. 2006. Wet
paper codes with improved embedding efficiency.
IEEE Transactions on Information Security and
Forensics, Vol.1,No.1, pp.102-110.

Fridrich, J. Goljan, M. Lisonek, P. and Soukal, D.
2004. Writing on wet paper. in ACM workshop on
Multimedia and Security,Magdeburg, Germany.

Fridrich, J. Kodovsky, J. and Pevny, T. 2007.
Statistically undetectable JPEG steganography:
Dead ends, challenges, and opportunities. In ACM
Multimedia & Security Workshop, pages 3-14,
September 20-21.

Guillon, P. Furon, T. and Duhamel, P. 2002.
Applied public-key steganography. in Proceedings
of  SPIE:  Security, Steganography, and
Watermarking ofMultimedia Contents IV.

Gul, G. Dirik, A. E. Avcibas, S. 2007. Steganalytic
Features for jpeg Compression Based Perturbed
Quantization. Signal Processing Letters, IEEE
Vol.14, pp.205-208.

Harmsen, J.J. and Pearlman, W. A. 2003.
Steganalysis of  Additive Noise Modelable
Information Hiding. Proc. SPIE Electronic Imaging,
Santa Clara.

Hayati, P. Potdar, V. Chang, E. 2006. A survey of
steganographic and steganalytic tools for the digital
forensicinvestigator.availablefrom:
http://debii.curtin.edu.au/~pedram/images/docs/surv
ey of steganography and steganalytic tools.pdf

Hernandez, J.R. Amado, M. & PerezGonzalez, F.
200. DCTDomain Watermarking Techniques for
Still Images: Detector Performance Analysis and a
New Structure. IEEE Trans. Image Processing,
Vol.9, pp. 55-68.

Inoue, H. Miyazaki, A. & Katsura, T. 1998. An
Image Watermarking Method Based on the Wavelet
Transform. Kyushu Multimedia System Research
Laboratory, In: Proceedings ICIP'99, Kobe, Japan,
October, Vol. 1, pp. 296-300.

Jacobsen, N. Solanki, K. Madhow, U. Manjunath,
B. S. and S.Chandrasekaran. 2002. Image
adaptive high Volume data hiding based on scalar
quantization. In Proceedings of the IEEE Military
Communications Conference (MILCOM),
Anaheim, CA, USA.

Ker, D. Steganalysis of LSB Matching in Grayscale
Images. 2005. IEEE SignalProcessing Letters, Vol.
12, No. 6.

Kharrazi, M. Sencar, H.T. Memon, N. 2005.
Benchmarking Steganographic and Steganalytic
Techniques. in Proc. Elec. Imaging, SPIE, Sequrity,
Steganography, and Watermarking of Multimedia
Contents VII, San Jose, CA, January 17,20.

Kim, Y. Duric, Z. and Richards, D. 2006. Modified
matrix encoding technique for minimal distortion
steganography. In N. Johnson and J. Camenisch,
editors, Information Hiding, 8th International
Workshop, Lecture Notes in Computer Science,
Vol. 4437, Springer-Verlag, New York.


www.SID.ir

Sallee, P. 2005. Model-based methods for
steganography and steganalysis. International
Journal of Image Graphics, Vol.5,no0. 1,pp.167-190.

Sarkar, A. Solanki, K. Madhow, U. et al. 2007.
Secure steganography: statistical restoration of the
second order dependencies for improved security.
IEEE International Conference on Acoustics,
Speech, and Signal Processing Honolulu, Hawaii,
pp. 277-280.

Satish, K. Jayakar, T. Tobin, C. Madhavi, K. and
Murali, K. 2004. Chaos based spread spectrum
image Steganography. IEEE Transactions on
ConsumerElectronics, Vol.50, pp.587-590.

Shi, Y.Q. Chen, C. and Chen, W. 2006. A Markov
process based approach to effective attacking jpeg
steganography. N. Johnson and J. Camenisch,
editors, Information Hiding, 8th International
Workshop, Volume 4437 of LNCS, Springer-
Verlag, New York.

Solanki, K. Dabeer, O. Manjunath, B. S. Madhow,
U. and Chandrasekaran, S. 2003. A joint source-
channel coding scheme for image-in-image data
hiding. In Proceedings of ICIP, pp. 11-743-746.

Solanki, K. Jacobsen, N. Chandrasekaran, S.
Madhow, U. and Manjunath, B. S. 2002. High-
Volume data hiding in images: Introducing
perceptual  criteria into  quantization based
embedding. In  Proceedings of ICASSP,
Orlando,FL, USA.

Solanki, K. Sarkar, A. and Manjunath, B. S. 2007.
YASS: yet another steganographic scheme that
resists blind steganalysis. in 9th International
Workshop on Information Hiding.

Solanki, K. Sarkar, A. and Manjunath, B. S. 2008.
Further Study on YASS: Steganography Based on
Randomized Embedding to “Resist  Blind
Steganalysis. SPIE Security, Steganography, and
Watermarking of Multimedia Contents (X) ,San
Jose, California.

Solanki, K. Sullivan, K. Madhow, U. Manjunath, B.
S. and Chandrasekaran, S. 2005. Statistical
restoration for robust and secure steganography. in
Proc. ICIP, pp. I 1118-21.

Solanki, K. Sullivan, K. Madhow, U. Manjunath, B.
S. and Chandrasekaran, S. 2006. Provably secure
steganography: Achieving zero K-L divergence
using statistical restoration. In Proceedings ICIP,
Atlanta, GA.

Sullivan, K. Solanki, K. Madhow, U. Manjunath, B.
S. and Chandrasekaran, S. 2006. Determing
achievable rates for secure, zero-divergence,
steganography. in Proc. ICIP, pp.121-124.

Tseng, H. W. and Chang, C. C. 2004. Steganography
using jpeg-compressed images. The Fourth
InternationalConference ~ on  Computer  and
Information Technology, CIT '04, pp. 12-17, 14-16.

Tzschoppe, R. B'auml, R. Huber, J. B. and Kaup,
A. Steganographic system based on higher order
statistics. in Proc. SPIE Vol. 5020, Security and

Moulin, P. and Briassouli, A. 2004. A stochastic
QIM algorithm for robust, undetectable image
watermarking. in Proceedings ICIP, Singapore.

Munirajan, V. K. Cole, E. and Ring, S. 2004.
Transform domain steganography detection using
fuzzy inferencesystems. In Proceedings of the IEEE
Sixth International Symposium on Multimedia
Software Engineering, pp. 286-291.

Noda, H. Niimi, M. and Kawaguchi, E. 2005.
Application of QIM with dead zone for histogram
preserving jpeg steganography. In Proceedings
ICIP, Genova, Italy.

Noguchi, Y. Kobayashi, H. Kiya, H. 2000. A Method
of Extracting Embedded Binary Data from jpeg
Bitstreams  Using Standard jpeg Decoder.
Proceedings of IEEE International Conference on
Image Processing, Vancouver,BC, Canada, Vol. 1,
pp. 577-580.

Pevny, T. and Fridrich, J. 2007. Merging Markov
and DCT features for multi-class jpeg steganalysis.
In E.J. Delp and P-W. Wong, editors, Proceedings
SPIE,Electroni¢ Imaging, Security, Steganography,
and Watermarking of Multimedia Contents X, San
Jose,CA, Vol. 6505, pp.03-04.

Pevny, T. and Fridrich, J. 2008. Estimation of
primary quantization matrix for steganalysis of
double compressed jpeg images. In E. J. Delp and
P.'W. Wong, editors, Proceedings SPIE, Electronic
Imaging, Security, Forensics, Steganography, and
Watermarking of Multimedia Contents X, Vol.
6819, pp. 11-13.

Provos, N. and Honeyman, P. 2003. Hide and seek:
An introduction to steganography. IEEE Security
and Privacy, Vol.01,No.3,pp.32-44.

Proves, N. Honeyman, P. 2001. Detecting
Steganographic Content on the Internet. CITI
Technical Report, pp.01-11.

Rongrong, J. Hongxun, Y. Shaohui, L. Liang, W.
and Jianchao, S. 2006. A New Steganalysis
Method  for  Adaptive  Spread  Spectrum
Steganography. In Proceedings of the International
Conference on Intelligent Information Hiding and
Multimedia Signal Processing, ITH-MSP '06,pp.
365-368.

Rossi, L. Garzia, F. and .Cusani, R. 2009. Peak-
Shaped-Based Steganographic Technique for jpeg
Images. EURASIP Journal on Information Security
Vol.2009, Article ID 382310, 8 pages.

SAKAI, H. KURIBAYASHI, M. MORII, M. 2008.
Adaptive Reversible Data Hiding for jpeg Images.
International Symposium on Information Theory
and its Applications, ISITA2008, Auckland, New
Zealand.

Sallee, P. 2004. Model-based steganography. Digital
Watermarking,2nd International Workshop, IWDW
2003, Seoul,Korea, Lecture Notes in Computer
Science, Springer-Verlag, New York, Vol. 2939
,pp-154-167.

W sle ¥ gosleis WAA Il



www.SID.ir

R
N
9
A
a
-:5
3
9
E ¢
2
9
N
9
1
\
&
=
=
o\
X
3
j
)
3

ml

[ipegx]:
http://www.leetupload.com/dbindex2/index.php?dir=
Win32/.

[Sarc]:

WWW.sarc-wv.com/.

[stego suit]:

www.wetstonetech.com/.

[CameraShy]:
http://hacktivismo.com/projects/index.php/.

[F5]:
http://wwwrn.inf.tu-dresden.de/~westfeld/f5.html /.
http://linux01.gwdg.de/%7Ealatham/stego.html/.
http://www.nic.funet.fi/pub/crypt/steganography/.
http://www.outguess.org/download.php/.

[Steghide]:

http://steghide.sourceforge.net/

[Crypto123]:

http://www kellysoftware.com/software/Crypto123.asp/
[IBMDLS]:

http://www.research.ibm.com/image apps/commerce.
html/.

[Invisible Secrets]:
http://www.neo-bytesolutions.com/

[Info Stego]:

http://www.antiy.net/infostego/

[Syscop]:
http://www.mediasec.com/html/en/products_services/
syscop.htm /.

[StegMark]:
http://www.datamark-tech.com/index.htm

[ipegx]:
http://www.leetupload.com/dbindex2/index.php?dir=
Win32/.

[DCT-Steg]:
www_jjtc.com/Steganography/tools:html
|[EikonAmark]:
www.brothersoft.com/eikonamark-100523. html/.
[AppendX]:

www.appendx.org/.

WV 2le ¥V o, \WAA Jle

Watermarking of Multimedia Contents V, (Santa
Clara, CA).

Ullerich, C. Westfeld, A.2008. Weaknesses of MB2.
Proceedings of the 6th International Workshop on
Digital Watermarking, Lecture Notes In Computer
Science, Vol. 5041, pp.127-142.

Upham, D. Jsteg. 2002. ftp://ftp. funet.fi/p ub / crypt
/steganography/.

Wang, H. and Wang, S. 2004. Cyber warfare:
Steganography vs. steganalysis. Communication of
the ACM, Vol. 47, pp.76-82.

Wang, Z. and Bovik, A. C. 2002. A universal image
quality index. IEEE Signal Processing Letters
,Vol.9,pp. 81-84.

Wang, Z. Bovik, A.C. Sheikh, H. R. and Simoncelli,
E. P. 2004. Perceptual image quality assessment:
From error visibility to structural similarity. IEEE
Trans Image Processing, Vol. 13, no. 4, pp. 600-
612.

Westfeld, A. 2001. High capacity despite better
steganalysis (F5—a steganographic algorithm)", In
I.S. Moskowitz, editor, Information Hiding, 4th
International Workshop, Lecture Notes in Computer
Science, Springer-Verlag, New York, Vol.2137,
pp-289-302.

Westfeld, A. 2002. Detecting low embedding rates. in
Proc. Inf. Hiding Workshop, Springer LNCS, Vol.
2578.

Willems, F. and Dijk, M. 2005. Capacity and codes
for embedding information in gray-scale signals.
IEEE Trans. Inf. Theory, Vol. 51, no. 3, pp.1209—
1214.

Wong, K. and Tanaka, K. 2007. A steganographic
method with recursive matrix encoding on selected
blocks and DCT coefficients. Intl. Workshop on
Smart Info-Media Systems in Bangkok, pp. 155 —
160.

Wong, K. and Tanaka, K. 2008. improvement of
stegermelc with hybrid recursive matrix encoding.
2008 International Symposium on Intelligent Signal
Processing and  Communication Systems
(ISPACS2008),Swissotel Le Concorde, Bangkok,
Thailand.

Wong, P. H. W. and Wong, J. W. C. 2001. A Data
Hiding Technique in jpeg Compressed Domain. In
Proceedings of SPIE Conference on Security and
Watermarking of Multimedia Contents III, San
Joes, CA, USA. Vol. 4314, pp. 309-340.

Wu, H.C. Lee, C.C. Tsai, C.S. 2009. A high capacity
reversible data hiding scheme with edge prediction
and difference expansion. pp. 1966-1973.

Zhang, X. and Wang, S. 2006. Efficient
steganographic embedding by  exploiting
modification direction. IEEE Commun. Lett, Vol.
10, no. 11, pp. 781-783.

[Camouflage]:

http://camouflage.unfiction.com/.

[DataStash]:
http://www.skyjuicesoftware.com/software/ds_info.ht


www.SID.ir

2y g5 w5 S jae Ol apdl
2 Sy il 5, i 54,
axlg) ool aljl o&ils IVYAL Jlo
Symils 598 e 9 (5 0 )0
Gl (i )l S
Ol Caio g pde ol iils pal &l plse — Sledbl

Sl o ledbl 6,55 les 5 gl
5l Cel @)l Lol SLLLI, Slas
elh.byt@gmail.com

S e plaus (Jlos Ololudl anbld
w».\a.e,c LgA.»-w) )O |) »)5_’5- wL».w)lS
oSy SINVYAY Jlo jo Sig pSUl- 5
20l ()5 Sy g Sy 5SS
Iy S Sl - (Sigy gwdige (A
sk pilal axles s oBusls IVYAR Jlu o
&9 L;d_‘))'{.c Sy9—0 L;:l_c.».vu 3 Lgl_mé_..».a ) | oo; ke
S sl 5 eile (ol (JUSs 9 poal (B3l

b o
5l el O)le lagl SLLLI, Slas

fidinan@gmail.com
STy 58] 5y o (SALD, )

l oy SIS sl YYD
“ S pon (05 S5 (L) S el

R ST PP L SR U3 W T3 L
A3 oliils plad SIVYAY Lo o |y SO uiSUlgs - Sy

Iy 095 swlidyls S a0 o boy doxeo

u*’)b)—’ S9 6“» S)9e LS’L‘:M le-ibd\-uuo) ! ob;
Pl (rizmed 9 g 9 pg—al SuS Py g pgead

Sl el Ol olesl SWUL, Slas

rezaei.image@yahoo.com

‘) QP ‘wa....u)lS J)..\.o OQ‘}&-&’ ) 0

49 G,.Jl_, —&f (e (G 5O

S el s oSl SIVYAL L

Lr..gl.;.,.i';)lf S e g () ST GL.)

- Sy i (D )d )|

039 S olSzils led JVYAY Jlo o | oS iSlgws
peal 53105 (59 sa8e 0550 (Jlidn sladie) ol
Db Sl Gl JiKs G553l g edle (ol

) el S ke lital Sl L

mbeigzadeh@gmail.com

Wb ¥ gosled WWAA JLo



www.SID.ir

