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RiskMeter: A Tool for Measuring Precise Security Risk
Values of Mobile Device Applications

Mahmood Deypir
Faculty of Computer and Information Technology, Shahid Sattari Aeronautical University of
Science and Technology,
Tehran, Iran.
Abstract

Nowadays smartphones and tablets are widely used due to their various capabilities and features for end
users. In these devices, accessing a wide range of services and sensitive information including private
personal data, contact list, geolocation, sending and receiving messages, accessing social networks and etc.
are provided via numerous application programs. These types of accessibilities, functionalities, and facilities
make privacy and security issues more critical. Therefore, traditional security mechanism including
biometric authentication, data encryption, access control, and etc. are not adequate. Therefore, danger of
installing and using malwares must be taken into account in order to provide practical security for end
users. Installing new and unknown applications on these devices might lead to security threats. Recently,
smartphones and tablets utilize powerful operating system in which security of application is provided by
application permissions. Android and BlackBerry are two examples of operating systems which reduce
U/ 5 attack surface by using application permissions. In these operating systems, in order to perform malicious
MJJ activities, an attacker must deceive users to install a malicious app since other ways of intrusion are almost
closed. Recent statistics show that Android is the most popular operating system. For installing an app,
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Android requires the user to grant privileges through the requested permissions. There is a large number of
applications (Apps) developed for this operating system which require various permissions based on their
functionalities and provided services. Therefore, measuring security risks of applications can help us to
make better decision regarding to apps installation and removal. There exists some research regarding to
enhance the Android security model and its security risk communication mechanism. In this mobile
operating system, security risk values of applications can be computed using their requested permissions. In
this study, a new software tool is designed and implemented to measure security risk values of mobile
applications. This tool benefits from a new metric to compute the risk values. This risk metric exploits
statistics of permission usages in known malwares and goodwares. However, they can be simply extended to
other features of Android apps including static and dynamic ones. Moreover, we have attempted to give a
better definition of permission criticality to aim users for making best decision in new apps installation or
previously installed ones removal. In fact, we have designated a new formulation to assign higher risk values
to permissions with a higher usage in malwares and very lower usage in benign apps. The idea is quite
simple but produces interesting results. That is, the security risk of a permission is directly related to the
difference of its usage in malicious and non-malicious apps. Given risk values of permissions, one can
compute risk of an Android app based on its permission list. Since the proposed measurement compute the
risk values of permissions according to simple statistics of known malwares and useful Android apps, they
have good explainability. Users can be informed regarding to danger about approving risky permissions and
they can make reasonable decisions based on total risk score of an app which can be simply computed using
security risks of its requested permissions. In order to purpose the metric, we have analyzed requested
permissions of large number of malicious and ordinary applications. Moreover, for realistic evaluations, we
have constructed two new datasets of applications belonging to an Iranian market and new malwares.
Experimental evaluations on real known malwares and benign apps reveal the superiority of the proposed
criterion with respect to previously proposed method in terms of assigning higher risk values to malwares
and lower risk values to the benign applications.

Keywords: Security of mobile devices, Security risk, Malwares, Permissions, RiskMMeter.
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(Figure-1): Permissions have various impacts on the security of
mobile devices.
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(Figure-2): Differential weight computation Flowchart.
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(Figure-4): Comparing computed risk for known malwares of
Malwares dataset using various metrics.
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(Figure-5): Comparing average risk values of all malwares
within Malware dataset computed by all metrics
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(Figure-7): Comparing subtraction of computed risks on
malwares and benign apps for all metrics (Market2012 and
Malwares datasets)
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(Figure-6): Comparing average risk values of all benign apps
within Market2012 dataset computed by all metrics
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(Figure-8): Comparing subtraction of computed risks on
malwares and benign apps for all metrics (Bazar and New
Malwares datasets)

laolie 5 g5 ame L g bgiolejl 4 4295 L

Lo p3o (ooleiminy [lome o5 08,5 amll (lgi o0 00lplox]

3 abgye dsle ls) 5 (7)) Jso 2 Gillae E-Risk oay

Slame ol g azdls 1) 0 Slos o yige b iolos] g gomme

g oo 1) g 0l Slis a4 egh onl ol solerin

Hladie 00l g » s lire ple a4y G Jlme ()l &8lg 50
S o dplme a8l 5 5550 ) el S

YY 2l Yoo, ivar Jlo




ol o (SLooliimwS )S dols jy Siskol ) Ylae §18S Ghuzian 51y )l jsl sgian )

comprehension, and behavior,” in Proc. of
SOUPS, 2012, pp. 1-14.

[15] C. S. Gates, J. Chen, N. Li, and R. W. Proctor,
“Effective risk communication for Android
apps,” IEEE Transactions on Dependable and
Secure Computing, vol. 11, no. 3, pp. 252-265,
2014.

[16] C. S. Gates, N. Li, H. Peng, B. Sarma, Y. Qi, R.
Potharaju, C. Nita-Rotaru, and 1. Molloy,
“Generating summary risk scores for mobile
applications,” IEEE Transactions on
Dependable and Secure Computing, vol. 11, no.
3, pp- 238-251, 2014.

[17] P. G. Kelley, S. Consolvo, L. F. Cranor, J. Jung,
N. Sadeh, and D. Wetherall, “A conundrum of
permissions: Installing applications on an
android smartphone,” in Lecture Notes in
Computer Science (including subseries Lecture
Notes in Artificial Intelligence and Lecture
Notes in Bioinformatics), 2012, vol. 7398
LNCS, pp. 68-79.

[18] P. G. Kelley, L. F. Cranor, and N. Sadeh,
“Privacy as part of the app decision-making
process,” in Proceedings of the SIGCHI

Conference on Human Factors in Computing
Systems - CHI ’13,2013, p. 3393.

[19] H. Peng, C. Gates, B. Sarma, N. Li, Y. Qi, R.
Potharaju, C. Nita-Rotaru, I. Molloy, and 1.
Molloy, “Using Probabilistic Generative Models
for Ranking Risks of Android Apps,”
Proceedings of the 2012 ACM Conference on
Computer and Communications Security, pp.
241-252,2012.

[20] K.Rieck, T. Holz, C. Willems, P. Dussel, and P.
Laskov, “ Learning and classification of malwa-
re behavior, ” in Lecture Notes in Computer
Science (including subseries Lecture Notes in
Artificial Intelligence and Lecture Notes in
Bioinformatics), 2008, vol. 5137 LNCS, pp.
108-125.

[21] B. Sarma, N. Li, C. Gates, R. Potharaju, C. Nita-
rotaru, and I. Molloy, “Android Permissions: A
Perspective Combining Risks and Benefits,” in
Symposium on Access Control Models and
Technologies (SACMAT), 2012, pp. 13-22.

[22] A. D. Schmidt, R. Bye, H. G. Schmidt, J.
Clausen, O. Kiraz, K. A. Yiiksel, S. A. Camtepe,
and S. Albayrak, “Static analysis of executables
for collaborative malware detection on andr-
oid,” in IEEE International Conference on
Communications, 2009.

[23] A. Shabtai and Y. Elovici, “Applying behavioral
detection on android-based devices,” in Lecture
Notes of the Institute for Computer Sciences,
Social-Informatics and  Telecommunications
Engineering, 2010, vol. 48 LNICST, pp. 235-
249,

YY el ¥ ol ivar Jlo

Specification,” in CCS ‘12 Proceedings of the
2012 ACM conference on Computer and
communications security, 2012, pp. 217-228.

[4]1D. Barrera, H. G. iine s Kayacik, P. C. van
Oorschot, and A. Somayaji, “A methodology for
empirical analysis of permission-based security
models and its application to android,” in
Proceedings of the 17th ACM conference on
Computer and communications security - CCS

10,2010, p. 73.

[5] I. Burguera, U. Zurutuza, and S. Nadjm-Tehrani,
“Crowdroid: Behavior-Based Malware Detection
System for Android,” in Proceedings of the Ist
ACM workshop on Security and privacy in
smartphones and mobile devices - SPSM ’I1,
2011, p. 15.

[6]L. Cen, C. S. Gates, L. Si, and N. Li, “A
Probabilistic Discriminative Model for Android
Malware Detection with Decompiled Source
Code,” IEEE Transactions on Dependable and
Secure Computing, vol. 12, no. 4, pp. 400-412,
2015.

[7]1S. Chakradeo, B. Reaves, and W. Enck, “MAST:
Triage for Market-scale Mobile Malware
Analysis,” in ACM Conference on Security and
Privacy in Wireless and Mobile Networks
(WiSec), 2013, pp. 13-24.

[8] E. Chin, A. P. Felt, V. Sekar, and D. Wagner,
“Measuring user confidence in smartphone
security and privacy,” in Proceedings of the
Eighth  Symposium on Usable Privacy and
Security - SOUPS °12,2012, p. 1.

[91 M. Christodorescu, S. Jha, and C. Kruegel,
“Mining specifications of malicious behavior,” in
Proceedings of the Ist conference on India
software engineering conference - ISEC 08,
2008, p. 5.

[10] A. Desnos, “Android: Static analysis using
similarity distance,” in Proceedings of the
Annual Hawaii International Conference on
System Sciences, 2011, no. X, pp. 5394-5403.

[11T W. Enck, D. Octeau, P. McDaniel, and S.
Chaudhuri, “A Study of Android Application
Security.,” in USENIX Security, 2011, vol. 39,
no. August, pp. 21-21.

[12] W. Enck, M. Ongtang, and P. McDaniel, “On
lightweight mobile phone application certifica-
tion,” in Proceedings of the 16th ACM
conference on Computer and communications
security - CCS "09, 2009, p. 235.

[13] A. Felt, K. Greenwood, and D. Wagner, “The
effectiveness of application permissions,” in
WebApps ’11: 2nd USENIX Conference on Web
Application Development, 2011, pp. 75-86.

[14] A. Felt, E. Ha, S. Egelman, and A. Haney,
“Android  permissions:  User  attention,



[24] B. Shebaro, O. Oluwatimi, and E. Bertino,
“Context-based access control systems for
mobile devices,” I[EEE Transactions on
Dependable and Secure Computing, vol. 12, no.
2, pp- 150-163, 2015.

[25] Z. Tu, O. Turel, Y. Yuan, and N. Archer,
“Learning to cope with information security
risks regarding mobile device loss or theft: An
empirical examination,” [nformation  and
Management, vol. 52, no. 4, pp. 506-517, 2015.

[26] Y. Zhou and X. Jiang, “Dissecting Android
malware: Characterization and evolution,” in
Proceedings - IEEE Svmposium on Security and
Privacy, 2012, pp. 95-109.

[271 Y. Zhou, Z. Wang, W. Zhou, and X. Jiang,
“Hey, You, Get Off of My Market: Detecting
Malicious Apps in Official and Alternative
Android Markets,” in Proceedings of the 19th
Annual Network and Distributed System
Security Symposium, 2012, no. 2, pp. 5-8.

[28] H. Zhu, H. Xiong, Y. Ge, and E. Chen,
“Discovery of ranking fraud for mobile apps,”

IEEE Transactions on Knowledge and Data
Engineering, vol. 27, no. 1, pp. 74-87, 2015.

Iy 09> lypSe Sy0e yu (69 Sgoxo
s SFElp S sleailobr oS &b o
o 1y e al )l Ll )5 S 0w

olisls 5l 9 5o 18l Fanels dil,
2 1y 093 (ol 8 ehafle 5 5l
05,5 8L ,0 (g b wpd oler oRuils jlais ) es
ol g gglSenls Jolds (ylin) cmghy (slaais) ol
5 IMoe yo (goaxmie SYlae glyls o, wl o sla s
5 ol el Mellin g (o e laguil s
OlBles a0 Godsie (Saio 5 (B8R slaojsy
ed 5 (5570 line (lyicar glSesls 5 sl ol
el ails o8 lie

5l el Ol L) asbll, Slis

mdeypir@ssau.ac.ir

§

YY 2l Yoo, ivar Jlo



