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Abstract

One of the most dangerous insider threats in a supervisory control and data acquisition (SCADA) system is
the operational threat. An operational threat occurs when an authorized operator misuses the permissions,
and brings catastrophic damages by sending legitimate control commands. Providing too many permissions
may backfire, when an operator wrongly or deliberately abuses the privileges. Therefore, an access
management system is required to provide necessary permissions and prevent malicious usage. An operational
threat on a critical infrastructure has the potential to cause large financial losses and irreparable damages at
the national level. In this paper, we propose a new alarm-trust based access management system reducing the
potential of operational threats in SCADA system. In the proposed system, the accessibility of a remote
substation will be determined based on the operator trust and the criticality level of the substation. The trust
value of the operator is calculated using the performance of the operator, periodically or in emergencies, when
an anomaly is detected. The criticality level of the substation is computed using its properties. Our system is
able to detect anomalies that may result from the operational threats. The simulation results in the SCADA
power system of Iran show effectiveness of our system.

. Keywords: Access control, trust, insider threat, anomaly detection, SCADA.

“"J) * Corresponding author Sl looage baiug gl #

¥f ol foylabivas Jle

&


http://jsdp.rcisp.ac.ir/article-1-440-fa.html
www.SID.ir

Downloaded from jsdp.rcisp.ac.ir at 14:25 +0430 on Monday May 28th 2018

et 4 Cal Loyl pl bage 4 aSd Y liebl colB
5 oo S B Gl b sleyglnl s
Olsebl bl Lis 3 gl b bl slapanas
2B e late 4 2o b oyl axliz o)l oS
ol G5B slaygiws Jlo)l 5 dajlaia o535k 5 5
Wil plxl g o |y 05 (ayllbg ((goes e b (goes)
(1) wnlp el o 23 b g sl (1) oz
boganlp 6 cass (1) (s)le sloanlp 0 s
Jlis sl Ngd oo ailol ;o ol a1 3 S ploil (F)
T Jle s Amel S5 Ay Lyks 5
Lo Jokd conliol ko dlalgts a5 35 0,81 g oo
[11]ael 592 gas IolSul ailols yo
sy s opte Sl S Alie ol o
2 Slhbee slowag ol jolaieay slaiel 5 jlaca
ol 5 oo el ol o el ot @) 151Kl ailelis
@ gy 50 gl sleiel mhw o boaS ool
Slkos glassags Gliee 5l ol Sligas Sy 5 ey
s5nl sleel mhaw az pp 45T i S W alyS auls
Sy Gladam 4 (pwyiws bilal 0gd dwle Sdo
Ol 5l ooleriy Blle )5 3800 wal3 59 sy
sl alnl v litedy aSh o lacuy fpon e
S byt sl asdse ealinul Lagl & s
b 5l g Sleel o 45" Zudls daloS o 0 Cany
3l it S Ol S9ssl
"L ol ) siTnl sletel s b sl
winby Loyl &S Lol cadbont aslital g
Feyls oage @ [ bglace Sayw 4z 0 3,53,y
SrSoill slp parls Glyea bojlade adl)by ¢ 5
sl olatel b and od eslitl sl LS s
ia) (5 el glye 3 b 5 oabie ey ol o
&oleitay Blelo 095 o (Sljjg,4 ()l alubis
byl eslinnl b g )lmal (anseis sl 51y (o5,
W jsba  aas e @l Vbl ceas S
) 81 Lee e ol slags 5l

doddlo —)
Glosiasss 3 odmn cbaalbly MoKl cloaibil
STanT3 TS S 5 Tk sbaien o asis
Gr iy eased wiile Gl glacsley; o Jato
lul sbaailobn a5 alas g o oolainl 55 5 cis ool
23 Sl Sls> e 4 e Sl gloeSlun;
Js e 4 ad walss Smio g oLl glac i
o aal el o ol i 1ol el oyl
Sl g h)ls a8 sl J s cnl csls salys
gl e o B Glaalbln a5 wias o olis
(1] 0k Loy g
il sbabls s Sljhs Ghasy 5l S

Gl elie wag ool el oy )l way
SPB sljeme 4 & (ol (Gb )5 o5 wdl e
plsl g lajgzme sleslitulign bow3)S T (owfiwd
2 Sl sl iolnl cage (P sl ygiwd
IPY sdielnl clasiegy » Ly [2] opbe ailolu
e YV 3]V Ve Jlo j0 (g pmle Sols> ggaze
Y54 4] VY Jlo o Lo o pedlS 78+ 5 Yo Lo
e YAL 5] YT Jlo 4o ead byl e
15 0a i3 e 07 5 [6] YVF Jlu o (6 ymbs
sbabls ;o 5 wog 095 alax g9 5 [7] YNO Jlo
[8] Y-oF b Yoo lajlo o odlax /¥ Tl
55 5191 Yo b Yoo glajle o cdlex VYV,
ol s sl 3Ll LS L o soss
g5 51 VY Lo 4o oadeud odlax YEL [10] )lsS
Ll 009 (5395 alo

S oSl bl )5 355 sladagd il 51 (o
Lo bl [glpl lawg glles slaasags .l gldes
Pl 00,8y (g s y5ilnl Slojezme @y &5 ezlis
5 bl glanld o Pl sbul o] Bas g wed o
il 1Sl Bl 0 el 45 4o (il ol
Byer 151y plnl daan]p S8 @l condy
Sy IS oy g bjlasa g ok, 4 S

7 Reliability

8 Enbridge Inc.

? Criticality

10 performance

11 Statistical Quality Control

! Supervisory Control and Data Acquisition (SCADA)
2 Monitoring

3 Real-Time

4 Process

5 Cascade

¢ Insider threat

Yf ol f ol ivas Jlo

©

&


http://jsdp.rcisp.ac.ir/article-1-440-fa.html
www.SID.ir

13Ul Aslolw 3 (Fldos (SLRI3I4E GBS (Glrs (S piand g 3330 dilolw K

Downloaded from jsdp.rcisp.ac.ir at 14:25 +0430 on Monday May 28th 2018

sl gyl pasis Tosrly S (B S Sis
Sl GBS e oo 3l eolial b ixis S slaailole
2 cailie (6550 ansl o 41,1 [14] ;o Modbus 45
plie 5o Sl Gl o (g sl auiis (sl is,
@ ala> aseis gl [16] ave o .conl 00l 0,91 [15]
daools SSlo e aisle 01,3 sla S5g 50T 51 daass T3
oozl () gl (s pdyimyimss 5 il o,Sles sy
Sl L s iy 5o 3 [17] e 5 ol o
ihie glooaiS S cloanlp 4 ale> mekis
5l eolaiwl b lanl ace ol el sals &) T 0046y
i 3 08,5 ool ) ol sloasy] b St sloesls
Wil sleyite 1Sy e ly Sloj lag e sl L

S o (g2 s 50 1y 23 TS5 0)50 0 Sles

o s J S baiblv g slosel -Y-Y
Sl g S sloy S oslizal 45 s
Sl rSske 5 s s5lnl oS sgume sl e Lo
sl slatilols jo wil (5055 sladsags b S
RS slaae 31 aild sl slamice 525 s
Sogae JKb 4 b g sasdoslitul axgmpds b (o i

S BUCEE PR
Jae 3l eoamne aidbarng leass ST
Al ooyl 0 RBACT _wjiiws Jpus Slaitisl
L oGllhe L5 by bapl 5l Somen o5 eaial )|
el S Bl e s BLTELL slagaiels
Gl sl S g sletel p (e gt S
lol ozl ol jo .l 0058 slprinn (5095 slaasags
g dlasel 5l 5)lnke s Sa Wjge 5 Gl )l 51 SG e 4
ol 318 e aslsl jo 88 o ools plaisl S,

ly oo L coads sl plaisl g9 4 &5 Slo s
5ol sles,ge slael Glin] o> a5 0 Jled Wlgs g0
oo ,S e ol slazel aibin] o asl xS 515 slesel
Ot G glojszme S Jlade 4 azxg b 8 S
degorme l lajgame 4 (qwywd lp amiliy S9dse
&S lacgamme 0,5 colaiwl e SlaLQ.».a s i
ol gl al lgs Gl w)ls 1) S,y o %S
oslawl Au.ii) S sleasiis )'l UM dcgoxo yB u_i.mi)

2 Framework

3 Programmable Logic Controllers (PLC)
4 Role Based Access Control

5> Colored Petri Net (CPN)

¥f ol foylabivas Jle

&

ool gl s Copoe alble S Ll (")
el e 4l s ol Blbs Slles slasyags
slp i ool e lacen Gonglm 5 )5l
Ol w5 silnl sleiel jlade 5l L s
i & (wiws glajome et sl boew
el 00 oolatul
Solel a8 sasaslin gla by, ;5 eolixwl (V)
TSl wilebs o (g il aseis (sl
P90 LiSn 9gd oo 00l dalol &gy allis oyl
pom R )3 O nee ety sl gk 9o dlis
el gl oSl wilebes ol Slosie (sl
Sllo wiloass cwyp Sldas laasogs g 1ol gl 5]
i g Iolul il pl s Ca e (sl olpiioy
8955 iy W D9d s Al o)l A 5o s bl
el i s aeSee ol Ty gilead mls g ob))
sl 0y 03,51 e ol 51 ol s

Oy, SO 295 Y

39> Sl s 9 s)lel paaseds —T-)
5 olmal pais lp gounie sbaalle (956
& Sy el 00l &Ll 093 slacuagd 5SSl
5 &8, slaShs 12] )5 slagsdl olulis
ol opd g [14] Sl 3JUT [13] ol
§ Sogmep 0L Wlie pl o sabplol Slillae el
ololid sliiea lajusa BT 51 ensplnl (glals
[12] ao .los ST ool 5895 sladsags g (5 lmal
sloalls o 'gly cud LB gslSesls I eolil |
2 Banl e s (asis lp ($By) e 5SS
wline oy b gt ol el 00,8 1 oSl aileles
L &ly ood hB 5o 6,158 slagSl caslals (slacols
S 4 (Shly gy nl Cudguze S (o alulid
el liy o L o sl o Shee 51 56 glaslas,
3 o Sl ol dlie ol o eadall)l g, a5 >0
y albels (g,lual dojlade 4 )55l nl 25Ty pae & )50
slanags olulid ¢l (G2La0ly) (o9, S lolid
W) 6ol Lbgy ol 5 el ond @l [13] 4 o055
Ol czrgets &5 aas ploxl (doe (095 w2l b 09d o
wile) 9y I8 el axtys g GRS 4z gs e

! Log file


http://jsdp.rcisp.ac.ir/article-1-440-fa.html
www.SID.ir

Downloaded from jsdp.rcisp.ac.ir at 14:25 +0430 on Monday May 28th 2018

o)..:_'i-é ?Glli.ll; Smbwjﬂ )O LQULA)S 9 osls ‘SOLQ.I
ol 1 ol alels 15 sl (V) K5 igd e

.MQ@

Sl oS g g RTU_1 [€— V-Couy
JRRVPS N
A Hhsa
Hlacaloly g, .
Bl aand
.
.
HMI sblsi | bghas *
S5 :
)
t.
=N
-
OB 8 8 | | v~
el g | Y RTU [ nocay
900y Sl

Solw!l Lol L5 5Ll 1 (V- JC2)
(Figure-1): SCADA system architecture.

slaibly loasnd b (col wglay -¥-Y
5 slabl, glabls o |, alise il glacgls
e 05 ol olgee U Aol cis S
L 45 ol oo)ji ) Jﬁ..\.?- o L(bujlm LJ"‘ PP
WS 2 JolSul alex 3l soio JyuS gballs o (Al
S 5y 2 e (5550 Hgtas 512l g oheyd
USSR RSS2
A8 o sl slaaible acis 5 las
Dygods g 0dg Gleg dy el Loy 1oLl sbaaileles (o
&S ol o] ggoge opl cde S Joe Wb Sy o
shole Wy o b jlaiia 858 by o L SU aisS e
Al ‘s.uj.ol} ‘vé“oﬁ_‘gd)' sl lacs Q"\“‘bﬁ?ﬁd'.‘ &y
4 ol 0l Ll (S5 6l Guags Solesye g
9 nobal onij iy alexl (6508 slaalabs o oo
5 by slrcasgase (asi Lol (sl 7ilae 55 sy
oeaS colicansl @ e L easlle a5sS
a9 wlile J5 o B Jule g 0l salss
|, Laaibeles 435! Dol o salyss Sw) L
Sy bl abls § a5 Syon slbabls

¢ Historian Server
7 Cascade

g dleiel p (e (g JAS by S el ead
5 BT 5 5o slossats Sl sl aiiy
ool &3|,I [18] ;o ajsmme 4y owiws | amy (uyllsg plxl
L oloj sloesls Jsb o )5 olezel gaie ol o
dsle g oy n by bl o 6y S8, 4 4y
slazel ke Lolol 5 lajgzme @ )5 (ooyfusd 555 co
paie by dsgeme ol mhe 5 sl
Al onslee jlade IS sleiel azliny 098 o
[19] anio ;o 0l wales jolo cw yiwd jemme il yiiny
@l olesel anlons slahy, el )90 50 (oralr ()2
Wl emred RS Cunde sz ly Sl o
oai &l [20] Lo olal &l g1y RBAC s lusted
&ly w554 CPN g UMLT sla 5l 5l ace ol 5o sl
o0t 00lial _pusyiwd S oyl 5 L saiojls olulis
S o slace Ll jleslitul gl opl (ol 55 o5 .ol
99> slbasays w@lojlal 1 0 9 eog YU slalsl
2 e B wo)ly S 21] are jo el onis
slpading TolSul wlel jo sl (5uled iy ya5 sl Blate

s 0

o j gy, — Y

ol dslolw —Y'-)

ool Siyon 7S 5 ol akely bl sleailals
balels pl o e onge @ ) gmio slaass
RTU"  aliwsas lacawy 0 sadgpSoslail  slassls
L5 ogas Slpbe 8 o Goyb 5l g 6slee>
odaBS g g oo Jlu)l S5 S sl (segee
b,gilpl a1, 86,0 slecols JyuS 55,0 0 HMI*
sl ) bygilnl (S35 Glaplep Sey g ools Aaled
s 0365 [22] 05 e Lo oy U5 Sl
B s sl gl azgs wiejls 45 alole Lals o
et b s o alKis ab sals ol lade
slabls Wil sgxsa i Wligas 51 (S0
Log 5 olnl 1) abgiye (o), lade Cany yo iblis
L TolSeul (gl 5] oS o Jlsy) S 35,0 4 RTU
s g 08,5 L gaas |y ()] ol (o) Jase saslive

! Obligation

2 Unified Modeling Language (UML)
3 Remote Terminal Unit

4 Human Machine Interface (HMI)

> Acknowledge

Yf ol f ol ivas Jlo

L4

.

&


http://jsdp.rcisp.ac.ir/article-1-440-fa.html
www.SID.ir

13Ul Aslolw 3 (Fldos (SLRI3I4E GBS (Glrs (S piand g 3330 dilolw K

Downloaded from jsdp.rcisp.ac.ir at 14:25 +0430 on Monday May 28th 2018

ol sl ygi 1! Y-
Sl g ALty oS s Lol TolSal wilab o
5 JrS (V) aiby lopose <ol by foallygns
g Loy 4 S gBgots STy (V) daansp o)l
bia> liteds JpuS glagled jeae (V) 5 o jloie
S olfin Wi emge 4 | wlle gliabl colls
Pl o)l cod glacun 1 (S Skl gl
b lnl g e ol HMI osins g pm iuleiamio
OS5k 50 (crw 2Bgeds (S eendl § 350 gy
solpl olasl g Sl ws e wiS s lade
5wl olen 4 Wl @il bl
S gy S b ailels jlpebol <o LB

35 3 Sl 5 bjlaia ddseas Biloy
Slp > il 9 )lss gyl Lol o8 Bk og
& ool GRelS jshieay il 425l ol
S, 3 Jyenesbar (V) ailab cual aldl 5 551
008 il 5 gancodyl aile Tlate biley aiedse
oolwl (g Scug oy yelnl md (V) 5 dajloia
S Slee 5l &S ouelal daysill ple Sl osd e
2ol gt bl jailpl Gleiea el lsye5 4
2l eage ar ]y ;R0 glaygilnl o Slas

& blos sy -Y-F

5 (J210) 5955 sladuas 05,5 50 5 oSl (slanyags
Sladags 08 e Gl (ZF) o9
wile wlelw 5l z)l5 5 slmanee Ol hwg g095 8
S Iy wad bl polits il 5 baSe
@ oS oxlee bog) jlme ()5 bawg o053 slavays
boygzme 5l oolitaligus b 5 (00,5 Ty (o yiuws bojone
ONen (695> slaasags olaws ax Il .0sd oo plxil S98
Ol Lol all (6095 8 lawsags slaw I S col
lanags 5l peazy i CSlhea lagl ! g coddge
Wils Sl 4 Sl 5 (Sapd (o (V) 09>
abogs o sl )53l 5 5 (slaibl, sloailalus 51 IS idls (Y)
ool slaailols 5 uilsd 1 (F) Jege 4o 5l 5wl
5l ol e Lol

Ol 5o oalaSEaSs laalitl> s4>g oo Solis (z
addy e Il glase Sl 5l 6 b cal Sloge
B (bJl) SYeb sloaas slp saze g3l 4
ooyl abssl> 0naSG5ass coge yal oyl Aaad o dalol 595
Sl 5 B 52, e 5 md & 5550
slably glabls @ o Jaoli 5 Jpge o IS
Fuw

$lr 6N Jele Sy o sl dolepinns 5l ool (o
cde el ol el oo ISl )5 6 pdoaam! il
oelaiz! o by 4 ced gl YLl ol
| aladl>

s glols asle 6,50 8)lse lacpl podle (o
Sl $9) ¢ Slwlbrely (23l Codguze ( Siven
o oSl Dliga gased bl oS Sla
sl RS 4 Jiims 5 ST sla LS 0325
Hae o lahslyl camglie alarjl elatzl ol
Ol 5 Sayse Dyzoay ailbole (o)l 4 e 5 Ol s
[ ol coel g9050 a5 conl alge laas o cisx )il
[23] S oo oozl

555 9eolS glaailols U 181l ailobus ssiwiel glis : (1- Jgui)

(Table-1): Security differences between SCADA & computer

systems.
LSLQM
lolsw! ‘_ngda'LoLw B 05; Q|3_Lc
S5 golS
Jlo ¥ 51D Juaty e di
slefolepinn
LSL“’J“L" [t )
e Py 9 Jyore | Jolopann
wolasl b Sys o )
Windows ale
1048
v S$o9lS®
olaizlly Jgars slaSsg, o
(Profibus, Modbus, A S5
DNP3) yere
CRRYREN
‘_glj?‘ 6‘)‘.‘ S dgdo Cudgdme (y9d
adls PHA N HEvY
ORg HY y & (abssl>
ol SlRoaind yu gy
. . Sl 35503
RNV RAWE S osls 5 (635 50
“5;5;\9:&);.4.5 ‘L;iLn);m ‘_gL(bLg..\_.a)L..»
wols e wsld Cales @) ol
Sbe e e (s o Shae
o ]
ol jlemm Sl o
Sy
. . loygs 508 Sra
28l o 3lasl &4 ] ’
B9l g0 plil o, 15800 55

2 Intelligent alarm processing

¥f ol foylabivas Jle

O

! Fragmented


http://jsdp.rcisp.ac.ir/article-1-440-fa.html
www.SID.ir

Downloaded from jsdp.rcisp.ac.ir at 14:25 +0430 on Monday May 28th 2018

o

. . - - P o_
it glnl i i sebee 28 (T = 1)
Syl pw s lal jo 895 Cudsiun cod slacen

e e lad | golprdn Bllu Lizle (V) S

& axly axly
(o P CawlgS )0 s (6 oS nucds
291
aly asly
Hlada by poleel Gy Sl y2y
axly a>ly axly
Syl ausls Hlade saaie Hlahd Gad

o

o it S o (§0loadion Ailoli HUS L (Y- JS2)
(Figure-2): The structure of the proposed system of access
management.

slozel ke s andsy Jaaal poleiel uxlg

adxg b o,elnl sleel jlade o)l ouge 4 |y baygil )
Fars 4 p 5353k sao s byglyl o5 Gl
@ axg b oailg e ol SL jlade il o blois
Soledy 0gd s b jlaie 0 S8 by o LIbQ" s2blgs
S Ulg Sl e (03 535k 5 50 ygilnl 4z e s
Loy J5sS @lp gyt sboel 5l@ll Gls,ssn
slaags a5 cwl Jb o pl wg wales s e
odiid b byl olaws ioli8l Coge Hoilnl Slles
49l slazel lade malS el azile 500l wlols o
3 b laie Cansg 550 0 w0yl ouge a4 |y by lois
axly o8, ol dale> esls oL N Y sla sy
olbs Sble jo 1) g lbual S (5, lbual RS
Jlade b oo S ool ool poleiel axly & 1) o] cus
oalsa Heilpl slael Jlade 09l Slu,js,a el nl sleel
Gl st sl by e Sloy Jolsd o
S o fwd Sy axly ebioe (Sluyiesn
9 00y L@u.«.».\ A (o D é“).g )94‘)." Q.w‘g.’i-)é uﬁl.l)b
499l olazel Jade 4 azgr L1, Jais g0 Cawlgs 0wy
oslxl pas b oslal LJlE o Iy amis g 00,8 b5l
axlg oyls co pMel cwyiwd Canly 0 axly A o yiwd

2 6395 slanad sl 5l (S (Slles glansags
oS amse ) ol aag ol cel bS] wills
<ol gladoallgiws ulul 2 1) 05 by (V) )93l )
(e 1t 5 (goee) Qo0 s ploxl v joa (510 0 4
5 s byl crgo il slossma 5l olilsgus b (V)
Sye goes it jsba (1) wpdee baanlp css
ol Gl 09w Lol S8 s olndl
23,5 (s 5 Ojgoh Olgiee |) Slles slassags
g8y 4 e Wy il ileylize 4wl wagi (V)
Sbr Baenr 1) bjlaia glnl a5 Swien
o jlase 185 Yonuol 5 29,5 Frdal A5 o
o okzal gl g dajase o8 by e b
sl g5 ! gl 51 (Gliab g jadl) Lo ot
Sz oo E8y 4 alSia Bag (nlisdn, Ly wugr (V)
by Cany Sl 5l (Sos8 emlial pelais oS
wile gb e dbmli(res e by o) il
Wil g opleysinils ircs cesliel s
W58 ASLD 5 (29 syt bl (08

(o Fwd o o (GOl Ailolw -F

ST
sokhiedy Jlasa g sleel e Blle SO isu ol (o
Ban ol wlyr Ll lecan, a4 el ) pw s So pus
(ples ) 2505 loygilpl (o yiws Ghals bl ]
lolws Gopdle ghw ol 2590 oy Glaces @
SO A o pwd jeme o8l e wlels pl o el
v 51 (TP € [0,1]) g5 olazel Jlade a5 sjlo |) ceny
Sl i (CRgyp € [0,1]) oy o9 sl ,2u
e e o1 TP > CRgyp S s 9ilE
el jlropel (o yiws g nl 3 g jlre
?Lo;:l Sade G oop Helapl e o4 wlele ol o
azliz 0l o oold plaisl f loy jo Jlaie Sl
s Cowl oleel bB,e olpl il (TP,t) =0
Joljebas el el (TP 0) =1 o5 LK
Cot odgame [0 bl wleidy g ooy olezel LB
&S Conl epl o8 il walgs s s 395 Cudstue
21l ey 351 9ln) Cudsiee Cou osgane
S5 Ll Heilpl adgl slael Jlade sl oud s

! Ignore

Yf ol f ol ivas Jlo

L

&


http://jsdp.rcisp.ac.ir/article-1-440-fa.html
www.SID.ir

13Ul Aslolw 3 (Fldos (SLRI3I4E GBS (Glrs (S piand g 3330 dilolw K

Downloaded from jsdp.rcisp.ac.ir at 14:25 +0430 on Monday May 28th 2018

g9 sl laia I G je ol mhe wil [ Jlass g4

Sevij = CRSubi'VVlj (Y)

39l olose] acwlxo - F-Y
dwle 0 a5 ol )] sl golgiinn Sl gllae asil
cledy azilz (V) B ogd &l o Kal, el ] slezel jlade
g a8l bl &Sl g luml e saes pd ol
Ol Gl ol atuls el ] sleel jl Ao
ale 4 gl S5 pegdle (V) ol ools (55 4 (slaxel

B9 axgi 5 Helnl 2L

15 63 bls olol il Ll alls oyl
&S ol 0ilo o ienl ol s b laie 0 S8,k
Condy jo sl e S8l s S S e p0 e
N PSURUOIPI PRV A RVE IS | YN PPN Y oW - N Lty Y
Slawi s azgi by loj 03l o, 1y sl LS 13 s
5 ) eamidby g eaddby slajlase
Olge 59 S5 Cod slacuny ogame )0 (odd G
olani gl pl o Shas 5l (owysh Cogi pa )0 13,5 aule
Ol (28 28 S92y eatid by g eaid )by lasa
sFInl bawgs &5) plaie Sloy Jolgd ) oo )il o5 o
ol (lale U Sxin Jlis plyiees e ees 45
Dgd o plal (el asis s ) (6] lasl 28lge
Sl Uij s Rij oy & 0 (owpih yo S (52
Pl Sy )3 L g9 5l 0aid sl g 00l )b pigla lata
bowg slaw 1 g blaze glglvlaw masxls il
25 Jged 5l eslitul boopyeilpl LS jlade sl
W dale> dwle

n m
SPoP[o] = Yj—12j=15€Vij.Rij
?=1Z;1159‘UU.(RU+UU)

D)

@ bgye Sy ol 1o 555l L Jse b onl 5o

salaie Gul greme Cand ool b g 0 g3l
59 GJL)Q L;L:a)l..\..i;.m ‘saLo.'s' s Egome & o..\..i‘.m.é)b)._‘
amilis .ol ool dculxe oilpl Codstuse Cod 0je>
WSS Byl s [ (8L ,0 sl ylaia 5l Soges 53l
ol sl Sepn 5 gho plp gy 2D e

.\)9.3

! Pending

¥f ol foylabivas Jle

QO

v i adby 30 laie Cal asly ol sage A
Sl eage a1y o laie
Saie g golpring Alle jo a5 cnl S5 4y a3
oS el ol i 28 5 95800 Slusiasn gl slessl
B ‘) L{bw ‘SOLQ.IAJ J.als LS""’J’“'“Q o)‘ﬁ.o.b ..\...u)‘ )5_v|),v‘
o8 o solpain &lelu ;o 0,10 055 Cudgfne Coxi 059>
G S e S S 4 IRl (s o
oS ) sy el al )l el el a4 aby e
s Ale) )l eilpl lavwgs patie pladl ploul cge
O,flee 4y iy ol el ] Cudgtine Cod oogdome
31890 y5bas oS ooty J5US Spge den g gl
J.b'? )‘)3 QQL&-.;-AAJL))P (.»|oq..ac)l> )9.’|).:| ts,.».:).u.ld

=

O

oy (3993 S 3200 b (s —F-)

[25] asle Koo glrddlie jo coiall) sla g, 5l ax 5]
oolazuw! Ql536° me OO b_ﬂ).zg @a,.; 6’-"".’4'.“-’") 6‘)—.’
oy Sla Sy wlal p waz Loy, dlie cpl o oS
Ot @l (ope 5 oldliaz Cuxdae o >9,5/(639)9
-.\....5 uo)ﬁ w‘ 0 djl)\ Lmu.m.: u\bj_v@l).?u CJG_»J
ij € 9 u‘“‘""‘ LsL‘ag;fﬁ J"L““ {pl;pZJ ---;pk} AL oo
aziliz ik by laain g pj (S o5 Mg [0,1]
Dj Sie &lp pli ces onicns Ll Ip;; € [0,1]
) 4Ja.a|) )‘ oolazw! La w.u UOBJC;J).?U C.LL.» ‘MLa
0 Jole> Al

k
Zj:l ij'gpij

k
102% Lj=1Wp -9y,

CRsubi = (\)

odbicanS jlitel o 1 Canl O jle CRgyp, alaily () 5o
A o L{bw 0danS )L..Hol Aion 4 rs‘i )

Hladid Gad o cpuars - F-Y
ghe 5 e g b ocwlite lade o Dol mlas
s ool Bl T s o a5 e oe gl
(@Bl plojose wile (Solite slajlxe I 098 o0
Sdk09 )5 (Sl g cale 525 (EBy Jome dadsaly D
WS 2 08 eolitul lgiee ajlade ggi o g
oddgdiog,S L={l;, 15,1} g5 m & lbolois
039 Zjmawy =1 28 b owy €[0,1] azliz azil


http://jsdp.rcisp.ac.ir/article-1-440-fa.html
www.SID.ir

Downloaded from jsdp.rcisp.ac.ir at 14:25 +0430 on Monday May 28th 2018

3ol asslin 09l s ol ISl &bl jo jlase wis
ST Ll el sasolul glls L Pzl asd, by
aSod 0 Glizes Uas b PLst wogis B,k (k) o
Olgieds oatid,b y slejlae 511 el oails L
5,5 oolaiul
Golie azsliz 0gd ool Heilpl 4 Jlaie o jand,b
ST g Byb oy eadmt il Sloy e 0
O awly gl Sad s Glp sasls lgiea
Oley Svojp ol el s S L s Shlee glasyags
L dlie cpl )0 a8) Jlada jo paddby ol jlis s
9 gt (Glade (ogd oo glolil [ luie w)ﬂ Olgre
FUPI TN ISV P R T P KV.F SO
Sl (59,0 098 o0 00l oled JuS 55 e y0 (g loie
Ol osdirats iy 3l jlade cuo b pledl 5 LS 95051 b
oAbt Cuo 8y (g laie axmils> WS Gk |,
sl asbels jo Vb llie S lgicas 925 B,b
sy & atwly lax o dlie ol jo .0l ale>
L (058 o0 00l Las AoCI 50 U aS) el ule Sllee
‘_g).zfo)'l..\il b_»Y}b E_gl.m)\m SAl Egeme 3 oolazl
JrsS cod aSll oS e gole Lol l g 5sd 0
4 SHP L g e Jgereysbay AoCT jlase 1V (S o
z,5 (UCL) wlewl o> 51 AoCT jlode aziliz .ol yao
el 5 olulis able jo bl Lyl s leed og
D9 50

30 AoCL laie a5 casl (5,90 S5 oyl @ axgs
slasags (V) 0ed co C)l>' sSlw] o 3 Syee g0
O e 4l o s ol LSS AT e e
5 4 Gl et slel e Gl
ool oSy sly B o il ol 45 gl oo
A auS e ol 1) als Ll dew sloloca )l
5 ol S Bby & b wml slayglyl >
slowl &5 o lasbisl bl 5 aidl gei U Jule ololiss

aoale o LIS able (5 s slased
[26] " (oled Si2e 3590 5eSibee abal 5l sg5lnl slecel
:o)f oolazuwl 0‘9"(5" Ry Loyl

TP = (1 - a).T", + a.SP°?[o;] )

5 kS sl Gy eSibe TZ alaly cnl o

Sade go 3l assli> el gyl SIS oo @ €[0,1]
dog ;> ulia‘ ‘\.\45...";'.‘ oolaw! d..‘m‘) LJ"‘ O 02 g O uglﬁ.uo
aS i s 010 092 (g bl saalin e 4l ]
5l canlin ple axils> il o <a, Sl
g oolaiwl oy Llade 5l Dyee ol w0 g Hlake
Sgraples 1 zolidl sl e (3L slael zalS ey

D" = SP o] = T ®)

@ Cami |y 053 SIS Lelpl sl DYP >0 3

col DP <0 S LKn wSep g ol iolidl LS
alz Gl osd a8 L8 4 G jg5lpl I lade
@ G RSskr Helal slesel jlade ol laglug 5l pesly>
sletehiacalne sly pj alaly 5l ool e sl des

:w.:.ls OJL&:‘N‘
TP =T%, in periodically observations
.¢ NOD

TP = (1—a).T + a.SP°?[0;], otherwise

slozel Jlake U 0gd g0 casl (F) alaily 5l oslarnl

2l s gylial asis Llpl o LS ln)
B U cal sas oolo el pl ay s 3 cpl (Ko & leay
Sguid awlS (59 (o s 3l ilols jo (5 luial aseis
S sy Al aily 1) b laie 0,58 by ISl
J T S Sy i slesgs sloaragl o e ala,
Al a5 ayl i 5o g oaild sdmlive o )0 (5 bl

Dgd ca oolawl Cewl s )93‘)'%‘ 63‘)[5

Sl (puseid (5ig, -0
Ly slade b p sl (asis lp goliin o)
a5 mils oo el (6)lel cuiS S sla g, 5l eslanul
Lo oot 4 )0 sadolonl glas g sl 4565 0

2 Alarm flooding

! Exponentially Weighted Moving Average (EWMA)
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(Figure-3): Real time anomaly detection.
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(Table-3): The criticality of substations.
Y Sy,
olye

F E D C B A
/e .fo JYe .fo /e fe P
./Ya ./o ./o ./o ./Ya ./a Pz

. . ‘jo AR WJo WJo P;

. ‘jo ‘jo ‘jo WJo WJo Py
VAR .fo .fo .fo ofo oo PS
Jve | v ) S| v |y Ps
y/ve | xpve | yyve | Y/AY ¥ ¥jo laiel gozr
oD +/va +/ay +IAY Yy Ve il yx

UCL = 0.8612

0.67

Anomalies

0.4

= IVANIVAN

00— T 3 T T T
1.00 2.00 300 400 500 6.00 7.00

bl 53 (5, ibls e 5 J 55 230 (P JS0)

(Figure-4): Control limits and anomaly changes in
reliability state.
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(Table-2): Weighting criteria to determine the
criticality of substations [21].
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(Table-4): The attack scenario, the amount of operator trust in various inspections.
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(Figure-5): Anomaly detection in attack scenario.
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(Figure-6): Reducing anomalies in the control scenario.
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(Table-5): The control scenario, the amount of operator trust in various inspections.
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