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Feature Extraction to Identify Network Traffic with
Considcring Packct Loss Effccts

Mohammadreza Gandomi” & Ilamid Tlassanpour
liaculty of Computer I'ngincering and 1T, Shahrood University of Technology, Shahrood, Tran.

Abstract

‘Lherce are huge pelitions of network traflic coming Lrom various applications on Intcrnct. In dealing with this
volume of network trallie, network management plays a crucial rule. Trallic elassilication is a basic technique
which is used by Tnternet service providers (TSP) to manage network resources and to guarantee Tnternet
security. In addition, growing bandwidth usage, at onc hand, and limited physical capacity of communication
lincs, at the other hand, Ilead providers 1o improve utilication qualitly of nctwork resources. In fact,
classilication or identilication of network is a critical task in network proccssing [or traflic management,
anomaly detection, and also to improve network quality-of-service (QoS). Port and payload hased methods
are two classical techniques which are applicable under traditional network conditions. However, many
Internet applications use dynamic port numbers tor communications, which Icad to difficultics in identifying
trallic using pori numbers. Also many applications encrypt the data belore (ransmitting to avoid delection.
Therclore, payload-basced techniques arc incllicient for these trallics. In recent years, statistical featurc-based
traffic flow identification methods (STFIM) have attracted the interest of many researchers. The most
important part of a STFTM is the selection of efficient statistical features.
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Preliminary analysis shows that the problem of packet loss in data transmission is onc of the major
challenges in employing STFIM for network traftic identification. This affects the statistical characteristics of
packets, such as the time interval between sending sucecssive application packets, and in somc cascs
significantly reduces the accuracy of traffic identification, The main goal of this paper is to examine the effects
of packet loss on statistical features, and therefore the accuracy of identifying applications, as well as
extracting appropriate features to overcome these cffects. IFor this purpesc, the behavior of four scatistical
features, including the packet size, the time interval between sending and receiving packets, the duration of
the flows and the rale ol sending packets, are invesiigated; (hen applications trafllics arc identilicd via
considering characteristics of their distribution.

We collected a database ol network trallic low Irom seven applications with difTerent rates ol packet loss.
We used the extracted features in a multilayer neural network, as a classificr, to differentiate between
different traffic applications. Experimental results show that the extracted features are robust against the
Packets loss, and the aceuracy of the network traffic identification is closc ¢o the ideal state (traffic flow with
no packet lost).

Kceywords: Network I'raffic, Network traffic ldentification, Machine Learning, Packet Loss

doddo -
3 She Sl soe g aSGE > abojl AR
T ‘ Laby wdpxl arwg b Ko 3 sle b o
WY 50 s o Bl sladins ol & Sa, slosciy il dangd b Slee 2l sl
. el Jud 5l e o9 la! o o genls
)l(.S)";}l? e j)a(ﬁ)L.f‘“‘f GLEV"‘Ejj‘MQ\;“C)‘M [ ? J‘»‘"‘a DI a B AT SIS B e J LAY
; RS B PV T s cla gl s

Ve ya s a o o, ..
“T,_):“'I}EI‘;‘G;-"‘L'L“ 'U—’L"Lﬁﬂ .- gﬁ);l bl‘_\:_' JSO% L8 2 ~v~:4-$ [ Dl reroeE \5"‘“"‘?
) _ ) ) *‘,_v,’.l 15 0%, as sy CLALD_ K\ '..‘.tld.'ﬁ't_ 3 i) A B0C
Sl ggdy alia 5 [2.3] Conl sass pll 23 ey e SrCTE RS ey T
i, s gy e s ] laae el Srdpime S Sl )y i al g ) el
S B PP > 2 5l sladloe i
L L 5 [ f . 8 oa s
aly olwid com soliinl 5,90 o bl sla Sis TN mgrm W o) byt N
T - S o b (amads (elagy LU 2o T 2 1) Sipy
4 ol oo OlS (n) o JAS o S e g0 )8 .. : .
RV TR I |) AS,,JJ égh,o )| Q‘){)L( \_g)L))f [PV RSPV
doay o35 0 et daan S8b s 5 Jul by el )
T ol Lol 2365 Loyl (ol8l e ez b piares

ol ey Bae g wates 2ol > o ool 75 0 s
e ? ' 29 S 00 e RV LA PV PR T U ECOP IRV G P  RAVES

S e N - t S o
> (Loamie 5“‘)‘“’9) 1\,,.'>| \_L:LQJ;... »* ..);5 c)Lm

Sl ganaab 5 plbr ] sla)es 5 354

i g0l 5908 5 530S seaelin
Bl Sas ) sedgn slp dorol) (555 a5 was o L . _ G
hd ";'){J.,e .‘_,’_19).9‘ u:ang ;.l ‘_g)l{‘w;.{ 9[2:;' (5')! DO g_,%j‘);

el 65955 g oY A 0 Sy

al - e aT IR N N -
S5 gananl y olout Sax cerse slasts,

gle Sy, 5 ol eazi aillasl s S8y oLl s e
aala :L{ib Ssy Ai,_..:, \_Q;_“')J @L_.'L..:J UP :J...:;d.‘l;‘
: '"ké:_)'- ao (A “"'qc &..‘..;"‘ \ '

4’J xlu’u /l)-’ ‘>L )I 25 (A U "”-L!) )l L \) x \‘s"‘w“?‘“ Asd 2T 0 Hlygs‘c |) (3‘{‘{)5 vc"c’d‘pl‘;l‘f

|_|5~]6 /,tl_é)(‘") ‘A_;‘_'Q'JF 5&4...... 6‘5.._7!_4 -y (Y)mlf)_) QI‘LQ_.iI

CraSlb JRisowe )i Sla> uu;_g&zl.w o a3 L S Jb» 5 :Na\]«; s 6)L°‘ ;5[’,5(!(}‘3 (\2)5 "_:)S
N - AT R He LA . ; ) .
),:_lJ 5 oy =3l vl\)u?) ey Ae ! Bla 45‘4)[:‘) WS » 2 _L:Lkij) QL"-"‘ \)‘l 5o “:)‘( RSO
. » 3o Pt BN . A 1 - \ - & |
E3 ) sleaslyy olulis 28 5 )kl gla Ty 2 o] Slles daszs, ol e e oYU coan! laain, )L
Sl slo s Zl il fes a5, )5 aalsl 0 w2 ks g ol gleael,y S oLl

salate fnen Ay 0gd e &Sl Ay ST olas ) sl o polae
S s ls 2955 el g0 )5 Al caan 5l sloals oL
L aes? 3 e ool Kb eolSl ks 5
W 55 U ol 00 ol iy W e o>
s 5% soyp ool S8 5 b The 5, g2 A
2 Wl Snges Dlgioa Ty 59,28 gloadliy ) s
slolid man g cudls asls 1 allyy ) slesslan!

ALl _Sile s i Bn b 5 b3 gloars gl
JIT,18] 35 ca ool ool

2o slag, o A e il ST S

cds &y ol a4 OVl o peS a5 gole! e S

Vass V) g by aloojl olus ) gl 5 o 6 woo!

“Cloud
2 packet Loss



http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

Downloaded from jsdp.rcisp.ac.ir at 11:07 +0430 on Sunday May 31st 2020

18155 lunlis s oS Sap oKl

Ly diansy M sl 31 g8 58 3153 55 by &fuio

Gt

A A )‘.Q,’g b)\_k_l [ J‘.Q"._»‘ > 4.14“..4944 \_QSILQ
L« wele olis L/, las o Muehlstein 558 e 25
E.» 9 )3/_:: ra.v ‘J”LC['L"“"“-“""" 89.: AS.»_..J tS.._%‘_b =r
IITTDS saisie, sleosls s IITTP (slaos's (53,05 aali
50 a8 e ) Lol 8 acgg [6] oS st Glsiee )
s ol o Nk 688 el 5 Sgye « Jole i
)‘)5 G’L’)J\ J g0 i }‘].Q\_A.M... &5[} u;‘ob‘b O“if,l’.‘
;}...oen‘ 13999 QLQJGLCW Jvﬁ J.aLw &5 ‘vﬁj
keSSl ups)S sle 5550 5 (10S) Lty
-3.,-‘-..:." e (_gé),'JlS (_gdbd.otvﬁj '.,‘_;)ul.w 9 J..SE);
u_vLC.._ J.a‘..‘:B PRI p .\):::9) L;“»«‘ 5o ! ot g Ajg; g
JSJ?J.: e ) yl..‘,...o k5.[..’.‘.4 PRVETN ¢ -l.X.,.A c‘f).l D)Lo..:;)
j‘ ajso .J‘l P 39,:,\50 L (‘;"D)J_/.LS‘
Ll 205 caliinl RBFac 4 SVM

SpSel oy e\l

k- (gouddes aily p oeis, X Lid,(Cas o Loo
3 w2 gl Glaiges g aTol e 2ulE means
cals e o Zam oy alesly afl) o e
03,5 anlanal ppte g wa I8l aloli Lae 5 5l Ladiao
Ol 3 038 pladl oy 58 #YY (eas g Galej! oo
e Sawl 0did y55155 deye AF gl salAbes ds
s e alols Lae 5l soliw! b i 35500 sl e oo
5 Qin 7] ool sat Qb3 (gaelS) Alols 51 e s
sibals &l) Madgs ol 2" Jas ob w Jae i Ces
[, lizee slacsyi oo bidie (5,08 Sloseas Ailel o 45
(PSD) Masiy y2 lyizme o3l Jloisd a5 5l oS e
LBl ol sass an'@rul  S5s leteay Jow ! 0 cemge
Oy dale TJ...e &, (""“"?4" 3 ) shaw
Ao 5 Wpd oo i 5 L5 55 apbogs Gl S e
4 Doy cvatuy ol &3y & oo scl lis ax
S PED s calis aculs g1 Renyi Cross F,ntmp_v)'\
suiiimlin 53,015 slaaelig PSD L ad b 5o o
‘:9‘:@ eslizw!
L ohlas 5 ol
Slows R ] Q&L:c'_.i:_; BRI aJ,L&)LBJ u_,_.u:l.,: Ls)j_»L

5[.@,-03__{).95:“ /‘.| solri!

5o oemer 9] wlaily (Salp Sl gy S

( w-.‘b s(scy-aat!-“lds--w MW&GLD[Q«OJGSJ‘

' Packet Size Distribution

FY b F 6led WA JLe

oS gwasly ol

S leaoly pues Slslyd Lles LS aab) o ! asi b

Olrse Soare slajls Sl

uﬁl_)_sbl...lcfc&wub).?— Lﬂ\_{Mﬁb,_A_/L)-\:j

Sz g Bl slas ;4 pglie ola Fhe deai.y

by Joe cpme a5 S o4 b Sy ! Jlasl
‘_:’lv,) = 3‘ \_J.»a‘o c.»‘.,.» ":9‘:'\5'3 PlJL;‘ AS,.,..‘J S.&‘)S'
‘_g&, Sy cpl 3l colel! L oaS REX P oles aalas!
A (538 geaaby ololid Cdy ealz! e
el S8s a4 Sunp Al o ans B S
o] as BT Sas sae SI-
3 U)f;”"l" L.SLQJK £ u.’(._?c. 2 PEY | PSRN >
s 5 Geasl S8l )l Fhe 2l
e S Dgl oa s ys Gt =l Gl 2ege sl s,
wlisn byl L 94.56)5 ao= 8218 O5LL egas s po
elolis 238 5 g LT sla S o @l s s a0t
o M R S e Son 938 el
¢ Wy W Bg, ! dr g L e oo @) oty
S 23S oo ) R GlS)) s owp e s oz
o i gy e ) el B ey
W yu BLE T3P 63;1)‘5 6L§¢cbﬁ \_Sd”-—"lﬁ \!‘-ﬂL-o)

RYRSIPRLES WV (WX PE PV

S o, g (5,900 Y
S plelilyem ;o cddalnl sl )lS edee IS jeboas
095 9 4 Yees ) bl sl SRy 4l 2 &S
War Ty iz b st eg)F 0 05 (gulpnd
sl SH'5 o plS Gln bovz ) e
Poslinlbipgs 09,8 13355 oozl Glidre 3,8
S B g DYl yo ooliinl 550 pow e o Shag
Al (50,0, sladeliy (gamdiws onsi 5250k )
Dglis

Gl Sl sanaads o, TS 5o 5 Kim
el F e e 5l 9 20,5 lae 5 )le Jao b paY 55
sleg s = e Sell lae X)) Kullback-Leibler
solaiwl (50,5 )5 (gloanls 5 S35 s,y S (SY Lo
Sl glalis w BT Cdo b by, ol ol 00

) o 5] vl s 5 las Lyl s 50 o515 slaal

Joe gacdls s san cola! o)l 5,880 51 o,


http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

Downloaded from jsdp.rcisp.ac.ir at 11:07 +0430 on Sunday May 31st 2020

Obas Sk daat s Cél s g L)l ale Sley Baa daats
ot Sl g 5 (ki ) 25 5 Loy
S2l bt gy ol Sy saea b gl S
oL 5 UNIBS oals oKl 58 59y oo )5 del o i
s WL oS ) poe Coiogas b sl g glmanr eols
Rendom Forest o2 55501 5l selainl b By, ! 25 5 plos]
Oel el Cuz ae p AV CEs & (The s ol s
T13] sl edm; (69 )8 aeliyy 2
3 ol a5 o)l 5 a8 skl
27 5 3l WYle pzmea 5 B Gl o 1S
ebuee jl il aug EYSl ooz 5 Sl SIS lulls
lassle jldins vz | S5 AT oo oo 7 (slKin ndians
[14] sy aaie 4 glh], aSl gy jo ool L))
w25 e £y 4 5 om0 iy I Jyans bt
saze Jlyl Slles gzl sagis LB TCP JSSe b g
5 Slaell SollB o) B e WSy il g iy
L oS lasls jo 09l o ol Sl el yo (LIS G233
Edl o g Jlw,) S35l TCP (S04 5 Sl of yo diy B!
3 am3 e e ! o 3 ooliial b1y 4 o Lnti
f5 e Jlyl (ol a5 Lojuge |y aid jens ! ladiny
3ol Sl g s NN ST A2y il o 5,0l
Dad e oy 538 by SIS Glll Cds
Shagloals il gy Bus onl 4 s 53 e a3

b aols 3 @ GO e a8 ol aS sl

solo oL -¥-)
oL day pae Cu ) aas I &l Sk PR
695235 sl SELS il gloobasgane Uog: a3 (ools
£ e 5 b e ST o 45 553 s e
o () S gless 5l ealezal bogyenly) sasl eols

. ° - R : . 5
45 .)n:.w\;o wa A.(A.,... }.\ A u_Q_\/L\ .)‘..‘.D-) ¢)LJM

5o el calisee slasg o 500,15 (coaaly o 5o
..,\Jy.u(f lea)| dS.uw s 3D dJéy;o 6le—“u~a g 09¢ ‘J.?I
- H < - - . =
Gildes wlela oF Sl &j50 op! @ 5 )

. et § . = “
by:ye o g0 (95 9 Sl o § 005 o0 15
% (§35)3 E7 Silwtent (nl P Mgt oo 3 )ls Ml onl &

- e - o

“ ks—'r'\'.:'"") PS"A )"\ 3 a-\}«h’ Ao T TF Ry P

> ~- | - N . N (N
To =22 Sy, L al}-.\) c.L.Lv wls D (§Og,8 (S

eolal S35 saa s Sy Boosting s Bagging o 5o
aliyy s, M sy 51 eallia o mls ol wiles 8
o e Ty olawl il anily g3l
oA s 5 Yamansavascilar ol a8 M-1 & Klgs
S e ¢ o 5 370 (5952, sladsli 8 AL
Ealo olGL 9 UNDB 0> oL 30 (g9, & <ol
s (SL.,LM kga)f)lf‘ MU}{ solass (_ggb- c..\..i,(_gﬁ](_\,o?
1B, st i) ez 3w sy sl 141
&5 oS eelaiwl Bayesnet g Rundom lorest, K-NN
asgores b KANN o2 o811 gt il ol ) ol
Random Jorest ' solaal & 5 ZAF/AY ls S5e VNN
ol 23 T AY iy oLl e
by Sogon a0 Sl Sie ol Cun
ENTYY Ho0lan! uas aKud 250 5l eclinal b 3,
Shl ey ol 295, Su ool acease a3l solanal
3 e o3l sla S 5 e, o' 5o 110] ol oud
Joma Bl Jake e e e iy el T
b Cesler g etenl aod sclaid laoy > j0 waig ejludl
WS gty o lE by plan i LD o)
Sy 3l s S35 aleil (¢ S5 (Kae 5 Frtam
L emas oS0l I ol g 0! pe ke S salas LLM

(5.53)5 ‘5L°\_}5)' ;\55 \_’.‘ Bl A4S S0t an'sl) Gﬁin -“\JY SJ

30 Gl Sadice eams (Bolal Ogods a3 g
C=m e s shme sloaY slaay av b ganae
Sl iy 10 4 (Spge a0b) Bor Al sl o
111]
2 @awn sle )8 e e ssalia a5 cboilen
ood plil asiis Uty Slulls oj9> > 3 s Il
So x s 2b5) bRy, (p! (seges b g o]
oS5 WlasS oSt S g ansle, o latial ol AL
Gl e 58 L5 15 g0 g catissl zee Bl g
A A BVSISlas 5 U 12] s A 8Ok

b s ong aSed b3 olid o o) ot S

ol o i S By condplad! Glagiesh 4 s

PS50 » of Il g aiuy ST -Y
L]

) U 5l eoliial b3 Gladesh N S e

3l ars s 5 g lel (Shs 7t st o)l sladeli

~4 &

'TFlexible Newral Trees

" Extreme Lecarning Machine



http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

Downloaded from jsdp.rcisp.ac.ir at 11:07 +0430 on Sunday May 31st 2020

‘Sl s

18155 lunliss s oS Sap kil

Lsa).!)lf A.uLi).y @L»La.w -v-y

RSV PR S X IRy

Vo3 yoolia

Se9es ()

S35 sl olwlids Sldos vonls oGl aes

cem oo alxs! Random Forest oo 61 51 asla) L

Ao b slascls oo dygal Sy g ST A3

[,

Sreds

R
(S

S el il gl (ol 0aaf [13] 0 ;5 ﬁL?y i)

|

Y LI IR ] RSV IR N VSIS DA
ST s, anlyy S el mis ol )T s
3 R 33.3‘\2 ;P';b u:uLi.wl ‘))}l;““"SI Cu.l,.;l .asS
Sl (V) IS5 5 ousey

e R Y- T = T B S U W O [LNRE Y

2,5 oelaiul

Ly diansy M sl 31 g8 58 3153 55 by &y

ol g adm ans K050 4 matlr |

Ja.,.aja L | ERC Jl_..q)‘ 5'.%4....._

|
» 2

6)L°T sl F3g 18, a5 0l sl LS & ad (Gukppnails

ool sl J_éksn JUUE ST T VY

S,

ClPse ©DF) e iy &b

Oloj Gue e o301 Sy Jlz (ore 2y
Sl lg 5 9wl cloj Dde dadins =8l o JL—')' Ce?
W Glia slop 5 b o53,)8 aaliy Can sl b
(kS S pe el sal wals plas (M)

M
P2P 4 Clici-Server aws 90 4 (go,pl5 glaadly,

AU Ey ol b ol 280 g oo ounlie aF jobo ylas
Uy raaS o lag
L VR S | FL UG S U

3, TCP Sy
O Galisee slag p sl s, o e o bresls L3,

:‘\E -

REVIWe

20 Newe

S0 Aoy g oyl

il [13] o Dglita JalS jglbods ans oo onl oon 28,

Cliem-Scrver

w_)ﬁl..\aa)\.cl?w \w

sleael s

5 eael e sl oy

EWl sl

Mu):-‘u.lom),cmaeu)h}u

Sl &5 S

ANEVSERUR

by

s . (1@ !
..bru‘,é_su 6)‘L’)‘~'

c_;“é‘\l"ag J‘“ls)ﬁbd'? Do loai \_s"'.'u J"""fj 3 €23 s
S on o 5 onl 4 Nishipa 3 ) 90 et S 5 L
1, et ) sleas 4 90,0 e JLo ) law ;> TCT
Lgl.ﬁ-’\:_u..v 4 sala L;..QS | JLleI \:A.CJHJ ‘..\..i'.; & 5_ _'ASL’_)d

4.;.,......: «J_\)ol 45..».) )J 9 .a\ ‘JJ.SG.‘: JL.,J‘I

\))S.\.a..\‘. X‘L) Cou n.):}ﬁ;\d__.: Md;lﬁ@ 3 MRS

.\X};ga _;‘)é Lbd:w oS le.)‘ e crP blﬁs)a
b‘Jo 4‘;'7"" ).} d........~ xﬁ}l.-‘ é'&.?‘-) ;\ BE) a.\_...:Ja...o dboéld
(\) Js..k} ] PO ral:u\ o ;D 'S 4 A Fr X YO

-

sleds o b g0 5 anl, s

Mu)wdaeél.c.wa\.),o&&d.cL‘, v\'{“f ,l.g \_f)'-’
)-.‘.J"‘;)'J:b-nksl-ncj;- S et BOl me fimem il

PR ' [ RS VI RCT T P SRS P ¢ I )]

(Kigure-1): System Structure (v Emulate Puckel Loss and Data

|)_v j)‘.x‘(.,m.b ‘JJ"‘”'“A )..._a_yd_r
..)3..2]0.?..5.:

Laosls tus

Capturing

Awus JW‘ M ,‘SLb.)'Luv-) b DMG)S‘I‘&&? osolo olgg_lL :(‘_Jﬁ"’“’.)
(lable-1): Colleeted Database with Dillerent Packet Loss Rate

sodlas gloaig o

IAE 7.8+ IA & AR AT A AN RW-PRIge W &9 ;31 4ol o
YYOOAA | YYAQL- YYYYAZ | YYOD: TYYYYY | YYVAYY  Y¥Yv.YY YYavas Chrome
YYVOAA [ VEA-¥Y | YF-FFEL | YYV-UY [ YAYEVE [ YEV-¥Y YAy VEE-YY Firelox
VEIEXY [ VYEAAA [ YV-OAA | YEVAE) YYvFVE YPETY  YYIvaQ vavsve latcrnct Bxplorer
YOMYAS | YYYYAY | YYQPAY [ YP-OPF | YERAFYY | YITYAQ  YYS.¥Y yiq-Yy Skype
AVARYARS VAYYAZ | YeeQAA [ YYIVA) YPYSPy | YYAYRA YYVYYY YAYYQ) ‘T'elegram
YEOOYY | YAYYAS | YA4-YY [ YAYVAL | YAIAADY | YYOYYE  YVYESS LAARR A [DM
YIVYY | YAYYAS | YAYODR YYLYHs Y&AN PP YYYYSZ  YOAQL- YAAITY ‘Lwitter

.
r“"@rj " Precision "Rcall TCurnulative Distribution Tunelion

FY b F 6led WA JLe

LB" J \_-:L")

Sl



http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

Downloaded from jsdp.rcisp.ac.ir at 11:07 +0430 on Sunday May 31st 2020

YCIWORE L' JE-TEE PR PRSI FPRS RO T-S{ Pt PIFTCE PP U [ gt PEWEJURpIY B L WY ORI UP SHETRT| SR L)
(Figure-2): Results of Application Identification with Different Packet I.oss Rate



http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

Downloaded from jsdp.rcisp.ac.ir at 11:07 +0430 on Sunday May 31st 2020

18155 olunlis s oS Sap il

1
“9\
2
)
2
|
§
J
,3
5

Aoy AW BliSo gOF 3 b (g0, WAl g it & by o ‘5)l.ci RSP E R TE T TRTXENEPPEH | gl L))

(Kigure-3): CDF of Four Statistieal Feature lor Seven Application with Different of Packet Loss Rate

FY e ¥ 8,led ITAA JLe


http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

Downloaded from jsdp.rcisp.ac.ir at 11:07 +0430 on Sunday May 31st 2020

a2l glelelacals L, ot gl aias o slai ] lasals
I s Sz 1y ClaSh 5 BT slaasl o e m5e8
&b Slsld Ths ol exTose b allie (il 5o oo
&35 slodl o SO0 slaesls (28 - eomd 353
&b Slel e (F) s o .L].,Sgn S8 oy e rICESN
Apainy o0 (g Sz & Lsise slresl (rend o5
5 ool pley Dae dadiny S8 5 Sl o pley S
il 75 L ge )5 aly ds gl ey Jlol 25
Sl oo ool lis +fY obss glasil o dws DU
g5 22 polie I3 JSges 85 oo svalie o ybc Lo
W alse 75 L 5005 wanlip Sy e T e
cilitie (g0, 8 gladsl y jo 5 ol dud ,SH0K 4 A
&5 Reed st flotear aiiea o B peSe
e o3lail (i ans sl Skype (g2 ,0,l5 aal slaenls
L ool Sleytae g leatuy ol e o Jloyl ur Glejiae
5 LT o S B e e Sl s
wiile Koo Lol o glacusliss cana, @I calis.

é)L ‘3‘):5 (_gl.b)‘dw ‘u )y l5’5|)5 cla, |x_9m Ol 2 S ’~
o S (S aslie Chrome (59 IS aoli s 22553

Jda o ‘_\ :_L:JC‘I._%.....I ,;4._5 )l\ljj PAgAN | é_._’:_af .;Lijl.l

wl}‘)A._a jpuvers S » CI| Jﬂf)b‘A,- L 3 Sl 0o &l
2ls J-u.o.‘ o~ )" |) i ;_SQ‘)-,')LT L;Lﬁd.al.;ﬂ V\Iy‘_go

= O 4 PIP gladeliy o ey YW G500 (o
P2P (go oI5 slaaals, 5 Koo Slo b o 2alS asye
Sal3d oz el g dis B! e a8 S
@ pS et ()L ppal b Digo O)soa laes ML

5 a0 e o Client-Server slaael o e, Ll caen
oz, ol PZP sladel gl 5 ag EDU! ous o ol
.\:)—igq )‘,_3 Woos ).a.n .‘...c)) g ls ..a..a ,.;..4.......: \JM_T‘

Lo‘ ‘57).»3 JES cL.\.w‘J‘;u,.x e (V) s e
Ll 0ady 000 Lid £9,0,5 Aslp cia gladiin & Loy e
PR ETX Ny PP PO N VN Sy 1T GV L N SR e
(_QQ):*)LS/ k_;lﬁd.cb/u lj.L“"L““’ WY ‘_/\AA:LJ( e )A‘ JI <
C‘):}e;.ﬂ 6')’3 L.;"‘Zj} Ren ‘;..7:_: S, 1,9]5’.5 el W .53..’;7&5:
5 3gd e Al ans BT Lles 10 See g pslaa sla T
(5x3‘9 ‘jl.a_l::.yw D |) \5\31,.3)‘5 sLQA.aU\:- __’:‘L.,L..w IR Q‘SQL;
S sbolis S8y @ utis ol pea i WL oSl oS
5,5 sy Jlen! slale e

v & &
Oledon (w9, —
L slreols gread gy (1) X0 0 9 Jof o 0
Cde sy A AW Gl swede o o)kl S
&5 sl o C—I 5 b eols lei 68,5 Akl
'I*:‘é) ’\_‘:“3}43 "‘S’l a3

)



http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

3
]
<
E
«IW
Po-
3
Y

(|2 €6 ¢ Do e o€jg7 ariry A oCrgrd SO (6 e éroreen

0202 1STE Ae\ Aepuns uo 0S0+ Z0:TT e Jroedsios-dpsl wouy papeojumoq


http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

0202 1STE Ae\ Aepuns uo 0S0+ Z0:TT e Jroedsios-dpsl wouy papeojumoq

3
3,
s
r
-
=
3y
k


http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

18155 olunlis s oS Sap kil

9B e Sl oleSs o3l 00 50 (52,15 dsli g Cdp slading & by o (S S0 e & &6 Sl H(F- D)
(Figurc-4): Ierquency ol Four Statistical Featurcs CDI for Scven Applications Packet in ten equal intervals

Downloaded from jsdp.rcisp.ac.ir at 11:07 +0430 on Sunday May 31st 2020

ol o S e S0 Geian aVaiy  ac
Sl ol oY culls MIT eae oSOl 51 eolin!
N IR ST NV PSS V3 NI PRI
womas 00 sleseg,s g loay¥ ol uizmes g Slasts

Lo a0l (V) gy sclaid 050

Ly diansy M sl 31 g8 58 3153 55 by &t

politunl 3590 (mmad a8 laside (V- Jau)

(‘T'ablc-2): Characteristies of used Neural Network

oluxy -y ] -
oS3y $9929 sy p Slaws
YA o3, @ ly el gladaas slaas
VYoo 03, ;2 &ly Sl rdiges olas
\ s sl &Y slass
v oles &Y 52 (g dles
I8 wrSek =4
e osgel 58 Slads o 3STas
O S5l UBgi gl Uas ainal o

o3ls degars 55, g Higa 5 s Wb (pae a2

1¥ B P2P sleacl p sl 3l 7 5 Sl LY (V) Jgu
b 3 cows ! (WO« b Client-Server cleasly 6l o
58 S0l Lo e ki jo G S b b Gl
Ol TPY 5l jglae 5w o i3 ) (ganail ailais S

I Receiver Operating Characteristic

Gt

2 True Positive

FY b 6Ll WA JLe

Sl aods Ljpea ) el by, peslsB S
1ol Y (s gl e nj Sl S
Slo dlols ladus o315 a5 5 kel sla 50
ZA s Bok Gueyoae (i Sl slaaiey o
g o )5 sloadl s 13, 41 225 L doaiy JLo)|
[13] 058 <
ol aly o sly gl sla S gl 5l e
A S Glaasas 53,8 Al ol 2 sleara
o3y @L eolae )|é).3 wd 2 ‘_g‘).p 3 00w le Sai
Syn dpmsloes olisS slaosl > WCDF il 3o
Pl b 681,52l 2 4 S5 T S e
Sl goalyr Sl golamd v sogy9 slrdiged claa
20 GlhA Ty e sile ba)sy ol A 2 &S
el (38
solal all S35 gonaies g s aSUE Sle
.O};f:‘jc
SR g orar &b popad 0 Sy Sodp

! 0l 03l Ty I dalsl 5 dsl> :Jl.u

=i ob),I-0
bl 3 eadzl gl ol s B L) sl
T S B R L WS R et


http://jsdp.rcisp.ac.ir/article-1-825-fa.html
http://www.SId.ir

S8 U518 5ee [10] Chen 4 [8] Qin Lawes suad),! 5,

Sy wlelis cse gl ol mls @) S o

B oo Gl 1y (oo gy 90 b auglie jo (golgris

U eolislon gy (o2 bl S0 Al (0 JSC2)
Chen 9 Qin gl g,

(Figure-5): Comparison of the accuracy of proposced method
with Qin and Chen methods

ol Gl )5 5 (5 S Ao -
Sopee 0 5300 S Glyiear all Sl Ll
7 e a8 Sl Slalis s el Glaill; gleasis
la S5 o' 3 Ml ol Leloe w)lel slai T
N YRR S0 Co /NS 0 5 K SR HRT W
2 oskel ol ) (S lsea & Cul A0S 0

ol e ol glo 2 5ess fle FPY o oo glo paudeds
Sl S Jlocliinl b o sd oo vanliva a5 b ien

W sl bslacsas o gluld s salp! e
LB ay g bl SR OF I Sl shoe: 4
Bl ents 55 (AVIA) Jlons! bama yo lulis
|

SGse Heba uale

P

Se0 | 0nl oLl sladigel
sdelicmca; o Vg‘i‘;:'r_l) w250 Sl pans )3 )
Ll b2 0ale Lad () Jgoz yo
Bgos olawi o) dsby 2 sl (F) Jsam je
Doaus oolo lis (63,0, &y o 5l eudedlo il
s Sy ) esliwl b s cdaline 65,5000
W) JIS2) adsl s & cord bl 25 snig! 5
wlolus a5 59 )lge 5o 5 bl 23 gt BB G5 4
Seeliblay [y (53,2)8 Al SO A g e wiges Lol

e

ol 3 asl oyl e volo ais ;e o5 all

Slox

L Client-Server (gloasl y: 00/g313) 50,5, asby o
caswd s g peds Ll (P2P cboaely ooyl
ooy i olail sladigel S Chrome 63,,,5 <l y
5o Ly S| TF 3 Fil'efox ,\531?)‘5 \slmd.nl_vf LR Lj,.v).n PR o]
Llis 5,3, ¢ ooy Client-Server slaaali 5 o3'5ils 5l g0

Skype 335,55 anlin ololid [0 &jan et 4 g i b

Downloaded from jsdp.rcisp.ac.ir at 11:07 +0430 on Sunday May 31st 2020

ol o el yhae gyl slaaSi o pdTleas cbS sloaasyy & g e sadools ya i olid! glaaigas 251
035 PZP caaaly ool 1 as susws IDM 5 Telegrum
s,

[
~4 P

SOl slabd e e Y DG ) e allie
ond Zl ! leains 5 sazr (o ll o iy S Sy dmglie cgz 5 b)) o a0l alie

ol 9o b ey o) oslaiat b sl Cds e qooleany

0515 dali jr cdn Ll L (- Jada)

(Ll'able-3): Identiflication Results of Seven Applications

Accuracy I Rate LT Rate Precision | Recall F-Mcasurc ROC Arca 69 HH 4ol y

74.96% 0.750 0.032 (0.796 0.730 0.772 0.958 Chrome
76.5% 0.765 0.025 (0.835 0.765 0.798 0972 Firciox
94.63% 0.946 0.013 0.926 0.946 0.936 0.99/ llernet Lxalorer
89.93% 0.89%9 0.014 0912 0.899 0.906 0.983 skype
99.39% 0.994 0.008 0952 0.99« 0.972 1.00 ‘I elegram
98.29% 0.991 0014 0.923 0.983 0.957. 0.999 NM

100% 1.000 0.004 0.978 1.000 0.989 0.999 Twiler
90.53% 0.906 0.015 0.907 0.886 0.903 0.986 =SSl

Solaidig (Hgy Sof w5918 aoliy cdn o lwlid S50 jod )0 s 4ilo (F- Jgo)

(Tablc4): Confusion Matrix to Identitying seven applications using the proposced method

Twitter m™mM Telegram Skype Tnternct Explorer Fircfox Chrome
2 127 79 188 172 386 2856 Chrome
0 76 4 46 91 288Y 634 Fircfox
0 0 6 49 3621 " 39 Fterel
Exploter
RS 111 66 3414 27 55 38 Skype
u 0 3768 17 1 3 u ‘Telegram
0 3742 0 24 0 15 22 DM
3791 0 0 0 0 0 0 Twitter

! ialse Psitive ? Confusion Matrix
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