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Abstract

LPWANs are a class of technologies that have very low power consumption and high range of
communication. Along with its various advantages, these technologies also have many limitations, such
as low bandwidth, connectionless transmission and low processing power, which has challenged
encryption methods in this technologies. One of the most important of these challenges is encryption.
The very small size of the message and the possibility of packet loss without the gateway or device
awareness, make any of the cipher chaining methods such as CBC, OFB or CTC impossible in
LPWANSs, because either they assume a connection oriented media or consume part of the payload for
sending counter or HMAC. In this paper, we propose a new way to re-synchronize the key between
sender and receiver in the event of a packet being lost that will enable us to perform cipher chaining
encryption in LPWAN limitation. The paper provides two encryption synchronization methods for
LPWANSs. The first method can be synchronized in a similar behavior as the proof of work in the block
chain. The second proposed method is able to synchronize the sender and receiver with the least possible
used space of the message payload. The proposed method is able to synchronize the parties without
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using the payload. The proposed method is implemented in the Sigfox platform and then simulated in a
sample application. The simulation results show that the proposed method is acceptable in environments
where the probability of missing several consecutive packets is low.

Keywords: LPWAN, Encryption, Key Re-Synchronization, Hashing
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Plain payload
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T:20

3" msg

W:221.01

Plain payload
P:40.00 | 435002874220000000140000 Ex(K)

21

S:0

ol e e

Cipher Cipher Plain payload
550842e21030fe7bd62811dF 55084ae21030fe7bd6a81 1df IDx(K) 435(33334220000000140000 |

Sigfox Network

Cipher Cipher Plain payload
16ecfI8273e2c9813cTc8ebe 16ecf98273e2c9813c7c8ebe IDx(KJ 4350028F4220000000140000|

Sigfox Network

Cipher Cipher Plain payload
166cf9827 32008 13¢ Tc8ebe 16ecf98273e2c9813c7c8ebe IDx(K) 4350028F4220000000140000|

Sigfox Network

S ok 6y 30,y Cdls o Sigfox 4l jo ply Jlwyl digod (Y- JSCi)

(Figure-2): Example of

W:220.2
Plain payload

Cipher

sending a message in Sigfox network in block cipher mode.

o

P: 40.00 I 435C33334220000000140000 @ 326818e021c1309286ef92c9
T:20

Sigfox Network

Sigfox Network

CTR:2

4delc42c55e728d7fd7ae2af

Plain payload

ab54dc77ee9d008d94 11ad4e e6b5185bbb7a285a696b4fel

S: 0

Cipher
ab54dc77ee9d008d9411adde

Sigfox Network

(Figure-3): Example of sending a message in Sigfox network in CTR encryption mode
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(Table-1): Probability of re-syncing after losing a message

from the cipher chain.
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(Figure-11): The mean and median time required
to find the key.
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(Figure-12): Probability of re-syncing after several

consecutive events of message loss.
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(Table-2): Average number of messages to synchronize.
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