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ABSTRACT

Currently, the significant growth of the number of users of online services and distributed
Received: 12 June 2023 systems generate a large amount of database information at the level of data warehouses
Accepted: 25 August 2023 and big data. Data warehouses are large collections of business data that help organizations

and businesses make more accurate and intelligent decisions. Big data is also a very large
collection of data collected from multiple sources. These data can be the results of evaluating
the performance of an organization or the interactions of its audience in social networks. Due

KEYWORDS: to the increasing importance of big data functions and data warehouses, the issue of
Security Management maintaining data security is the biggest threat these systems face. Basically, dealing with the
Reliability category of information security and security of internet networks, data warehouses and
Data Warehouse services based on big data, requires special attention of the organization to the position of
Big Data information security and all-round security of these systems, and this category should be
Data Encryption considered at the macro level and from the perspective of benefits and benefits. it looked The

existence of security weaknesses in these systems, the lack of proper training and justification
of users regardless of their point of view regarding the position and importance of security,
the absence of necessary instructions to prevent security defects, the absence of specific and
codified policies in order to properly and timely deal with Security flaws will lead to issues
that harm all users and the operational capabilities of these systems and actually expose the

1 Corresponding author information infrastructure of organizations to serious damage and threats. In this article, we

&4 za.nasiri@sharif.edu are going to research the security aspects of data warehouses and big data and examine
effective and logical solutions in this area.
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