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2. Federal Bureau of Investigation (FBI).

3. Computer Security Institute (CSI).
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1. Lawrence Cohen.

2. Marcus Felson.

3. Criminal event.
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5. Motivated offender.

6. Suitable targets.

7. Absence of capable guardian.

8. Anonymity.
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2. Value.

3. Inertia.

4. Visibility.

5. Accessibility.
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1. Firewall.

2. Antivirus.
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4. Increase the effort.

5. Increase the risks.

6. Reduce the rewards.

7. Reduce provocations.

8. Remove excuses.
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1. Target harden.
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1. Trojan horses.

2. Penetration test.

3. Control access to facilities.

O s G\re) gl

V;)\AJ-‘N/\V\* o\ .\3_)\.@/6}5


www.SID.ir

. 3'};/6,3}..» ﬁ‘\ﬁ B\ 6&\;¢bjé\haﬁh\)

4 bgy e SLeMbl dbabelu 31 (6 ke . 3)ls lasll, r.i\ﬁ)‘ 6;;@, BERII
Laoys IS L S oo o o 3955 03 1y 3131 (33500 b (3950 Sla 2005
Jds 0 S el s o3 4 a0l Late g5 okdnyly slaosls Olje 31 il
353 s bp SLSSE 5 4 55 S 25 (6,50 4 Ol ayza 035 VY
Sl G LSS ool (NA TR ) 3505 ool Oliedsl 5 g OUbI sl axil
Ll by s 9= ) 31 eslatal ALQOTO.‘{JSGJL«'&JJ‘J Se 9 las399 Jj:.f
0330 Olo el 53 omile lie & il o J 287 u 0.03, YU aS™ l _gok
S osliul (A8 Jras (63555 xS Olyie 40 LlgadS ol Sal, Kos
e 4 0T 31 aST s KaglS™ ol s el K 5,ST1 (slagS 5187 (ol (slaaSt
Sbaliasl  amwylisl (gilome Glaco g pasiis iiby 55l o0 i (S)lone
i i 9 Laesls ke e (glstmme 4 lane (Gla g pud J 1S (S S
LAg:SfLJ::.@:J L(¥5 VYAA ‘Wy‘_;ojb) A&)‘J odge 4 |) o.L.:J..’Z..".'..A éblﬂfr-ﬂ &JL,GJ
Saa) SNty Sl srolin B3 ( JS 5 o) SLaptacs ool 4 aolejle
‘;é‘}-:‘ L;Léﬁw)j rbu‘ Ls‘J—’ °J;-.’.j a ‘L;‘Mlib )lj.\j? L;Lhw‘))b U’i‘ Ll
ol o Vhosd=w bope gla syl dagng)s 035 Jsine 4 by o sla o)
S350 3 0358 Lry5 4 Al o liiS e Oolommena 4 bgy o 8515 Sla gl
ANV TR L)) Lsd 4 S IS 4
B SE A ((O::JT)‘}&M) Ol eslazul ¢ iy sz:ii-:g Slrogd o 2 3l g_;<i
QLg@L?ju&Lydgﬁﬂ&:é\jolgﬁ-6@\@2&:-(’:.«.:“& ;Q:.C:.ST
&S 515 3y dises glas i) Uats.l;gjg: ‘CJ?‘STJ‘}? sy AS@JJ:S!)[AQT
"ol g ke sboul o6 )10y (65,8 (sladali y (lae Sy 4 (la sl
O:.ST)“’::J s :uU)‘J S¢>9 Jgfﬂjb @ gﬂ.o.ﬁ-" 6‘-“)‘}5—’ C,..AAQTSA.LQ:-)‘ .9
Sl S 033 g o Ll wbly (555 2 4 AL l3Ble by S bl

1. Encryption.
2. Demilitarized zone (DMZ).
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1. Screen exits.
2. Confidentiality.
3. Decryption.
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1. Deflect offenders.
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3. Chat room.
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1. Control tools.
2. Increase the risks.

3. Extend guardianship.
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1. Spam.

2. Proxy.
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3. Two factor authentication.

4. Utilize place managers.
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1. Strengthen formal surveillance.
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1. Conceal targets.

2. Remove targets.

3. Identify property.

4. Disrupt markets.

5. Deny benefits.
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1. Anonymizers.
2. Cryptography.
3. Security certificate.
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1. Reduce provocation.
2. Reduce frustrations and stress.
3. Avoid disputes.

4. Reduce emotional arousal.
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1. Neutralize peer pressure.

2. Discourage imitation.
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2. Set rules.

3. Post instructions.

4. Alert conscience.

5. Assist compliance.
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1. Control drugs and alcohol.

2. Situational crime prevention (SCP).
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