'Hall(pas §48a 9 (5 yaales haa

" ol e
"ol o2l 599

R

Koz Culad (g ) wilgi oo a5 Cuwl (g az ZMw Glowan (g b gakos
g ol alo 2 ol 5l (185 IO 1) (98 f 9 (g0 (315 5L bwgl oy
3 (S5 30 555 g LS il y ] 38 (6 i L S LSS (LS yo gueilgi
sl il oo 1) 95 & Jwgd oo iyl b LS G b

312 stk & U o (W90 ad o3l (6 e Lo 3o yliidgi o 5
Gabo> S bl a5 Conl (pf (ol ow p 9 0 (o) 2 90 S @ gl oLl
@ Jwgi b g 595 4 J—wgi a0 (595 & Jrwgi ailinw] (30l (ooladl gyl
Gakos a5 3 15 o0 Al ol g Tl dilrbuns galos SO J3lro (559)
oyl diloluns’jgjd Juwgi cazito Jo joicn (F) Y (golo 399 (ylgF (o0 1y (53l
Ghlus o5 cwlul sBES L ) 4 03y (g ml—w (galos ;505 (Gom I 3903
@ 90 158 lto S b ailbel o sakos b wld B Slasl Sl b golo
2 i eled oo sllael SUyE Cdgd a1y £ pieo gL 4y Juwgi 35 by acdils
Gailrbuns galos Lol (il dilobuns (galos 0> 43 45 (g i galos &y i
Jgin &9 yuiio £LS & ylgi (o0 gy Sl I lrie Cld—d L 1) (£ 985l 48
0,8

il gados (g ylw salos (595 4 Jwei « gl LA 1 guudS 5 51g

R ity & 9 0 8@&

ATOENY dlie ol Gy g,b O TAFITE alie Cil o o b )

Jsbme oty g 16,0 Bleds 5 oL pgle oliils ole ln giae (Jlodlipm 3ol (5555 .Y
a.ghasemil 959@yahoo.com

Il Goi> 5,550 ¥



Jallos Boda 5 somlan &Y

M‘)é

&olyz (F55,50 5 Js 4 Dbl )| g Sledlbl (65108 oanld by
556 4y crolem .l 0ol i eloixl g (golal o sl ¢ pwlw Calizeo slal jo
el 26 gl a4y (Se Sl Sloss 5 laily], cloaSi s 5 bl 4 (gloaslss
asls =] B U] 61).: ).u ‘) guéﬁ&uw] ‘d)l?u 6L43 kﬁ"l'e’> Mb‘ loads
iyl g ool ulu (saime) 4o aass g 6 gleyd aS cwl s oy ol sl
Ol (g e o KisS i g Sias la,eiS A el cpl il e wo &
(@¥lo,d Ol | g J S piw adad (50 sloyg51,35 pslasl SIS Sha sl
o2 g gl bl il gl (b)925T) Cod daloslen ()05 (655
30l oe o Gro Ly jlakadl o 0 & @l o)lg ) Sled s
il ) ] Ban 985 (55le (sLad @ wilgs eepY (sl Il i ils LSl o
503, LByss csbo coaSid &y e LB J5 5y 03,08 gl lazlye
O o b (S B wdle Sl Gl a5 Al it S ey izl L
w5l cdadloe gl o LB I lie Cjeo 10 b g anls |y Hhas o5l glao
OF AYAY (o) aal el so )8

Gagaes 4 ol glad o Connl oS cul Slasags i 59 (a0
Slejle osas fame D3l ol 5 ol 005 Joy Mall ey (snlr (sogas
oo Jols glacd, in paaz o) dsliakd | slacgase wxie Jlo
08505 5 el el 3T 3l g 590 o, 5l Sl )| g Sledbl g
Wlgi oo SEML] slacs 5l 5l il gl soslitwls g ol 05,5 uST
A/RES/56/121 of 19 Decem-) «aisl axisls bs,928  soles 5 sovad 50
Baa b plie dolie 51y 058l &g 4 aiilgs oo Lacsyslid b «(ber 2001
A/RES/63/37 of 2 December) «aigis solaiwl o Mol cocal g LS Laa>
US adlis s M) el s, 5 bosysTosd 5l oozl 5 oMbl Lezib o (2008
(A/RES/64/25 of 2 December 2009) «s 138 oo b  Medlirn (sanel>

Snlo Soil ggdg0 aili oo (Mallinn (UloGsi> &5 plaa 5| (So

\\#



V\Y

oS guelsd Gm sl 55 4 Jsgi B9 stz el (o Sl T 51,
ol g wled oo melas allin Laly) yo 1) locdgs lawgi jo5 a0 Jwgs
2,00 55 503 ;500 Sdgs ale 5 ynlw glad o cdgs Sy H95 4 s 5050
b bl s jshate 4 Uy (508 o) S8 Langs IS5 5yl Do
Srate pol> gk (nlplis Sebe (o Sgs S a4 Slusl Sl poe
oS Sl pogar Boix b e el il g IS5 €l ml 2 ]
s dilo s agle 5 Sol slosla 5| gy i pms il g s siliandsld o,
oS TGyl o5 (00 3D S o0 D50 SIALI) Gl 5 Laosls
skl slailels b oledlbl daosls (o8 i w8 PSTL o, 5l sl & )le
&l5 5 S 3algiaul e eopde ¢ qusbims (sloo S ol (sLaS 5,k 5l (bl
e B o 0l L (AY VYA Lol5SL)

4z 6l galom S5 85 el Gy Gl @0 il plie 3 s ol
Sl yay ds Jwgi a0 b o5 4 Jwgs sasliwl fgole LlBILT O ls ol
4z Senlg oo A Alldis galox S Jolro 5 4 J—wg ST L
Shglad slalex iz @ gl 0 i |y laassly

el .
Slloo az )] jlig o0 i b g2l 0 T b D)o
2 SledblSizy o5 Sledbl Sllas .05 15 o 1,8 g oo oauel T« el
S350 i ol & il (aaolne plSin g ol (5l Glasgazma 5
Sz slasaisily ewin 5,515 4 (Schmitt, 1998: 890-891)
il 5 ol sloalis o Sy, Sllas glaill, lasi s Sllas o S 2SI
(g LiBgie o5 08 3l jglaie 4y a5 el Sl iy sl bl L Sialen

LS)..prLsLli)s)\@wauﬁc)ojwouLc)Uolusﬂbw)pu

1. Cyber Crimes

2. Cyber Terrorism

3. Cyber Attacks

4. Information Operations
5. Information Warfare



Jallos Boda 5 somlan &Y

(Www.dod.gov) s 1.5 o &yeo e slaolys

g ladill) lawgs a5 Sl ugalel 5 (goloyue olad 'l slad»
bl (28ly slis LS o 1) (55lme (Lo g oanl 0925 4y slasibl) slaas i
oolod 5 el 4Bl anngy iyl 5l 38 Lad ] (VY I YAR L L) ol o5gas
oS Shlo» ;550 Lad 025 (oo 2 o ], slaSerd Jluzms slosdls
b Sl Zel LS g aiesloinli (Olaty 5 o050 Gge 5 Gl
€3, Lo Lad cpl jo Cudgame g a8, IS Sledbl oo 5 golil sl Lials
V5 ¥ BlSL)

CMas? p Joiiin € 1AL slaSis Sldaed ¢ ol 51wl o5y 4
oasis 5l 5,08 0 00 Sldeor § T slaL) slaSil gLy T slaill, glaSn
o Slelos iz 3l Slegabao 15 o Lél S pdg@ia Bl po s o Sl
Sl cleaSio 51 o1 o Slkos b eg B sk syl Edes lsis
flaaS s wad b 5,1 55505 SleMbl Jilod 5.5 5510,5 52 g 0092 Sglie cdass s
&)l o0 Slles «(Watts, 2010:400) ol alo> S 5y (gldnnin wilgs oo
DLl £8 5 g (cwgmlsr BB LWl oo izes a e Slail]) slaasid |
el G5 39 (omsgml s gion pue 575 b 55 plasl ol 5l s
Gl 00 & Sila 5l Bsi sloallss 5l s by 5 Jgans ysb 4 sl
(Dinstein, 2001: 101)

Gy a5 e Sl (eloaSs 5 ol o0 wlilas 51§65 ol sy
GhaSss 83y Il GlaSds Ear By sl sl g SleSl e
Sl E8 s 5 gyl 5l oo S oS glaib, glasd Sliles (oo sl
Baa b Sldes iz e oo (o |y 0,5 o0 O jg0 dleas dal i g ooy
Sl skie 4 g glably (el b Baa slaail]) 0 09250 ledlbl (006 b pss
2 Sl (55 35 5 o aaile Sl 5 J S pheeees i3I S

1. Cyberspace

2. Computer Network Operations (CNO)

3. Computer Network Attacks (CNA)

4. Computer Network Defense (CND)

5. Related Computer Network Exploitation Enabling Operations (CNE)

A



114

858 o0 ploml Bun glasl]) gasis
Srnlo Doz g pule sLad )0 555 4 gy Olile 51l bgi cpl 5o
60)‘9 )‘ Q|JA \.L.ul.v )lf)l_w )5) G J.u}v d?” s.)l.‘>>ua..0‘ L| i \)5_...4‘50 solawl
(e s 5 sl Al 5,518 b o Sl 55 ] 5l
lowas 600[.{1......4‘ séﬁl.w u)l—o? ‘J..al.‘> u‘*“ﬁf OLH..: B su.ulfL..s Ml) Ja.u).o
M a5 wil gl haslie oz lo 4o slalas Ll o gadolie

50 Bleie glapdlo b aS T« iz O » (bl ! e Glhonds g9,

T pol iy Jyads 510,08 o0 g0 L], Slasusls ade 5 3ly sLad
RES

il 5 o buslis ¥

slas o sanSales Slulid ggdge " Oluih Con 4 (21308 5 5l i
R VCUA PR Iy BN PR 50 SO0 EVPIGH  PRE= « USSR RGOV 1Y 00 Hve
Dled e |y 098 15855 oiws (slaasits 1 oolaiwl b 7 2o ool i
ol Gaile wizl_Slius pmlow Sz pie G g jo | (S iz e (L o
45 s o 3y Bl ol Lol 5005 395 alo prie y5 S ylwlids oSl
ailaslsy 8 ez iz Gy 5o b o saall]y lalo s> b jsiS ]
Jles 0 did S8 a0 5yl Sos Jlo oylexe 4y (Brenner, 2006: 424)
550 pimo S pol oomie SYLI aiile o9t 51 o Sigiasl )5S s (godgn Yo oV
51551k w4V Lo (galas Lol 108 57 & 50 disgy (gl jad
il sgmtils aiz 5 Ll lyzgi Ky dansgs 1S5 sl oaie Y| glés
Shackelford, 2009:) cé 3y & a0 (e samie Ol jo aibly, S &,k 5l g
(231-204

1. Cyber

2. Kinetic Attacks

3. Attribution

4. Internet Protocol (IP)



Jallos Boda 5 somlan &Y

2ROl Zaled 53 (srmle stk Joie 1925 olobid (> o 4
«Dinstein, 2001: 112) el gl 8 o] S50 olulis Sl a5 glaloas ¢ .5
g g i il sLalS g s g bl (59108 0 i85 & jg0 slacd )iy
Gako (LS5 50 plolids (28 50 wled Jolel 1) 6 rmle galor pie LS
Jgol 5 aclgd Gull 1) o g oo LT a5 05 g0 7 )lae sy (0! s rml
B late Ko M a8 ol g o1 51 Gt ol Soged el | ga5d s
Jl)ﬁ“s.JSLﬁaj)f Ja.wy \.\.u‘y‘s‘o k;él_».u:\.v‘l.b)}ws).' 03>LC 6)...'l_w u}l.o}
Ak ol

Opes 8,5 550 Gl oe |y (28 i st b By plie )0
LS"\"“’"‘}' g_)L..:)} K B e ‘«LsoUc.:.; LS)"‘"L""’ u‘;é}{b» uo)ﬁ ‘u.‘).mol_,.u 9
U’“))‘ R o o cho)?mja..\_w ‘5..\...’4.:1*]0 LS).A‘ 5LQ)5.~.5 ‘SAUQJ 6)...'l_..u
L:oo‘ajf a5 00405 ‘a)l.d oz o Jle Q|5.:.c Gl ool LSCid (g ymlw uli; ‘GLQ
w5, o, «Condron, 2006:405) cel ool LSas julw slad slaXin 4
ailed oo Coons (500l Sizeg )5 j0 a5 cl SLS I 6lls 58 sniisge
1y sl ool mmaile 8 1l 55 oSG o] sasie YL «(Eshel, 2010: 76)
.(Beaumont, 2010: 10) el ools LS5 (6 ol O b abilis jolaie 4
P Shlo )5S g 5 (S Ol pl (Ml (5500 Waiiae GLulS ) (S
(www.bangdad.com) ¢l (5 ule slo i)
ua.ljg.m.n C).lo (\) g 60\)Lo >ge A |).>) ‘QH oals Cnas u.\ml.:‘s‘o Q—l L5'9"l5

Caste o ylojles Hodlips B5a> G gumaeS Lawgs oo oulats cdgs Moty
e b olad  lal s by Jlooage a5 cpl 5l pel g0 oled o pla3h

1. Uniformed Hackers
gy sMea Vo o) CensST o 50 Hallins 9 GgmmaS (O] (g 5 0lmiy ) )5S S )b Y

AL saslialid (b1, 75k cnl 5 sagae qorme 0 il aoie Jlo (lojls sasas gaze 41 s 5 S
Sgei cugai RES/56/83 of 28 January 2002

\Y.



'Y

@ o) Chog 4 axg y90s g 9o CLSi5 0 o] Cabge 51 A o il
Hedlom st Gebo ecdgs (Jome 0l a4y by po 0lei b (655 0 oS 0l lge
009 ol (8,8 50 S (00 NYAY (el>) €00 5 o Cgusne Cdgo pladl
b god i 555 e (A (gl ol S 0588
&S Jtis L) SGlas b oals sogar slacs b aile il Jgsass ol
ol 1 55 8l salad 4o anlai oo Jlosl |, cdgs Il 51 cogas Ugils
[SPWEEoY C,Js.) L 6)...>Lw u‘;é}‘u )L';_é) ‘;;Jﬁo GLLQJ‘O...» VHJSBM C).’a I\ L5°‘>L‘°
355 Mo y3 (ol 3,50 Gl 40 jg5e axly b (asd &5 ()] pdg s 0005 o
G ATYAY (ol>) ol 00,5 pladl

b g s mle (153585 a5 3,13 0929 IS il pg—n (22 ulal
(Ophardt, 2010: 12-18) Slod 3 ).._‘>‘ 6)...ul_w o> @ ‘B‘..\B‘ )5.14.’.‘0 A9
@l pbeS il g o8l ez Bl Glgi e (g0 4z 0 &S Sl (nl Gy
Shigled oo e cdsd ladlinn Codgius b A (goole Toge niin g0
e 5o b e L lazal, 2 b dosios Bllao (ol Sl gos 5 b ol
csol>) €oglice Cgmime g0 Jos oyl pladl olliys §5i> 389 ol 00,5
0,5 Nl g uSols Madlopn lgs 58105 (ga—nad ;o (AY \YAY
oggel e mailogle ( Jlo el o 1K1 &0 4 15yl sasie VLT &S Lawe
S ol somie YL 4y LT SIS )) Jles! Gl (gl anis 6 3451 IS5
Lf. ‘SAUQJ uL..Lo..C » )55M (50,90 4o ..\_>Lu lSJ).A] ol uyl_v‘ FLY ‘)D "'\_“bLSA"
Nicaragua case,) «cuils oo '€ S50 (JyuS» 5651 IS0 audlislas ol
Slre a5 0 el Glgs ol s ganad o iz en (1986, Para: 115
S b g S as ) 39> O leladl ol gl fge S
Geno-) wb cod yuss " ol il G lais 15 g 550 S Jleel Coale

1. Effective Control
2. Lex Specialis



Jallos Boda 5 somlan &Y

Bl T e 5,5 Al olFols Ll «(cide case, 2007, Para: 401
Al glaie wpad o ly byl i gillas Wlgh oo J S (gdz )0 aS Sged plel
Sleladl il sl 5553 o5l (Prosecutor v.Tadic, 1999, Para: 117)
).lé.'.a )‘ ..b)f).' |) Ewee LS)LULA “-;?)L‘} C,Jsd tj_v L ML'ULA)LMJ CJ.M.«.Q 6&03;
Olre (pl g sl SIS« S Sy Lse oLl i gl oBals
9 LSAU‘“ 05; ‘SALEJ g_JL..Lo.C ‘5‘>|).lo Lv udj—oa sj...hl.o.@ sk_éb..\)Lo)Lu B as ‘_,’_.Js\)
ol sl Slbos Sl 3905 mal3 b 5428 5 el e Jloromals iz b
ey 0 0aiiS S cad ple jei s disS o 5l Llais fo ol (gialieg, S
Prosecutor v.Tadic,) sg—& oo (25 Jgi—uno ¢ )55 de Jloe! 51 S5 il
(1999, Para: 137
wlad o lbeudled g coole Jdo 1 as e ol adiae €0, galsL_i»
s 50 ol oi iy LB s olEays bl «Shackelford, 2009: 235)
il g pie B0 B2 oo i Gb B g aS (258 13 0%y 4 193, eicte (5l
Slgbh ol wog o cdgo Jalse SO 20 L LQJ Sleladl Lol cas—ils cdgo
[ sSJ la lSJ)AT od— oo uyl.v‘ ‘S)l))u) 63)...' Lrw&wl} 6@4‘9@ uS.: \))9_‘.>).3
weyas ;o oS i g obcslwog o b s s 0 g gouiSis>
asols oo u:.v)’yo] lS...JJ odzio YL go slaaill, (Sl IS 51 S5eSs
Slge 7ok 10 TS 2> 4y pladl oy a5 o> ,» «Weisbord, 2009: 20)

1. Overall Control
2. Shackelford

3. Chat Rooms

4. Incitement

\YY



\ vy

)N 352y (7 po (50, e «Igd Cudghue 390 )3 Mollirn Bod (ge—eS
g 5l Sy SLaladl a5 28,8 amti g8 oo 55 2ok A gosle Lulol
21y &g Codghune (ol I (9,5 b pase b el 2S5 Colas as yo
AT AYAY (olz) clls wales o

a5 0 Sloli Sy 65 s Al 5l g 45 5l 5525 el 3] LlnlS
5 Soilalys o5 canad o bl coles 48,5 & g0 Sloladljl le g
i & ey sala a2z o8 5505 05> (6 S0l i 4o
Sl Lol el 0355 ol o a5 il LB Jle5 o A8 yeloosis YU
Jlosl 4y 1y a8yl s JUdl 53,8 cagls & pwona 3 sl Slolie g
Tehran Diplomatic & Consular Staff Case, 1980,) el o0gas Jos <dgo
.(Para: 74

o8l asslior cul ails ) )8e cdgs Cadghums )b VY (sooks ¢y o
Olyie 4 g ol (gms 3l eiuniEIg8. S, 4 Dluil LB aiiS iy ol b a5
Dge Prd g plelid S350 (laa )3 ek 4 pdy 5 plulid 355 pladl
AYAY (al>) €355 Soguno Jgo o] Las Molliyms i 309 ccons] 4285
Jelse basgs 6yl bl IS5l 4y ile Gl el a8 o ils ax g gl (V- Y
slio (6515 s (g lais 5108 s 43S 4 W3S e el s (50l 250
g Jale Gl el jao jo cul oS ales Cugn (i il a5 a5 6l
gt sl iy Slss 4y aladl ol Gl ISl gyl galo LISS | &

P8 ,5—55 )3 3979 slaalll) 5l 6 pmlw Do ey (22 50
PRSI )90 (i 5o a8 S Aot s« S e SIS (9
45 531 3929 ISl cpl Lol ols s (6,585 4 Hlgises |y 6l oS358
el 95ume (i tails Jogao 1y (g mle ()] 53545 laal]) | jainl e joiS
o 05,8 Ggia b 6, Folo Cum Mis 5 (59,5 Slaladl Sl poe s 4
S ez 59 35800 Sl (0SS o (Bl (e wd (53,5 (S e il
oolinl 4y (531 03] g s 4Ly ennd (6 ol (gl g0 M e
A/RES/55/63 0f 4 De-) el ) So0 i M5 Jlasl sl cJgo 5yal5 |



Jallos Boda 5 somlan &Y

g o0

B> 5 593 4 J—wgi 9 M Careginn 9 (5w OHlo> Y
Hrodlir

JRICTESRW pac B ol Ak (g0 S A i (6l (gl
Lmu] uoﬁ.»a? 5o sCA.lsO u...a.sl? J.@‘ uuLw‘ » \))‘Q g_B"’ ;;Jﬁo BL) aS el 6)9.n‘
)093 o8 g claiml ool audl o wlow allas g 00503 puowai sl ailsls]|
Nicaragua case, 1986, Para:) wlas ouass |) 055 >, C by Sl
Lsoa.o.c (:o.?u \Lso)L.n \‘i/\\ JL»J 6“)&(:‘ )O 00— M}J LSLQmﬁ (205
e L1 aS ol 51> Ll «(A/RES/36/103 0f' 9 December 1981) o_as
(f) Y L5°‘>L‘° Cand ool el Guaj‘wa Ja)‘j) BEBL IR J_..uy Lv ).v‘).» LS)""l—““"
@ nagd s Mol Ly, o sbasl (sl saled oo 580 ate Jlo j92ie
95 2 3L 55545 o Gl Pl 0 coled ale o] Sl eolinl b 55
Olasd Kogai aialezs (g long> il alils culio doin o wslio b as (6,50
ygadls Sye Jalliyn Gai CU5L T a5 de (g0, ,80 g S ols ol
.(Nicaragua case, 1986, Paras: 187-190) oL o oS O e unle
e st 55 (e o) 6 Bl 8 el B (oS
98helis 0580 ! (FF VAN LALO) wilo o Ko ol (g00eldy 1 yg5 4 | wgs
9y A J.wg.v B ¢pgd g RYRVY ol D ] S gl

s, 565 ol e S e o jeiie (F) Y (goole loola il
3 Sl ool ulay Joe b 2lad ( ced b g po g il so i
oS g ool as ] gam aS (jgiS wux b SO ade g ool o s (198
ablas Giwy ol gwl ol pls (Roscini, 2007: 235) «s s  Ki
St G Gmle salem 408 waite Yo jsiie (N T gosle rse

el 00l Eoinn )08 S0 (215 g (S jsal (o alslas o506 gaadlel (o )
2. Jus cogens

\YY



\YO

B0 (Sis g mlo galos il g cpinils G938y 4 09l o0 Cgns
J—58 oo SPB LT, was 039 S8 s S0l (Modlir Ol &l 5o
Nuclear weapons case, 1996,) ol atuils bas o LSS Lyl i )0 jg5 4
1y yesls slad 4o 05 4y Joogs LTS el oyl Lol Sias s el by (Para: 47
o905 (A aoxie Jlo jodie (F) ¥ (oole (cino @ 595 0 Joogs G365 g o

Joe jaie (F) ¥ goole 4y "lancolen (65,505, S b fewly plie jo
Al e 6“‘1&-"*-.’13)*" Lol g8 3 g0, yie Brde ol i) Coloz bidonie
w0l S8 ] saedde ;o aS asSyl jaiie (bl Bos (adlge ls o Sgaze
ST (oles (j3g05 gis 45 g 0392 Siz calias 5l oan ] (gla i sls byime
a5 cal (] ko oole ol 5o 5950 "€ Sledits sLa 5% & jle Lxl g o
slaylad al) o5 Jwsd Cuesios &S ailodss dad (ol 2 je—iie Glol)b &S
ISl ola a5 g0 dasss 0 @l sl s (6 yud soolims 5 (3Ll
el go giae |y amie Lo BIEBI Lo golazdl Slladl 4y Jgi b ayags
(Documents, 1945: 720-721) o 8, sKuml yailes VAT Jlo uil,aiS™ jo
osas 53 oM@ ) AV L sanadlel asile wie e oloslow (s sl
Jls sadlel 3 (A/RES/2625 (xxv) of 24 October 1970) alb_wgs Loy,
A/RES/42/220f18November) g5 4 J—wsi pas 3,50 ;0 g0 o VAAY
ewgs ayiamie Jloyoiie (F) Y (goole a5 ailad oo Colos ay,kas -l 51 (1987
LA SISl 4y als e sie ol a5 Il s sylas e 0,5 ilxlens 95 4
.(Randelzhofer, 2002: 118) wb co (5 s

555 ko B o soto o js 20 () Y (gosbe aS el opdy (53 53
e 4 & Al Lad) 45 9 o0 zrlae i (nl ile oo g ) Al e
Gy plia 5o Sauils Al 95 4 g (lgisa 1) (6 ymlows OMlox LT fun
LS o bl o e (o el b il e Lot 25 g5 o
L oolaul 5550 50 55 #Me (Garner, 2009: 123) cowl 2 S 5 oola il
Garner,) col g5 L8 L (6,500 4 040 dedio Sz ool il gl onis )b

1. Teleological
2. Travaux Preparatoires



Jallos Boda 5 somlan &Y

Sase 30 gy IS 4 Ol st 4 il e sbodl sales Ly 55 «2009: 1730
g syl 4o xS ols Ml lgrs ail aileas ] goas,ls suad a5
()Y 3lge a5 0903 gyl sl Slagdlo 4 g Cueg i (pgas ;5 395
51 a0 0 lge gl s 0,la] ol Slrales a4y asie Lo yo e O 5 FY
Nuclear) 5 ,.5 o ;0 1) 555 4 J—ws G0las colos woolizul 050 Sloxd w5
595 e Sloe s G S 9,0 0wl ply «(Weapons case, 1996, Para: 39
gt il oo 4l azles Glanl gl b g 00gs (o kil BT ol)l8
Sl olse e 51 il 95 L iz é Sl (S plesli
3595 & Jog Olgie 4 G H9iS Som Sl 58S Ko adde ol AL
956 4y (6 S ol Mladliys g 00,8 al asie e jsics (F) Y ool Jxo
Sooke (AR o ge Wilgi o Loz i Ol jleslanlas’ coulad iy Sl
P390] 9 el WSS (g4l 1o (o 1nfe00 S doie Yo jotie (F) Y
BT aele 95 Jogi b o Ol 1) 1 el oaoie VLI angs bl S
bt S 5« gl > «(Nicaraguacase, 1986, Para: 228) sgai cacogs
POl oS 5 (9,5 5glse ol 511500 00 U Sislan 6
JYazul g0 o (Brownlie, 1963:362) o, 0,40 Jlgal g lm 00,5 096 g
S eiz &S Sl oo Gkl (g ymlw DM b o5 4 55 e
Sz Olyie b gl 515 eo5med Blod 955 (allis (0 25 po 1) (gl (551058
Ol 5l eslosgad sl (grnlw (rass b ool slap) 5 5 2y o0 pU (6l
dog] aiile g &l g 9> laps ;S Ty 5 slacewh 45 WS o Coles s s
Soe Sl 5 SOl 4z STaS widlbioo 6,503 Slded slapit—ac
Gl o] coadly (Lewis, 2010: 310) aiy5l oo )b a5 (5 tin o 56 Lol caiiiun
5 el ol el T s BT 51 5ege el (6 ples Mo pitiancs yui 55T 45
Je st 4 ayli o Goo 55 B laie Sl b cdlom 5| (6 )by pgas
Jlos a5 alorbe 55 @2 Joogd s Jlo Sl %05 b plos Sl oloboos 4 plod

1. Dual use non kinetic weapons
2. Trojan Horses
3. Worms

\y?



\YY

3PS jlews plaBl ol goladl slavely dix o 134 co AL (golasdl [Lid
..\....Jl; GILA g_al.......w}o 9 UM )‘)l) uLo.oLw L od)b u‘)l.m}

wPras 5 (g sdeliddglio YV (goole (V) 5 sl e v bd sliwl &
).a_m.tb ..\.C‘93 u,u.u ‘BLQA 5o )55\.\.A 60)).5.0 as uﬁf&\) U‘yk_?" «loales 35&
03‘9" » odYs aS» \.\JLQJGA G:].aa oo lro LS‘)" » ).‘>§.A K49, Brd L G KV-Y P9
AYAY ( JaSer o) €abl aiils oambee po s b alyl, )0 odslas glacdybo
u}‘).»o LY G’?’“‘“’" 9 4wy ‘ls.)).o—‘ odoio uyl.u‘ Ssle L:o)i.uf G>)J Q?"SL’ ‘(VY‘\
)5) L J_wy )‘ 6‘4.:95 u‘g...c O LS)'"’l—"’ Lsd.l.o.‘> LSOJ" » ‘5....‘0 ‘) .)9.‘> olf..\_l\)
&lé\) g_))|)5 6\))'{...A y..f JL...: tSLQ GAL!aJ 6;»‘1.“»‘ S .Aﬁ‘o\)}oj )‘).)‘ Gl
ST yies a8 wled oo o)Ll 00 58 BT L (Slap M 4 1SS ol sazie YL
4..3)5 u)g..a LS)""L""' u)’l.o? uj})b S S u.)‘ ‘OA....SOBJL: G ..\J)Lb OAHSJ..JLA
eizolins 511, 5 5 L (gloaSiad dale b S5, b Sledbol (glaiamss 45 Caras
e gy ael )08 (WWW.defense.gov) s il atils s a5l SO
T glnlio 5 (e T 0155 e oledlol el i a5 Sl ol
syl gBs 1 5e «Johnson, 2001: 443) «acil arils x> gogb Sledus
‘S'.{ ‘5...4)......4& )| as ..\J‘\)‘So )QLI.g g_;{li)é Lso].al.‘}u JQLLA ‘) ‘«LS)'f‘.‘.L"" Lso).obbo»
(WWW.nato-pa.int) oS Ciles Sl 4 j5iS

Grole O aude poSlg.F
WS plolis 1) s ymle sakom Tue wilgy b3 j5—25 oS (53 el L

bl

1. Cyber Blockade



Jallos Boda 5 somlan &Y

soxta M lojls asiol 19 & Jaugs F)

Soxdg Wlg oo it Jho jo—tie (V) TO ool bl o (L3 j9—i5
21y celis slagty; 595 de gt Conl (Soe tiled gl Cotel (slyo—2 4 |,
Saze 3 hled drog BB Jad g J> iz je—iie (V) T7 sosle ol
(S A Sl Al Lo A el sl 53045, pnsy g o5
5 Jlosl ppite wiha b slin 1, 555 Sl Mg e

slosliiul & mho ade wags vt Jho Ho—tie Gyl [l 3 0izpe
zo% 4 ] camels Ll (Osterdahl, 1998: 85) sg sgams 8 laiagabucs slg8
WS 2 apal o Pl Ll il b5l Wl e )53 S G920 4y Sl A g
asled i s ade sayags o il

s |y s mbe stk S e Jlo plojluiEoial lyo— axliy
ebdiog axie o ja—iin YA gools go dsiled o aiS b mloa e
ol ¥ osle g a9 Gl (020 5l (615 gl (sl g 0090 4,
o oo FY 5 ¥ lge ol l o plolons 5 Bl olgitins |, Slladl 5o
o U1 595 0 Jugily g 555 Juag o (e DLl pgaz )0 doie
21 s rmbe sopolre dlgi oo ipizpa doxie Jlo lojlw el (sly9—b S
Joeod calox 1SSl eiall cailes jslaie 4 5 (gl salem Jghue j9i5
ol

Hodlism oBolo & £95, .F-Y
SFebEald gl e g ) b alex Johns j9—25
adliym oBols G 4y bzl pae Jol 5 aie o jo—iis (F) ¥ (so0le a8
Cils azgh Wb ogzg (pl b ogad Jlasl (g uSols  Jadlopn s ales
38 50 Ohlus e (s g (380 Sledbl gagy ;o cenl ([Saw Jlo Dl
o sl g xuSols  Madlons Hless opizea (Www.carlisle.army) ail
Wb OSB3,k g0 ol pl conl (6 L Comdlo w8l « Lol ys slaolEols

\YA



Y Y4

woled 3815 lgo 4 4l gl )l pgas o

Cwlgz 50 Wilgs oo ;300 (435 woxie S je—iie AF (goole 33
«Conforti, 2005: 276) aisb co p5e Mol Bye o0l SO (5,5 Y
0938 gl Cgime 55l a5 (6l SDles oS Wlongde (nl p Hlp—ie (B2
wale> o ) g | S5 pe ol (Mhollinn (6,85 Sl ghmn i gs Sdgan 2
(Weisbord; 2009: 39) coals

Jslize sladl g o 4 alsliio .F-Y
Jolie Sleladly Joo 4y alilis 4 Wlgs o0 @b stk S L3 H9i5
Codsios b (1) F goole oll 1 335 Jvgie sasSalem ade ollai i
Mol @l Jgg—uno cgadle wilys oo onyddnns g wdgs Madliyn
& ol lize Sloladl 4y w53 Sl Blinl 4y 55 de cgs sl oly gl
sbrl Gan b gl @l s 6l SBla (FAT ATAY (—ol>) 555
Casgias Jool bg 03 598 5d (5l Bam ;525 )0 (A3l (gacilio 5 (350
55 ) sl gl LajetS Ll U515 jsel 4o aliloe Cosgios 5 55 & Jwsd
L, 5 el Jilie Sleladl o5l so ,0lB 1) onyodnis jaiS Sl
g5 Sy el S gins 7ol O B O+ Slge 45 55 ie Layl 5 g Sgi
S Sl 58 LT a8 el (al g o e Ll (0 45T (s
saSalex ale o) & Jwgi p (e hlite pladl 4 WS o (6l sale>
ool hlie pldl iz poles alliyes Gsi 5o a5 L] 5190555 & jole
(ool>) el (S8 (g el g (el Edghe 5L (1) B0 o3l
e O) (goole ;5 a5 Cenl 50 45 eyt 02l & Certe Gy ((FRA YAV
Sl Gl gakom blie o £g,—ioo glis & Jwgs ¢ Bye Mol 35i>
Jyed cov pule 6Lad 9 595 4 Jugi azliy &5 Cbls az g5 b a5k jlre

)55M Lso))ia u.;l_wl).;uim‘nl_\sborf)l)sm&bﬁ_m (\°)Y 60&Lo



Jallos Boda 5 somlan &Y

58 Bl goree s (Mol Cudghe 2yl (V) B0 soole (a3
ol gala 45T Ko 02 i STy wlsi o g mlas galo o3
Sgiia OV (goole slitwl 4 & ygo ! 5o tail atils (glod S BT g 009 duas
Oy Jlide oS (ndg atlioo STy ) Boe p55 S 55 e Lo
SBL ooy g (Mollirn Sodghe b 00 (so3le g 5| Jolline G52
9355 Lasgs SIS il osnlas Sy e oy (A s 53 85 Sl (5,985
O 35S gy (1) 00 gosle ull 1005 Juvgite Ao 95 40 ¢ 08
25 el ol 8l 3o sl o0 e 0,8 alyl pladl b b5 a5 gyl ol
(S 5 4y a3l 3l ool slauS” Lol b il e (6 yles (salor i35S
ekl sl ims, ailxhce galos Sy bl &l gilam a5 ] Ko
Jlize (6l galam il LB gladolyy S 510 fpdso sl ibata
il 5 eanl ladss (glamlone (pizr ol el adsl (galom slavaly b sl
FB s 920 4y Cel (Sl (5La3 58 0u JLo )l g g ¢Sl g ol

(Delibasis, 2007: 364) 55 5 jiiie S

E 9o £ld0 Sl & ailxlo j9) & Juwgs F-Y-)

Sy Ol el Tad Jgie ailorles jo5 4y T adde e B o 3b 1y j95 ol

ol aolgs aslsl jo

aileline salos Jolro 5y lw galos AL byl F-Y-Y

alhis (salox 489 D yg0 00 1005 0 b0 doxie o jeiie O) (oole
5 ko Lias gl mY Sloladl Cocal (glye8 45 Slej b aste Lo gae 5 ale
gl 15 5> 4 j5—iie ol Ol yie 51 SG e 5l Joe @ 1) el ol
@ Jogs SLy 558 Cagle) walys glaslal ezl s b (698 5l pel 59>
Wlgioo dilorhuns (galox S5 (lgie @ slabex iz (A )0 50 mle o)
39 Jrogia £9phe g0 4

A0



g

oledl ggoge (pl 4 g i wSols  Malepn lgo a5651,I05 ganad jo

S92 dilochus (galax 5l o2 x5 (s0ls 1,8 5gam g aie Jlo je—iie j0 AT Sgad
Ho ygiie O) go0le 451 oo «(Nicaragua case, 1986, Para: 176) o,las
Sl 5l a0 595 4 Jwg 4550 2 (ol> Pl 4 0)LBl (g0 woie
<yl «(Nuclear weapons case, 1996, Para: 39) c_ul oS> o0l sola
Lsd.l.o.} g as u.a...a_> U”‘ JJ]‘SA)J S J—Lo)g—w-m (f) Y 600[.4 dL._..u )| aS
45 o (i s g g5 sai 428,515 a4y 08 lae el oL
‘S'.{ 6.)LC oﬁ)lf 9 f“'“"‘» Sl o..\.n] Jubp.cz ..\JLQ.' G‘LA.».O ‘) U] Oéf Gl o
QT)L—‘ﬁoOLM‘)‘MBASL‘AJLSAJMCM_w&Q‘)uiswd.l.._wj
Lf. 4.1......45 R )I oolawl cu.v‘).)Lu ..\JLQJGA JJ..\.J C)L» LY ‘) 6‘4.1...».»;9 O aS Cewl
)é ‘) J‘BA‘ 600).'2...5 w)m L: @Lm)‘ LS‘LL:’)L" J-’lﬁ s_)l.a.L: 45 J.:ij )‘ Lsé‘d.u
4 «(Zemanek, 2010: 21) €555 co S dilorlus galos> il a_sls o
21993 5 aie e (lajle Cotal (Sligt Calex 5l oS Azt Gl a0 a3
Lo 3> oo Yo o) pslis g0l OMes 4y 1iSTg 5o 4550 (5lyed el
3590 Slodud SISl Caomw, 4 I 50 1S 50l somie SYLI gl 1) g5
(S/RES/1368 of 12 September 2001) wisgs oois 0353, slalowslon coslazul
Gakox i (glad 5 o5 4 i g8 o LTS cl (nl iy

03gd S8 FnS Dad b a5 a4 gy JS 51 dilod s OMe> iny 5
"l 5 wlior SUS& pl L (Nicaragua case, 1986, Para: 195) .l
JJL&A 45 LS)"“[—"‘" g_)){.o.? )‘ L;:LQJL..A ulf..\.._m.:}' )l é_v u_u.v‘ 003.3 g_a)l.o}
aS 5y ol o0 ahad (Dl sty laibly st 5 J S ols
Slawls 8 slaailyl, ol IS 5l el asls glada>dle JB ,LoyL; 6T
CSaS 5 Lanler slaasl]) 4 Lale oledbl yols ails oy >l LS 1o see

1. Scale and Effects



Jallos Boda 5 somlan &Y

9 o..\....:5....5‘ 9.10‘) 0‘9A)Lm..." Wydd‘i_u& olfjfu)o)}.s—‘)s_{.a Ls‘d.._m.b
55 3 55591 b & T e Camar (610 Bl 3blie )31, 5 Lt il
b arsole b (Slusl ppo Dlals a5 2890 (laSis galox G S Olbls )| adad
SledMbl 8 1 a5 SluS olFys odis s opl (Dinstein, 2001: 105) «a il
el 428 535 (Joyner & Lotrionte, 2001: 855) ailarils asllos
lewoi}m@éﬁbddlp&@ﬂsélﬁdfwmflwl
odds Culaw (slaill) slaasis § basl]) plas ade Wb glalos i il s
il ales g5 i glas > carily jaiul T s alex Bas a5 (558 0l
JYaal sty 4 ol o aes s el ool ai o] 2o, Casled |5
BYSA RPN RPN IR KERE VP U 3 FLOR P HE T WORP-F1 PERE ¥ RV DX
oais ariS leollas 51 Syl wiz yo il dld s gales S Wilg 0« Bun
5o a8 ol s bl cpl irasl oauis o)1y sollas Jlgel 4 (glasas b a5l
odls j1,3 Gaa Iy ol e ylins Lo SO (slailyly (6ol o> (ST o> el
a ) ol @l e s 50 wsl atslas bls ) ol claeulb b g ol
S50 g slall,) oS a5 Caas cplasles g Ju dilbdis sdlo> SO
5988 okl 8 50 SlaL]) piwoo b o jlo 1) U j0iS Coml aS 598 0 0,10
2 el 418 5588 5l gl (el oSl Sy 5o dke T (gl e 5l 2l 40 oS
aS ls s (Dinstein, 2001: 106-107) «aiS cod ol (6 s yol i
LS)""L"" 64.Lo.‘>50~)3...: RV ‘W“-‘-’ﬁ)ﬁw’bu"l’ 6)5.“54.';))[_“} U'))S 0)‘5
6548 Jurgs cel 0395 (6,550 joiS ] ably Bas b osls &, Solas g6 4
cadl b sl 13,5 e &9y &léa EVRW cﬁ‘j Gyl galos Bun aS
Ll dilbs galor> S o o lagSs garad jo g mnSols Mol ol

VY



Y

Oil Platforms case, 2003, Para:) ol oo plos! ailes, cowl (ol5 0ad
Al galos sle gharas S Glgs anad ol o S Cund asie (64
Gl Al Sgamn 0dig 4 |, 555 e (sharas 45 T L g Sl 05905 05T
(Gray, 2008: 146)

SG laibl) aSid 4y (5 pmle alos S LT aS cil (pl e Giw
@il 3855 g wliile e (392 1)l &0 50 Wl oo (—allai pe CS L
ScSlow pj @S (S)ge )0 fogb (Al ailbrl e galoz S ogdlliism 4
Gl 3l ol am 03 o F Slls s Sl U glalod imgesnd alo> ag
)5 35z Bbly3 WlplaS mgs glaclus 3 a5l pgar o el ol Cote
Scsby z5wl j9aS o a5 Closges el ot Hho lojlo (coges @oze
«A/RES/58/199 of 23 December 2003) Wl yss 555 1, Sledlbl g
ASG yol sasie LIV« o ¥ Lo ' ulo sl ol pals Lo (635l s
o5 Sl sl 5 3 Sl » Jeiin ) pe oSl
(&)l dl Slsss ¢ ages Cdlig al d3é (g5l iS (o o pogan
(o 5 6 NSk (5 5 e (6551 el s 9 DLl 2los mbio (S
(WWW.US-CETt.ZOV) Wils co & Sl i S g Sy § SU s o sleon 3 0lgs
(5o 8 ol bl 1) g sl ) 55 Tklg )| sayolos] ygnanaSH
L ot a8 wils e by ooy g oaSs ledlbl (5008 5 Sloas
558,58 L il s eolamdl Sl b ol o ol e oM o] g0l
(http://eur-lex.europa) «cusls wislys wad 5 oz 6,5l S

P edly a4 arg b (e pe oSl ) olwlid £955e
otz il oo gogat i oSl o placSle ;i b )slS i
b Caal A b (oo ol ) ol S Wb (bl j0 00,5 e
B3R eimed 9 (1 Goho 50 ol iyl plos 4 a5 el Lai e
9 ho Sl ade Dlayagd s o laye i el o Cl Jlg b iy
Ayl glos S alilusl e wie slocsle s

1. National Strategy to Secure Cyberspace
2. Commission of the European Union



Jallos Boda 5 somlan &Y

(St salon ke £9 b0 g0 JBgho Ll F-F-Y

Galoz 0> 0 45 (5 pmle galox S ade g0 glis @ g oS 4y
Din-) 548 Cole, "€y 59 ¢ T€ewlin 9,07 Slol I oyl ol dillis
a5 3 g5 ey a5 sl Sae (pds & yg,0 (Stein, 2005: 208-211
izl syl 5 LT Vit § 035 T, Lo, 157o], 5l gl 1) sl 1551,
3003 45 (6,545 45 5,18 VS il Sy e Blos Lo g alill Ky lgae 4
Iy E3050 g 095 Bolal S (6 mlow galos a5 by )0 Wb (ol g9 i g8
057 BUBs) 990 Jad 5 U Sesl 0 eSSl bsy 4t s bl o
Slakes Ban slacolucs § aSs 4 (g mle (53685 (o yiss 5l (6,55l
Sl 5 2 S 31 o

Gabor ay GLuSy ST cJos )5 a5 CiF b ol plill ogas o
4 g (651008 W88 S8 j5 a8 a8 oS |zia Shica 3l (6l
Glpablarng AU oo 4 gaS 5 a8l jolowie by g 009y (6l galo>
Sl LT as el opl iy (Greenberg, 1998: 32) cul ] 4 alo>
s st 5y o5 2 58 oliie b 5yl DM | (sleeyans
Bly o a5 Iz wols g aabiay lgioei | i cnl & ol Sog05 A6
45 pol ouoio SV 5 byl ansgy el a8 Telaolay gy il (o 25°
OB g asdlis Jore w39l o Slitl Gl (95 Mo adde 2S5 slaie
) Swl b bigSass 50 stk (raiz (o 50 (il crge &l
Eoie e85 AT blie ;5 5 0903 (A Al e gl S ggezme 1 o0
el Slgrs s slagSw ganad ,o (Zemanek, 2010: 7) o Jusgie
BBasg,lae sodigp o1, T Ll 5o, ol a ], 1950 (p iS5 (g uSols
(Oil Platforms case, 2003, Para: 64) colas Jlos!

Eyien £lis Gl Bun a5 cul ] Sl o8 oI5l a8 ! ool

1. Necessity

2. Proportionality

3. Immediacy

4. Accumulation of Events

\YY



Yo

o500 o)l i el dilorhes (salos 285 (Bam aSl il i plpe 4
(b sl aS 1z 05, )5 4 g pdyBllanil g2 4y b (gl DDos (pgas
leciae a8l Ol lus '« Slej b diedisn slacw  jelxte (soslanwl (5,8 o
) g9t gloo LB jo Sy a5 (5l 1 walss sloml (6l salox 5l

Sjboon &30 30 L

S lw salos dde 001830 £g o gl F-Y-F

gabisl 4l gLad 1 555 4 Juugi &5 (olSin L Collyiazgs al
ELBY 4y Lmbg 10 Wilg oo bz S8 HeiS il oaw il (galos
Q—| Ba 45 glales g Jugine j5S 30 (5l galos e Y«o..\.i)\.))’l.g Eg—in
(Robertson, 2001:139) ol (5,558 lats (gailrs salos & S las

ELY £ao90 ogar j0 (6 Sl Mol g0 (455105 gaad jo
SO A Cond STy 4090 (SeilBE g0 |1 P 0,50 mdge Sl cons losl 95t
Nica-) €54 oo 7 ylae B (8, dags bl e (galom 4 (5,58 yags
sledled 4 bare godiis )0 iz e» «(ragua case, 1986, Para: 194
o ‘..blfj‘ ‘).') E\))SJ )JQJ)LQ‘.'@‘ uo}oa} U"‘ o u‘g.n) ‘31.5 U""’))_""' e P =Y B
6555 )...m...' as (1Y) Ls‘d.:l.‘}:l.m.a u.))LA? L cwl) o wLoL.\B‘ aS o 69..\.0 wLQH
Lnad castie Jlo jauiie O (goolo? :aS Bged xS iz (lgu0 dalol jo ai0gs ausl
A28 coi il gla il ax g0 00gad j e A5 ABS gl o) £g o gl
59> Ale b cnl 5l 5518 w053 (58 el @8lie Sl elds jslaie 4y (5925
(Armed Activities case, 2005, Paras: 143,148) «o45 Jwgie
olizel 4 fasles co wloul 1) T€ailiws i £45 5105 losh (ST aS ol (glalo>
sosle iz g (PY .Y+ - ¥ High Level Panel) _é,c JLJl; o §9é> L

1. Logic or time bombs
2. Anticipatory self-defense
3. Preemptive



Jallos Boda 5 somlan &Y

a=,» «Secretary-General, 2005; 33) oo cillas axie o jo—ice O)
Sabox £585 5l Er0e ES )55 00 (50,50 I alllead & e
Gsi> S50 5> s aslialglin ¥Y sosle Lull s Lol el o jlome il s
6 oS 4 235 55 0e casbialglin ¥V (gosle ;5 e gbaLe Jlas] clanles
Lo y55 by ) o Ul el o5l ilae o 5 Jbly 505 42 45 55— Sms
s Gl aaSTy anlety B & 8 18 i gt s calox SyiBan
Lol dilolics (galos &85 (£5 i gL Glate .ol god Cosdly o e (o,
Slej g wdls o iwd 55 50 lan T g 0Bl (ahd 5 (5,98 ez aS (058 )
b lan ,o 25Ty (VF YV g Lesame) a sl suiles 3L o ST (sl
558 I Bl oo wal 2 500 ), 4 g GGl 15 sl (65975 54!
9d Jugte €57t EBS 4 wlg b (SL3

Gakox ade wilins yiy g9t g0 3> 31> gl el Bl €
S o asl 1 Jele a3l ailrkecs (alas Sy Jolas ani b a8 (gl
9> & a5 el (IS Sllas SOl S5 (6 ol sales aS ] GBS
labo 5l (59,0 glals b alox a1 K00t o0 dilbs (galo
Cuod sr AT 50 adlae BilaaS ol pg s g el pilolal 5 egdgllg
Schmitt, 1998:) 3&5 oo i 25Ty cala> b 5o sablie cugzr sl 3L
oS Slabos JS L aSh (gl salos 555 L as clis STy ol £932-933
Schmitt, 1998:) uil Conlite Wb cenl o1 Sl sal> 1o gl galo>
933

Hodlirr G o 51 6l gako> arle g9, i g0 F-F

&
@ Ol e e Jlo jaiin D) (goole e s 00 )5 45 4355 ylen
e goaelB LT as ol pl i o Jawgte (6l salos ade £, glis
G Sl Madlepn Hlass eSS (gamad jo So)ls 0529 pgas cpl jo
Ssie 5 555 4 s ol 8 aslsh oa (i Sl s aS il

\y?



Y

G e (e Mallons Bsi 5 0,00 9525 woio o j5—itite ;5 ol ,BL
plas 9o yo ST s> tams oo aslol 593 5 SIS g 0925 4 lawles Jlolliys 392>
.(Nicaragua case, 1986, Para: 179) au__il aisls LS, glixe Sgi>
@ slabl,) GlaSis galos a5 dgad s i Cglalod (oo g S sgu >
D’Amato, 2001:) o aaly> £gioe SLels 2 Hallipe 3si> w90 4 (899
e ol gad 5SE S aSog b cnl p Glde (B Sl cnl )2 (69
5 Sl da 5eim onudy nl [ sl 18 S5 IS ogad ol o (el
«(Schmitt, 1998: 921) s,la5 594 Q] eras o by S ihes,Shee 5 4y,
S Slen 6yl Do iz o o 5b oo 28l Yol I Ll
Al (G0 (S0t iz g aiyls Cwad silusl las 4y g wi il o slalyly
S goueld o (6,5 IS 5l e (2ligS (Glojis0 )93 (B (5 e S0 Ll
,» (Continental shelf case, 1969, Para: 74) ail o 3y Jlodlops Gsi>
057 Slegdee (Jlo plpie 40598 oo ol S 4y (Bye aslg (S eam
b )52S (o0 S s, RIS 0,8 0D 123, 5 92 5ly5le sLad oS>
(Jledlom Goi> Foail) Wi STUSE S b a0 Sy So 4 ST 50
YA NYAY
4 b ye godimd LSS olie 5l SO lgie 4 Kayg S ] K0 090
sxo a/ IS Jlael 0,5 o 50 5 |, TC NS Jloeh asly S5 58 Jloe! Lais
Sy ISty 15 5 05,8 om )8 S Jlae! Blio 5 88 cl 1ol
o) Slaliys sloaly anblyon (Sa5ed 53, b anslia ;5 152 sy,
Gaslipls ( Slegilae DL bl eidgs coulin b lai o slaasile (loarsl el
@ ol ool slafosll g ws ((oollas (5158 pgaz )0 L 1) (o)
(5,56 (laalas g i (egar 10 blwsS> lolfuys s slog s
P a8 O o Slelis o ol Glslio Lo slpolSols Sl spaai gl
5 Hollom saploslow j3 00 z5hae slaasily o Mollin Glaolisls e

Sy 5l 2baised Gl 4 aS xxlie (pl e 3l el Cogal slodslialad

1. Usus
2. Verbal Acts



Jallos Boda 5 somlan &Y

o) diid oS Jlasl 5| ladigas (Sad wsi oo sliul by j5iS
oz o 1y 05 Syl g 5 aim gl o (VAR AYAF Lol ey i
O 45 g Gl lossed oy rmle galem 4 ST 50 £, gls £955e
Continental shelf) ail JS i <G Ledly g 00 S sl el '« Sgi> Loy
weyar ;0 3990 slaadlel g aasly as ) ¢, 4 (case, 1969, Para: 74
ol ol Lol cailoass jolo o yg iS5l (s0g00me Slawd Jawgs o o) 1 3,50 E5550
o ol el 335 pal il ol oyt ol 5 e e S IS
4505 B0l (oS (gaiz jlion o )5l sy (o5 00 S LoasdS A oo
Ego50 Ay il a9 50 00S S L (5l )9lS Blus sy oy S0 O jle
Ll Bsim yozmil) Wil 5ls (2 4y, sl 9,628 alaS a8 el ]
4S5 gz a8 WS o e |y 5o ol jsle slad Jlie (anlSH (FF ) YAY
S g Sl GBI alSem cailosgy Ll 1, T3l )10 0 50 (655108 y9—=S 90
ol alise (Cassese, 2005: 158) a i Cogo 1) 80 Holliyw God> (goacld
woyat | 33 (IS s, Se il s cel (S g pmle e Canly
ged Blod 1) (6,800 B tn slacs,sl08 s1)ls slay5aS  saug, Wb

Do b 5 55 £5,—e 88 3 o o Syl saseie YL
5545 588 nl e85 syl bl 2 el 03503 35T (ga2lse s s
S e oyl lie 5,0l 1, £gpte 85 &) g 5 00 peplos S e ool
i Sinlod L) (oS galox G o5 j0 a0l ol Hlaie
5, Jie T o 5 (60l (slopiunn b 5 1955 o (lsn S35 S
SLILERl s 12 9 998 ()l Jomw aomis )3 9 08 5L 1) S (i sz 3
el eaS il asly o o) gole Ol b g lollss 8 o0 i 5 Clals
oo @8ly il alom G b il loe b albabice salem oSy Gun 5 b3
(www.au.af.mil) el

Coial (53] g by bS5l ooy (c0Mee Vo 0 A s di s

Sannogs 093 5 awils pdy Sl |y gl S o 4y g 525 T« LSl (5 s

1. Opinio Juris
2. Cyber Security Strategy of the United Kingdom

YA



¥4

0SB syl salom adde glis & pladl sl (ollai et 5 allis (sla suilys
e Ay ol 0 | plie G (WWwW.cabinetoffice.gov.uk) aslei o
rosd bansgi Syl sl SN Sz 5 5l suelanz s goslil lSel bl
Sl b Sy (005, Ol$ b 9aS (rl S5 5 (Bl B lapins ade
5 Sl S (6l g Il ade gla e Sled s 5l soslaiwl 3> A
Antolin-Jenkins, 2005:) wls s bgaze | jolxie joiS sg>ade
355 Ol oDl (5 ppez e Slog b IS Sl ppglaaiaS’ Lz e (166
S Galiee 35110 s a5 ans eyt SLwS ale &l wi@eiyloil S >
(www.mardomsalari.com) oS oo ale>
ool o )92 (g5 5,500 S8 by o (Mollirn slaplejle s,
3 x5 B 4z )90 wb (Bye Jhllirn B8 Goucld SG g2y Dbl 0 S
SlatuegSa g oy iS5 Gl S lizee (7N YAY Jlollo Gsi> ozl
o8 5 Crmeed 50 e Vo V0 L sl o (3] 50 'L ey e
Ol a4 gy gy 4 Gledlbig 6 b Oex ogad 10 095 mdge (reS
Oloy 9ol 5 @IS cuinnd el jolare ap rilanals bl (i dovyags
2 we Slesle ol oz (Ol poe St § b slas 4 5L
Ol 9 gL S5k ¢ b, e smboy ool g ooges Llod g3l oy 55
Olony ool b 5 ol Slapis ale (5l galox S Lagzlge o,
Do 2y 1Sy CLbBY Y JLo b oS meplos (505 059 4 et o0 S5ute
el 3 (6 pls cbilim oot | oy OS] soled 5 0l 211, (g s

(Www.nato.int)

1. Heads of State and Government Meeting of the North Atlantic Council



Jallos Boda 5 somlan &Y

ol

45 sl o 53 iyl e 00 s CannBly s 45 (6 pmalas S 0350
03,51 @818 (6l DMa LSSy sl |y Sl Gl eyl (b o 550 o
el rales lety (55l ol o (Lol sl ol g 5o 1) 095 45 o
el i3l 2lse olag 50 b 1y 6 pole gl clice olulih o5

il g0l coladl syl gl Sy LT a5 Cond ol ool i
Salex S 9> 50 595 4 g (S b9y 4 Jeg IS L Caslysia Jwss
S5 o0 (Bli dilxlo

0 7S ol 13 €555 Sy 6 ylr o o ] ol pli 3
Gazis &S SDes (il il e galos WL 1) e slocslw pyalde o
oo galom S b ol L5 Sl il e Bole L 950 )]
2545 woite Jlo Hpdie O) (gole (339 (Mex iz 1Bl B lais Sl L
Sabox adde £9y00 £l85 (cnl 2 G938l Silmise jlre g9, gl 4 1) G138
ko couriSlae Lol wnis i bl dalor Sy sailinl 4 a5 (g ol
sl 3 AL G e Slomals b g53gllg 8 silonlans

Sliel g 1855 sy, @—did9>g 4 429 b 5 (e Sl 3oi>
) o285 Wl oo s sl DMlaa ade 9,00 130 3> ogas 0 0hgds o Sod>
Goueld SO (6 68 S b iles o g 0l dalol aiglyd plsles sl aey ol jo
2 Ml lagylSan 4 Sl el 205 i g, Sy sl y0 e
359 Sl aS (g ymle SMex b ablie )0 wlgi oo Sl 9 il pola
30 el lodmlee sliail &g 0 Lwly (pl jo . led slas] (6,550 il il §y0

\¥.



' ¥

&l o 45

pole (Hre Mol G9d> 515 S0y Tl o) ol 58> (o]
AYAY sl ol «STho il « ooz (68 yandazmo p2 yis

(ool 2 5 S B9 5SS Al (g b et y9 47 5 IS
AYAN ¢ clige ol oKasls Bga> (goaSiiils

oBiils Bgim> Bl bz galoxe (€ g et v point 19 07 et loP o ST
AVl o F g0 leis (ganlios g S IR WV

S 8 (Ghunhe 1yl 5 et bw (g LAT 40 Codiof § (G3d bl o S >
AYAY Jol Gl oyl yolan ol Madlpn Cladss g Oladllas

g0 (Mol Sodgguno i\ Joll e G945 Arwgi g (gl IS pa ¢ ol
AYAY ‘Jﬁ‘ ul> ‘Q‘}:t"’ :Q‘}Qﬁ “_,,.wésw w[o.’j

AYAY Jsl

Jsl 2l (i B 105 o b (58 50 (608 Cedgi—uno s sn 1 LS
AYAQ

Oladllae 285 1 )Les (Mol s (G945 40O £ g pmiico ELD 00y 3 (g Jedozms
Sacgoze KOAEMD/ puac 40 s )9 17 ppt )9 17 et L? (535 10 (S ho2n 53
ol el yobt SlasaS e wle plozal 4y oy b ablis g o 5,5 SYLis

Advisory Opinion on the Legality of the Threat or use of Nuclear

weapons ICJ Reports 1996.

Ago, R., “Eight Report on State Responsibility”, in: ILC (ed.),
Yearbook of the International Law Commission, vol. 2, 1980.

A More Secure World: Our shared Responsibility, Report of
the High Level Panel on Threats, Challenges and Change, Doc.
A/59/565.

Antolin-Jenkins, V.M., “Defining the Parameters of Cyberwar



Jallos Boda 5 somlan &Y

Operations: Looking for Law in All the wrong Places?” Naval
Law Review, No. 51, 2005.

Armed Activities on the Territory of the Congo (DRC V.Uganda),
ICJ Reports 2005.

Beaumont, P., “US Appoints First Cyber warfare General”, the
Observer, 10. 23 May 2010.

Brenner, S.W., “At Light speed: Attribution and Response. to
Cyber Crime/ Terrorism/ warfare”, Journal of Criminal Law and
Criminology, No, 97, 2006 - 2007.

Brownlie, 1., International Law and the use of Force by States,
Oxford: Clarendon Press, 1963.

Case Concerning Application of the Convention on the Prevention
and Punishment of the Crime of Genocide (Bosnia and Herzegovina
V. Serbia and Montenegro), Merit, Judgment of 26 February 2007.
Case Concerning North Sea Continental shelf, ICJ Reports 1969.
Case Concerning Oil Platforms (Iran V. United states), ICJ Reports
2003.

Cassese, A., International Law, Oxford: Oxford University Press,
second Edition. 2005.

Condron, S.My; “Getting It Right: Protecting American Critical
Infrastructure in Cyberspace”, Harvard Journal of Law and Tech-
nology, No. 20, 2006-2007.

Conforti, B., The Law and Practice of the United Nations, Leiden:
Martinus Nijhoft, 2005.

D’Amato, A., “International Law, Cybernetics, and Cyber-
space”, in: Schmitt/O’Donnell (eds), Computer Network Attack and
International Law, 2001.

Delibasis, D., The Right to National Self-Defence in Information
warfare Operations, London: Arena Books, 2007.

Dinstein, Y., “Computer Network Attacks and self-Defense”, in:
Schmitt/O’Donnel (eds), Computer Network Attack and Interna-

\YY



Nas

tional Law, 2001.

Dinstein, Y., war, Aggression and Self-Defence, Cambridge: Cam-
bridge University Press, 3rd ed, 2005.

Documents of the United Nations Conference on International Or-
ganization, vol. 6, 1945.

Eshel, D., “Israel Adds Cyber-Attack to IDF”, Available at: www.
military.com/features/o0,15240,210486,00.html, 2010.

Garner, B.A. (ed), Black’s Law Dictionary, Eagan: West Group,
9th ed, 2009.

Gray, C., International Law and the Use of Force, Oxford: Oxford
University Press, 2008.

Greenberg, L.T., Information Warfare and International law,
Mishawaka: National Defense University Press, 1998.

ICTY, Prosecutor V. Tadic, Case No. IT-94-1-A, Appeals Chamber,
Judgment, 15 July 1999. Available at: www.icty.org

In Larger Freedom: Towards Development, Security and Human
Rights for All”’; Report of the Secretary-General, Doc. A/59/2005.
Johnson, P.A., “Is it Time for a Treaty on Information warfare?”,
in: Schmitt/O’Donnell (eds), Computer Network Attack and Inter-
national-LLaw, 2001.

Joyner, C.C.; Lotrionte, C., “Information Warfare as Internation-
al Coercion: Elements of a Legal Framework”, European Journal
of International Law, No. 12, 2001.

Lewis, J., “To Protect the U.S. Against Cyberwar, Best Defense
is a Good Offense”, U.S. News and World Report, 29 April 2010.
Military and Paramilitary Activities in and Against Nicaragua (Ni-
caragua V. United states), ICJ Reports 1986.

Ophardt, J.A., “Cyber warfare and the Crime of Aggression: The
Need for Individual Accountability on Tomorrow’s Battlefield”,
Duke Law and Technology Review, No. 3, 2010.

Osterdahl, 1., Threat to Peace, Uppsala: Lustus Forlag, 1998.



Jallos Boda 5 somlan &Y

Randelzhofer, A., “Article 2 (4)”, in: Simma, B. (ed.), The charter
of the United Nations: A Commentary, vol. 1, 2002.

Robertson Jr., H.B., “Self-Defense Against Computer Network
Attack Under International Law”, in: Schmitt/O’Donnell (eds),
Computer Network Attack and International Law, 2001.

Roscini, M., “Threats of Armed Force and Contemporary In-
ternational Law”, Netherlands International Law Review, No. 54,
2007.

Schmitt, M.N., “Computer Network Attack and the Use of Force
in International Law: Thoughts on a Normative Framework”,
Colum. J. Transnat’l L., No. 37, 1998-1999.

Shackelford, S.J., “From Nuclear war to Net war: Analogizing
Cyber Attacks in International Law”; Barkeley Journal of Inter-
national Law, No. 27, 2009.

UN Doc. A/RES/2625 (XXV) of'24 October 1970.

UN Doc. A/RES/36/103 of 9 December 1981.

N Doc. A/RES/42/220f 18 November 1987.

UN Doc. A/RES/55/63 of 4 December 2000.

UN Doc. A/RES/56/121 of 19 December 2001.

UN Doc. A/RES/58/199 of 23 December 2003.

UN Doc. A/RES/63737 of 2 December 2008.

UN Doc. A/RES/64/25 of 2 December 2009.

UN Doc. S/RES/1368 of 12 December 2001.

United States Diplomatic and Consular Staff in Tehran (United
states V. Iran), ICJ Reports 1980.

Watts, S., “Combatant status and Computer Network Attack”,
va. J.Int’l L., No. 50, 2010.

Weisbord, N., “Conceptualizing Aggression”, Duke J.Comp. &
Int’1 L., No. 20. 2009.

Zemanek, k., “Armed Attack”, Max Planck Encyclopedia of Public
International Law, Oxford: Oxford University Press, 2010.

\¥Y



\¥o

www.cabinetoffice.gov.uk/media/216620/css0906.pdf
www.us-cert.gov/reading-room/cyberspace-strategy.pdf
www.dod.gov/pubs/foi/ojcs/07-F-2105doc1.pdf
www.carlisle.army.mil/DIME/documents/Georgia%201%200.pdf
www.nato-pa.int/default.asp?SHORTCUT=1782
www.au.af.mil/au/awcgate/dod-io-legal/dod-io-legal.pdf
www.mardomsalari.com/templatel/NewsPrintableversion.
aspx?NID=99623

www.nato.int/nato-static/assets/pdf
www.defense.gov/news/mar2005/d200503 1 8nms.pdf
www.bangdad.com/bangdad/pages/details.asp?id=263
www.eur-lex.europa.eu/LexUriserv/LexUriserv.
do?uri=com:2005:0576



Yo\

Gl §gildlly (b mladl) dyjlokl Olozgll
e a
i)l Ol HeSd

BuAls) S s of oSe R URTRES/FOME Gl (D oludl) ool Slosmy)!
Sur a3 onSdl shsdl i daub O] onesSodl 229 gngSod] eI U (e Aol i9,=)
g2 UM e 3l 5adl] eidls (Jaills (5391 Blod] e (pspladl) Do Aokl Los ol Gl
Boall I egalll 5 o Sy 03 (L plud]) D)l

O3 i 1 (L)) D31kl Olazg)l Llms I DAL ol § Boes ua)
L3lerkl dazegll O] o 190 gudy) Isadly OlagSodl oy 0a3losd) By oSl 2
858l eg2d 9 ol B3l W1 egmllldony sy ol B3l I esorll] Ay 993 dos g2 (& uludl)
Spbuddl pozall Sl e

Balll 383 Laylasl 5SCe (dysuldl) &lock) Slomg)l O dulyl) 0 UM (yo Lisetiztal
Jyar s 3lb (ETR__ilo sas donkuck) 85l 1 T2 skl ea¥l Blise (o (F) LS
Ao Slus 3ol iy ducd )l o) Gl ) dgzge doli (L) djlone Olozma
& 3o Ghsss ] dolul) dalyy doluk] Slazglls laylis 65 2losY) o) OSdially
(4 y9lud)) Ljlock) Slomg)l ol JI=8Yl 395, dewtlly Jlod] SIS i) WLl £ 5 ikl 3l
Ol lags I dadizl] Akl Olosgl) dewddly Ll Ldorbanl] Slozeg)) Sgiane I doas ¥ )

£9750 3o Lgalol gBUG g3

HWINLY] Tl
(L) bl o)) B ) ssl] (b)) Aokl Sk
el (g g i) gBWI o] Oloomgl!



