Al Jod! s gl 49 05 b Jhod! (o o> shaie 31 (6 pilw S

| Mo o i

T SRS G s

oL

O s aep O DNy 5 Lslall @l 5 DLl SOl esysls ana
Ll Gl sl 5l Cosg e Candl Corpe 5 03 STL ) Gl gl
S 03,51 3y 4 i Ly gl L Ole (shdr e Sl ey Ll el
ot 056 LS 5 plas sl ol Ol ok immen 5 056 OB dshe 53 (S5 L
S 35 Ol s on 5ok 810 1 ain) e mle Il sLds Sl el gs eslinal 550 e
SO 56 4 ] el lgan Lo (Sl s 5 (plr g5 (I (IS
sy SG a5 1y el anal (65518 (L35 53 S8y Olge 4wy clay 5287 S 5o
el Lad ool Cadals ) shtey Sl i o alBl (g jlome (L5 S15L T pl 55 Ll gz &S
S g b Qb wr g 03 (38 6 s ladle s o ke LS 5 SV e
S (Sl K o ol SIS gl 0 0 Sl Jlss 4y il ki i ol 2l

1

(
%,

a8 Oum)b 3 )Le hrb.})‘.ﬁ O)La.:v r:m:’ Jle

J s ookt 55 40145 (§) Spmim plol palr o313 3 g 0 8 cale i oo )
Salahi.sohrab@gmail.com
JUI oy o2 oDl 5T o8l Ul s G gl 515575 (5 gl Y


www.SID.ir

Orr 4 el 8L S Tl gy (Ml S s aTl 5 505 4 Jes (Ml
Ko G g S0 sl 5 cdomin o 0 O sped Madl o sl 53 g 4 AL
. sy e G o 53 6 Jedlly s rmen 5 Gless b Gsi
U‘/"%'UP"W” Sse 5 Gl psS s b Ol sl 5 K e A5Gl el s d e
Bl 0T @l Conle bl ez gy JulS7 5 molr aaddly i ss i 3 g0 b (SL0 el 55

Y4

b
g 65 Olse 4 0T (s 0sms cpl bl on OT 035 00T 5 12 W1 e3Y 1 s 555

(/.Q:JJA‘; e cabd G I (el slas s s Jlesl B s 8 sa g5 b VN

sy g

Ll i Il sans ¢ el s 3 i 06 s aSlagman el :0LS51 5 IS
Glhis Slaolies (3 a cailiw g iy

K 5 e O g

AU ol g3 a0 0 b Wl G gl i ) 6l K



www.SID.ir

40 dfo

|y 0L s 5 DMl sl 51 (6ol (83 (S5lme S35 53 (S mler DBle Uiy 4y ) 0y
L adlie Cgr 5o (ala Jom oy ) 5 ba Gl iew 5 Ve & et Jsrdinds ol 505,87 dgrin 5 5
DAl el 5 bt () SRy lansdS s Ll il eds (Ml i
Ml o 53 SV (a0 il 58 5 Dldalan OT L agarlgo 3 5 4uils Glowas Ll 4 505
claaSs flame 5 stuxnet o soeen 0S5 S sla,l3l U g biads ol Ll daw s (oo o 3o &
Sl 6313 5 AU o e 53 Sodh 4 | by 558 el g kil e 0 S LS
rl Lok 03,108 Sl ol Ly oS Sl plapli 31 e W o sl S 5 3 K (s
;L-_Miﬁ);;\_u;uqﬁf:Lf“;,,,hs;,z,ﬁu..;t@,@_@.y,,gpotf;\, o) €5 eSS s
S Calas el o

e»,.?@,-t_f\‘\AAJ\_MPWMC;Q;U@éﬁuwy,\‘juaujuéu)u;\ym.
owoyg\ﬂuﬂ);éﬁuéuc}uﬁ;,;dw\%y504,:4;>'u5u<.;;g,t516<1
Lgu@_fa,ujuy,uwﬁuu@,uwf@,_;ﬁu\“wwgguc;,,\,;,i\,.uf.u
T Jlw malas 5ol 039 Ei ol (sLdd Carwy ot JUis 4 g (5 4 @ 45 350 sl4Ll,
93 | LS (3Tl 3 il 393 s sl BB L L feasl (O K Sl aaly s 4 b
@b U o 4l )l 4 il Ol o 487 3l 1 05 e dlae O3 0T
o3 S Ty S odmeze YL

35230 B e s b5 58S ol ST Ls 4 gl SIps slaaSs Y0V foosT s
SLb ot o 33 &b 30 It 4y e oS a8 8515 230 5 5T 3550 sl Julse Loy (6K
LS o s S e o 55 Yo rV 505 53k 5 5aS opl e T (ISl O a5 J 93
Il Olas 1.2 5 515 (6 b o 3550 Gl 65 Sl 55 0kt (kv (sl om0 5 Lty
31 Ot 8 g 3l ot 58S cpl el Gblie 51 oMbl 5 1 5 528 Sotel Syl s 50
St camsy L 5 siS ool (2SacaS L Ooylie YooA Jlu 5o 50355 OLal 53 oIS ke
O 0L, jalos o Yo o8 ades Lgs .08 5 41,5 o)l Ol je adas 3550 0T (65 5usl S

1. Robert Tapan Morris
2. NASA
3. Shuttle

1

(
%,

a8 Oum)b 3 )Le hrh.})\.ﬁ O)La.:v r:m:r dL»l


www.SID.ir

r_i}‘) CJLAL&.A g:M::‘J Upl"‘a‘:’-‘ ef)lfa@Lb«quLUﬁ MW r{j) ;52’}:"1‘ LELA‘L"L“'){.)
“ gfc"'\’"}"“:"“J"}Lft}’L"'L;))}‘L)j“u))é‘ﬁ@“ﬁJ}j@L‘Jbb);“\"MU»L;‘MW
L .
o ¢ . . .. e
v S e Pame S e 55 g0 s e O RN Sl ROl 4 pamse (255 YV a0
CW | b el b lemio il 435,55 dsd 55 01,88 o i3S Jeea ¢l ¢b
15 Ll ihs 5315 55 Sl 03,57 S alib plig Olen b o3 8 ) ikiige alita O 1

.J}J’:daiﬁﬁ-‘)ﬂ&‘y}kwbé}nﬂj\o-{@_}&«{v\lbﬁ

. -
(/‘.’/“’ e 4 e S A (028 K0 gl 5 55l 01l 3 5 STkl plia (6l 3l Il Oles
LY Jlu 5s 8 00l (slams 4ol ade (6l = ol 51 oslizhal o guast 3 @ a0LS
54_:;Jf)|J_;A_L,,wﬁw;?a;uju;,w;”a.\,e.»;,wt\;;;w,‘\;uguzs,gnw
cn) 53 Sl 53l o St 1235 plnil S ol b abilin 3 SUC b I (el DLl poman
sla) 525" 4 ado s |, "Red October™ o 4, ¢S pnlS (5 S (g 3l Sl a5k

e bl e GG AT L s (S @S a5 Bl (S50 55 0B 0 b))
T 5,18 asdly ol OLL S Ol e

5 S5l Gl B 4 e 6l (SLa () ol (Soals 4 ol 8 e 55 4SS
i 538 6l SIS 5 e gl ok (s 55 55 0Lk 6l A g e
(S laslole G (ST J28 51 B&dss (o a5 ga 508 Dl 1 (65l 4 dhan 5 (g 10>
5 e ST Gl 5 e Sl Eem S 4 el (S sy o 4 rizmen 5 52,550
S 5 g oy (hdd 5 4o clsn ¢ Sl g sl 015 n (nyd & g Sl Jshas
23 60dS Ol s Jlm s 3 5 DU Pl b 0 lge 61 oo g 5 01501 ¢ (Slagear ¢l -
el plggl 31 gl > el B3 sa> ) AT OLL 3 5l Coles = e

Condy 5 Galas Cay o5 L GLkil p ks il gs p20 ol G5 150 50 OLL 3 51 oo
e 53 o i Sl dio e (ol dowte J o it Yoosle ¥ 5b el s il aenlins
el VAW Sl S 53 5 V4F8 55 6l (el gl 557 ke wlian 53 5 el G i
lom polr i 4 36 g b e 53 Gl Em e OlSle Sl AN rmen L0 el S
SLals o 5 Sltalas Gl 5 andllae Ll (il ga 3131 ol 4 03,15 syl 0o 5 0L 3 (51

AU ol g3 a0 0 b Wl G gl i ) 6l K

GLaKaly a1 5 s ¢ 5555 (6 mban Slaodn s U wiliw 53 0 ol s 5 g 4o} 45 4> 5 e

1. Baidu
2. Kaspersky
3. http://www.nato.int/docu/review/2013/cyber/timeline/EN/index.htm


www.SID.ir

a0 5L U Janlly s 45 AL atns onl 53 el Gt am s 5 055 5 ST sla 18 056
(i)l 05,8 S Lo 383 Slalllan b sl 5 )5S e Joall s ool 0y 5l s e !
55 53 L s ey é)&‘p-?' 1 ol s (6L 53 (6l (sLab s 48 5 &) g0 DLl
OLalis IS izl ay 47 ol DLl 1SS oo g 5 Sl 0 530 5 (K ) G s
L e 1 i, S 13 Ml b K (6l 5 O Bldeas Ll 5 o0
Slal oomas ¢ 5557 (5153 53 0T w5 6l (5Ld 51 id> iy 5 (g 52 bl 2855
3 e 5 Sl Sl ol 4 oS L (5l oe SLiBlie i (slos B 5 (6l I gs
sl Ol g & &l 9 2 Jldlogs B st Slo 350 53 0T b 5 5558 Jov s s s S5l o sk
Ly s 2l ) S gl e 5 gy Malon Cde 5 5054 s mhe 0o ]

Q\M‘Jgép‘)bu-"o:h)\}dwg;’ﬁ}W}Sﬁ

Grele glad G pui

OT 355,08 o cdid ouals i il ladm o5 ¢ Slgar 4Gy L1 sl 615 51 ams 4w 31 i
ol 03 S e st 1y Ol Jad 5 pesd S5 5 ol es 18 34 (gl 31 ¢S Wl Ol
b r o 5003 ,5 05518 503 5 (5L iadlg 1l O gt my (ool b S e b S
T bl 5 5 ol oKon S8 STl il 55 5 Sl otSns 60 b IS slest 4 S
5 bl J s bl 39 el addlis b Lo lsl 1) OT 1ast dS™ &S5 o8 s o 2 (g5l Sl OT @
6|ﬁuQJuﬁJm,c\ﬁﬂoT&;ﬁj¢;ﬁdumﬁ4;;;5)33 QTGIM@,W,L;;:;I
2l G ) bt W93 3l (6ol 3 pl & oo OLST LB 32 bl 51 Sl 1SS pige
les 5o i ST S8 i o (655 e o &S Jlasl JUis 4 5 odd g S jate b o y8
sl 5 OULEIE S5 5350l 050 G b 31 oIS Bl 03,5 dnpllsi 4y il eutta V|
S0 U8 1 6ok 3505 5SSl b b 5 (65U 505 (5555 51 oslizal 55 Ly sdoms
2 ool Bo3 (slay 5287 pdm 5 (5350 Ol 2 5 o O gopen 1538 5 5 (5o 31 41,8 S
sla i 4 el ol aS el g Gl olad S G Jlasl b alabls 5l loelgw 5 & 2l
.(Spinello, 2014: 1) .1z Juy S SLS sladslos

o (8l sdomte VL K8 (5 g 14 5 BB A (1351 1495 o seme (CDA) Dbyl S5 056 )

- N
Sl s SIS gy,

1

(
%,

a8 Oum)b 3 )Le hrh.})\.ﬁ O)La.:v r:m:r dL»l


www.SID.ir

. .
U/J;-UP )
v

(/&/}

AU ol g3 a0 0 b Wl G gl i ) 6l K

v

-

[

W

e OLay 5315 6l b o315 5L sl 8l O gmS plks ol 4 (lotins 8 VAAF Jlu s
I 55l e Oliatils 16 S Comoar Oley ctl 23 SIS 1t gy 590 UL 3 65 (3890 5 A
A3l 515 56 o 1 3 g p T (6153 (s OB Al oS sl g Sl 5 (b 4t o
23 el b Sl o gast )3 lalom a0 =S 5 DUl o> (5Ldb 5550 53 g
2 s pA g S 0 o 5 88 i 5 (S 3loe 6L jlane O geS Oy 1 3 (S8 ke
S SBLE b 558 o0 25 (e 8 51 G50 15 las ke O b 51l 457 b b Zuls
,;),_;Jg,_b;.u_.,a;Jﬁuﬂ;uf.x_:,mU;tmwM,;;ﬁ\fﬁéu&pjlg\}méum;
0Ll 535 5148 g Glagl oz Osomen Laesls S s 5 baad = (g cLab T 035
5 Tt Dl b Gy n s B 8 S doms Do 3oa &S 55155 5Ldd Sl (5 g i ks
5 S 05 gl Gladlu j3 das oo 41 555 claaSs 5 als s o ge (6 ol el Jlaze
S o b B0 (glalad e it 2 50 50 40 sy ST iy (6 L (618 5 S 4 L 0SS
S35 5 ol S5 4o e (6 mle sla S Aoy (ReVErson, 2012: 15) ausl ¢y suas L6
,\_iu,\,\_gur:u_aﬁo_i\q_i,‘:4_34,,}5\&_%‘w,u,_f@uﬂwwu@t,.u@g;,;65.\;
G 4SS o |y (6wl slas e Olo 3l 61,08 5 51 e Olejle o8 s 11y (g bl (slu2
Glacsbo 5 cllod s Jate op a0 S5 8l g &7 (65 5nlS Glawilbole Sler pls" 1S
s pbayple sb 4 4 ST Gladlejlo 5 ol Sl (3T il 457 slaslgs bl
S Sl S Ml bl (Bl 5 1 (Slns 0 Lo gas (ol i i o Mg e LS
o 5 F33 5 A SOl L &S 5 e 5l s g 5 ol S S Sledbl (glab 4 o)Ll
(Andress et al, 2014:4) 5,5 ;1 3 oslizul 3, 50 33

e 535053 |5 Sl DL el Sl il 5 malor (s 25 86 I sl s i a
ol ARGl s Bl T K0 5558 (6l Sl 5 4 (6535 oS il oo
4SSl 5 53lue 53 (Dbl mbie 31 ol Sjlke (6l ol 5 oS odks S5 fuall g2
Jed 51 SLs) 0 il (S b T ol el S e e Sledbl slaiileln OT ulul
.(Schmitt,2013: 24,25) Wl g)lf.\,.fr_ia PR3 P P T ool

b s s 5 Il 5 S dile— Syl slaml b 5 01855 lgal 4 slond 6 b sl @

Sl a8 5 golel Gl )8 Jar e (61— (Ulgel 5 ) S5 i6 b (6353 5 A @

Sy

1. Cyberspace
2. Neuromancer


www.SID.ir

e 5 S5 by e ol AL el s e K 05 0

A A 5 01805 o ad S Sl L )l 4 6 b sl i e gt @
Reyes et al, ) Caxljo 5 cmdins 5 4505 5 4uS Oldew O gomar — Loledl jl Colom 40 b gy o oyl g3
.(2007: 27-28

3 s rL.c)}.ba_{LiLm:\:)uJJ‘mefcéLGWI sladblu o 16 ol 035
oS ladom (6l s 35" (188) iy o 4 SV Glasilale Slomglacsila s )
4 c:_:.u\fi_,..»ha:l:j S5 5l sl ¢ SledMbl (6 5 58 sl ade LS ad 5 ulo
Janczewski, 2008: )"k 5i o s Jolse b o lros 8 (g 3l Soke b Colial ade s
(139

D93, 5 55 Jalse g (55l Sl 55 Ll an g Sonle K 16 e K @
Shakarian et al, 2013: ) 5,5 e plil o Sl ade (g Ltgs & ol 5o b5 e 4y oS
a_ibdt_s,(.u,wﬁ;muﬁu&?M;),as@‘(.w);o}fu6@‘;5@(.531.(2
s st (6,8 5w L 1) (6 ule Koo 00, st 4 Lol . Llol s 5 glous b o &y 50
2558 o i s 4 i 5 g 9 LT s gy DIl 4 gz Jalli ) 5557 S (g
plowil 55887 SO (el 5 SV (Saltla o A5 5 J ST G b 5l dil5 e 457 iy s
)'\\)ngﬁb&q-g@\«;;wx»)«tgm.unﬂ.\iw@é)}fé;a.lﬁal):@T.«:ﬁf
ST o s (6 mle SLelsl s Se ol ST 5 ST sla ST 5 i

Gl S olidla 5l glows 35

Lol o5 JLasl Cgar Lw Olejlu 51 (b O ooV (65 sgar oy VIAY JLu s
st e sl L L el s 5 a5 (ST bshas lacay (510l 5,018
C)Ulﬁd‘5|J\ch;_é)¢.§ﬁ4{ls‘.3l§)>uw3).k_~jQT}\mgcJ;Jﬁ)l}lrj.xb)%}d
Symodd b el g Slabl 5 gy s o 53 N S 40 S 055 s2bas (s Ol
Loyt LS s iy (o e o Lol 85 Gl ke 5 0doze VLT om0 Gl s

LT N . " N S . T i
&‘jjw\djdlwﬁ&mﬂsﬂhswwlgwy«Dfd&:-ml.ﬁfucjbw‘).}»rb

1. Pollitt
2. Thomas C. Reed
3. At the Abyss: An Insider's History of the Cold War

1

(
%,

a8 Oum)b 3 )Le hrb.})‘.ﬁ O)La.:v \.,Jm:r Jle


www.SID.ir

. .
U/J;-UP )
v

(/&/}

AU ol g3 a0 0 b Wl G gl i ) 6l K

Yo

-

[

W

sl o 3 8 bl 5 Slay 5b 1S ales (0t e 3 0k oy b I Jl 4 b oS
S s s K 0L el e S (SG Olse 4 5 03,8 (5358 aler

e 0 Bl 4 e 3 (6l &K 150 5 b 5g, 51188Y Jle s sdoee VL ioean
Gl olsn il ds o Ve 5 S5 H1 el ol Slles Ll s 06 b Slles Jyl 6
GAS obie 5 eysnoly 5l LT SUKG oJ =8 5 adble p sla bl dLaolsg 5 5 lalay) g
SLaglolo 3l odmie VLl el mogdle b 5515 05 Sl SaaSs O mman lo Sl 5
"5 o Sles ol 3l Sl S bLiols sleylsale 65 28

SR8 55558 5 Yo NNV s o ien 5 VAAF Sl 55 gy lag 5 ade o K
50 Ol g Lo S (Yo bt Ladl can 53 bl 2ol (5 b @80 (sladisai S0
Ol 5o Bl 5 plas Slatalo 0y 03,5 &S Cgr (2l Op ol 4 plSl 2 g
el (o SSEs 5 0L 5> Bl g elar S0l Cole Sy 23 53 213 ol ki el
o dd o b Gl S 4 i (S S alem g sl ool 5 5 ALK Slkes
Gl ootie S il 5 LadT ol Dl Gladlejle 5 b ibauds .28 Ml SUsT
ol s 5 el el Sl cOLabl s Gite s 1 sl g a4y o S by i
(50 s Smndsi s an 558 e ol ldlets s ST dla 5o 055 g2 (55 5 DO
LA galam 5 ssT B e Olile 5 (2 g 255 ESOL ¢ 3o

ST 5 i e s Sl 03P Sl i e w0 e ESGAST pl (Y0 ) w5 s
Wby o 5 IS sk alanls 53U a5 Sale 03 1YA0 SIOFA s lds L
8 Do 5 53 ol Sl Sl sl oS el Sl S b e oen SO !
e P e 5 55| () st okins 4151 03 31 e (la S ol
S5l 8 plad o 53 Vo it Ol e 45 ¢ g 255 ISPNEEVISION 2 55 0T LUl 5
53 5ol Jluyl el 428

FL lles (b YooV le 53 055 cpl 5 i 355 b iy (e g 55 618 55 e
wilaa 53" S5 1S by o Slomlgp 5 1F-O0 5 1005l Slalesl g Lo g5 olsn SBem o pe
AGM-65 (sLasSi 0 Ly S patons 35 4y i o ¥V i 025 B 53 530 0

. David E. Hoffman, "CIA slipped bugs to Soviets" Washington Post, 27 february 2004
. Jon Trux, "Desert Storm: A space-age war," NewScientist, 27 July 1991

. "Cyber war Also Rages in MidEast," The Associated Press, 28 october 2000

ISP

. Operation Orchard

. ELINT aircraft

oUhwWN R


www.SID.ir

53 ol oSy el o sl plowil (s (550 ol oS IS 0 slacws s Maverick
PSS Sl Oy S s 5k W5 S Sl oS Gl eSS b 5 Ll Ty
L Ooda 03505 pasein 4 528 B ol gl el ailain 4 Sllas 1 iy 555 03 (e g 050 S36LS
$23L58 51 Ylammt s (s 55 5 o g 3k () odomie VLI (i 5 (ol bl 3L 5
gl YA e s dles S aslizal (63 8 51ty 53 0l 5l s plpn (6188 Sl i lie
SLeMbl (il 2l g 0255 S Sl 45 2l52 Al S O Jrdie (goele 55 ols )l
- Space Technology ;Aviation Week &b i (g s 5l s sgol—ine

.(Schreier,2015:107-111)

Srobe oo ogas 10 ¢L ' (U Joudlygiws

déﬁuCuuL;)&ML;Lp;f(.up@w\gu,;ét,@wdwm Olajle Y20 q Jle s
s BLalis y8 Ml 09,5 51 es g ok ast b ode QB 0l 2o 4 51 5 b 5 YA Jlo o
S 655, opl o] Joo 4 Doges 6;:1L-¢§'—?f.rﬂ> O o s 53 Slandly s K g
25 G565 Bsim Gbaslamin (g JUis 4 b (g 2 b el Gt Oliioes 5 eanaiite bou g
Jordlysians U (6l Ko o s 5 YLl G5 Jardly s el (5 sl 45
M.;H,‘qubﬁ%J,Tclplﬂgé.u&,;af@uﬁs)w i gy 5l &S (b
S 31 6l DUIBIO ol 10 2t sl 2y (65LeBliS Cogrr I imen 5 (5l K
ol Ko 53 Gs 5 Ko Gs Sl 4 ol a5 L5 g

0,8 505 IS ssk s 3 e i (S G ) 4 6 Jaadl) s ol
3 et b Sl Ol 4 U528 (S 31555 4 Jous oSl Jhodl o G Ky By
WS G Ol L 45) wlls slas 8 )3 b8, oS by ol oy G 52 WK 55 G i
G bad e jolie (ol (558 g0 at s 55 aliwgs i Jdl s s L dlorhus Olaolns G 52
sl ok 0l Jandly smans cpl 3 55 Wl 3 B 5 ) 53 o gtns 5le ¢ JLall oy

plasil 4 M lods Slaolins 5" 555 4 5" psgie 5165 oml el 3 7 (g ule DLl
gwélwum;@g}db,@;ng\,;:.g.@\am@,\:’ggmdm@u“.\;ﬁ@
ot g e 3515 (Dl gl B by 3y O g ( Jladl o B 53 BIBI BB Ko slae
any 53 Ly s e 5555 & Jou 5 ealie (i y B b DL 55 g5 (6 e slaclad

1. Tallinn Manual

1

(
%,

a8 Oum)b 3 )Le hrb.})‘.ﬁ O)La.:v \.,Jm:r Jle


www.SID.ir

S GLS 5 la,5i8 UK 4 $1.5,8 o 55 i 390 6K 3 B 5 dilboabis Slerslins
s A0 5 5 Sy e o e 056 b Gate b 05,8 e 515 OUT laolsls S Do S
PR P gz 33 Janlls s cplomil Do (550585 o 4 pke ST el g Lol STl 5 5
e dn3 gad plnit (5518 ol b s G s 5 Loy 588T (6 AS I s Dilo 55 50
b wy,;u}_.zg_abt,;;AoTjt@\,;ﬂL{,a@Tgwﬂ&.d\,}unﬁuwwwb43
Sl 1 slos 2.8 (b 5 (5 sime CaSIle 3 (8 m e g sl ol 0 3, g b Sl
A o g 131 5 Lallejl oy 5387 ade (adly 5 i S Sl sLad 52 (6 4S8
P el g 8 uS o b 1y Ml 5 e Sl ¢ SLISI iz 4 ST STy 05 e
Ol dlobis Dlasbes 5 595 4 Ju s (o 3 Jlall i G5t w5 oY A8 sl pde Lo 4
o Sl Q‘QMQQ&%(}Y&\)K&GM‘&& Ot das iyl 3 bide |y Ol

%
(/&/}

.@‘sﬁbo‘jf
4 Jle Ol ge 4 06 pmle Dl g ade (6 mle SllBl ye3ds Gliae 53 (U Jaall) sws USTG
Glawlbn s U (g pmlv ader b g K Sl glac sl ade (6 ,mle Sl 6,58

e (gl SISl ypme Jg Junly s Sl Codn opl b oSl ey adile p 5 J S
GALEJQMWbﬂ@;cdﬁudﬁf;fub@}&\ﬁwqwchJLAQ‘J:.@:J
B i o M Sl e 58 5 1 e sl Aile ¢ i S5 S
33,8 005,58 53 b Jandlygies i85 SO bl b 2T 3 blods (i x5 Gloakis Slaslies
(Schmitt,2013:16-19) coul Jadl s S 5 Mol &iloehs Slarplies
sy 3 NS 050 5 (LS oo 3 ol L8 4 5a3 05 oo 1) S G Jasdl) s
W ‘QT@ujumﬁﬂTc\;\,«@‘&b 6o Canle s 4 Ll ails Yol pelaws 53 (6 L
steal Kosglode Js 4 ST sladou 53 55 ol ) Cons K211 JI 5les 5 ) 53 0T 4 O30

AU ol g3 a0 0 b Wl G gl i ) 6l K

) 3 33 s 5 5 e gt o Loy 5357 e (6 b LI 0315 515 0 ol
odh oy a8 el o Gs 53 5 4 S e 9 Sl s Il (b R 53 b o 1 5ede

N o DG PN RCH S [ Yo


www.SID.ir

Hodloms bulgy 35 595 41 Juwgi &0 g j9lnd’ pgo
dy Cog e Sldalas coid 03 0 OT outins JSK85 Jlasl 5 o o 5ol 0T 53 &8 Sliales o
eales sl DL VAPY 550 5 F o (slagu ,b 53 45 ol bt pke laOlag b 0 Slokalae
Olgd 5 Loy 4S5 (3 (sl OLadlidl (Ol ez 51 S5 (slay 538 (5 5 5 Gl (59053
5 gh o ald ol OT Jule 5 odd O gusms ola 5 35050 cldalae ol b .ol ol Ainiae

358 S 488 el ()

S G el 4 lordis (2l 5 ddax (¥

SASTES ol ys ol (1

OUT a4 (Saaly sllel 55558 ¢S5 5 ,0d8 & ale Cogmr mhos(lray § 4 oS (F

2555 S slabeylgn 5 b 22574 Glorke alo (O

Olimbe o gn ol ) 5 40815 doete s g5t 3 by oSSl 55La p pgde Sl (L
clacds &S 6 8 0ka (YA Lo VA ( Jo&Ks SLd) 5 8 Sl il Ll a7 s (glos 28
Iy edl o anols (slael dan CoaSl (6 9ls ool dowta ho g gt o 95 Wl 53 355 (65 8,5
Sl il Nl 53 LSS T oyl i3l o5 505 dleel b g Glas S ytes 4 i
ﬁ“f-’ﬁ‘“}fgﬁ‘-@-‘“d&‘)J%W&M‘&z-@‘))ﬁu}%&ﬁCjﬂ“f-’;(‘W‘
595 3 eslial U g 35 es Mol o allyy 53 b Lael adS) dote oy siia (F) ¥ osle bl
5 e e olie by 457 6805 G b a1l 5 s a el UMl b ] Sl e
A5 (6135 55 el 4l

233l sliaba (Jal 5 a Cou OT lasl b g5 4 g doie o 5o Gb 5 p b
23 Ceshodd § gian o3 8 s s (g3 e §163) B 03le 5 ez 423 ol | SLlS]) o2 Juad
5 lom @l Sty yslias el lolss 53 555 4 Juns Sle 3150 835 OT sl Jl> e
ok 39 S5 a8 oDl 4 i i Ll 033, 575 Sltel Lo slad g (3Ll
S Sl L s S s e 5 55,8 edsl sl S5 (s el lals sl 5500
im 5 nls 185 LS sy 1y ealaml gl ,las o s 0T 31 allbsls b el 45
C,;MbJL-_a)@_;H66\4.\9\54;;,&;)‘@..\;;;@@56;@;5\;&;”)@6uu,;
@,ﬁubuoh,\yyL;)L,.w;,4{;}?@,8\3(ygg,fsu),:su,:\,mu,yi.\iu,uu;
4S 635y b Sl 5 paale JSie 5 8 5 e S 01553 55 el s (S0 55 Lylem S
OSTs s e ls Slgr Sl 5 el 0liS Wiy Jale Ol 4 dowte Yo giie 53 35 4 Ju s

1

(
%,

a8 Oum)b 3 )Le hrb.})‘.ﬁ O)La.:v \.,Jm:r Jle


www.SID.ir

. .
U/J;-UP )
v

(/&/}

AU ol g3 a0 0 b Wl G gl i ) 6l K

¥4

-

[

W

53 (PN ) MNalS (| U ol 5 o oS dgs Jolo (o 5 ogen Ol 5 &0 sl Sl (i o
(YFRYFY oo (VAP o Do) Libe plesl 51 sldla

Cnl) Ml 53 YN s oY s M (6,48 Ol s anliwlul 6 5L el S sl
534S dy g a5 4 dolialil S A osle Jgl Ay e oDl ol 53 55505 " 4 ST Loy (16 )
A1 35l Bl (st L 5 SIS s 3yl 13 gn Ll j5lond 0 i 5 L LS
L S o Calia b 8715 s 60 (ol b gl o181 (5 S50 om0 S dine>lo Loy
A i 93 s 53 3 5 e ot e gt HSET (A8 o g 0T oS SO ab g ar 5
Ay 7555 55 ey 4 Ao bl 1l 0 Ol 5 453 sl Sulim 3 0lian sl
0255 U Sl b ol i 1 45T e i pa ol SRS £ g pa b (s O eles (sla
s O loas cbues (slag 5 3l aslizal b s s e ) 25 b pld 055 aamb g5 AL
QYo OV (M) s SIps i ade 3051 8 4l K5 &g

39l potdo 9 595 4 Jwei e s 3l (g L Ololudl o5 >
))j@&jt'ﬁdﬁ\}sajf‘))éﬂb Qb‘&;\d:‘)ﬂjﬁd}m&w&wgﬁ.‘})s"_au&uty}ﬁ
S bl 3 IS s g U s s i e S S (65,5 Jles] Ol g2 4 (6 yu b
u;l_é-u_L.,.e(l_?alQQQ})%Q:;thlijm@cdsL&\j&;Mﬁ:)mawcwlm
L oT (ol do 03,8 515 a3lizul 350 ki cp b (6wl Slles STt petd 4 35 dal i

{(Roscini,2014:45) sls 51 5 555 Jlesl pludl 51 Ol 5 oo
L;,,T@?¢_@>,‘_;,ﬁl_w;u~_,~u}_~5|ujwéﬁuowgumum64;&@
sosls i 50558 Ol s (ol Sl e 5 (5 mbe S b 4 5 s 5 o lelis (Db
SIS 55 o b oo Jols 1) Golusl 5 dlgel lacsilu Syl sl 6 a3 8 51530 p 3
@\am,ﬁjdw\rL.“sl);ngm,\JsJ}*.:gﬁ,;o}fu}fc)g,ﬁ%,ﬁéﬁuc)t:w,;

(Ibid: 52)
,:..\.&:L;u!L;J;ﬂf>\>$u|wolﬁ;@,wj,@¢€e-J.gcvu\aaﬁ&;-ﬂdjb@g


www.SID.ir

454._3;01_‘..»‘"))}4_5&}5"S@\:)ﬁglﬁacélmob&y "Q\‘,;;QJ;J\AL;)@&TJ
v\.a‘.g_@uCWC}J,ALQJ;JL;M)‘)@;}Jé&‘f@cw;)t)ﬂtb.}fw)a

OL 53 ol (L ol dlaypi8T Sos ade (6 mle DL & Ju s 63 S50, o 2
S50 il Gl D5 s ABL Ko Gy Ll 3 darly L5 o0 55 S Sl
) o ST A O (6l SLIT L 5 s Slasline 1 53 563 SLIG| g S
Loyl ) 15 on 45 8 45 oty oy ol ol 0k ah g Sl el i 3 S5 0
s T (6l gld 55 1,

gw@ﬁfa\,u)ﬁg;),jdw\gwmxuw.u{,:@);é,;f;uwbﬁgtx;
S 1y i B 55 e glodsb i gian i 45 8505 00 Sl S (6l o
RRHE YIS PeAY: L;l;géi;»bv\;fdl Ol g3 oollas Slelas! 6T)JJW6M§‘5‘I

g a0 4SS by e (il SN G Jgad 'S 0155 o1y (6wl SLI] gy
Lacdgs o olsl BB Blus U s bedgs buy Sleludl o> Dos Mol oy CJ e 0 56
O e a5l Jle sl e 6 mbe SBIIBL 3 (Ced L OT J 8 o 3131 L Laoy S L
Jﬂf)b_;)j)gj\_a&ldy_&ﬁ,;ﬁJ.v‘ﬁwchﬂc:Lﬁ.w‘a};ou)jﬁTjd&)j&ojjfdii
.(Weller, 2015: 1112-1114)

33, 503 g a5 (6l SISl )5 1) 55 4 Ju s 4 Ldg 5 Jowss U el 20
3l paS b ISaal 5 (25 Canles Jool plie GLIBT i ol il ¢ e | OUT
o5 0 M) gl (6 ml el 3l 0311 5 S0 Lo (Al e Olojlo Colal puimas
35 dlin g5 4 Jogimhe 55 g omle 8 SLIGIL WL 1, OUT Ol S5 22 5 Hs) %
.(Schmitt,2013:45-53)

oo polic g Gaiio ol 5l g lw Clagagd

)JU‘}U—‘B&;:»A‘J?)\;45;;..»‘MWQWW)f}‘MWQWWd&Jw‘)Lfﬂ
S g 535 51 (5 Ml Sl g 5SS mn 0SB g S i Sl S ol o
o (Sl Sldas 53 1) s Slacoline B st 3,558 40 gad Lg . lonlds allyl (6 ol

Olas ol 38 53 580 N8 (Yo m A 5 s sl glas Sloudiis 1 osliul b Ldg Cus g e )

V449 (¢ 2.8 sls Ml oy

1

(
%,

a8 Oum)b 3 )Le hrh.})\.ﬁ O)La.:v r:m:r dL»l


www.SID.ir

. .
U/J;-UP )
v

(/&/}

AU ol g3 a0 0 b Wl G gl i ) 6l K

A

-

[

W

3ty 3345 3,5 odalie Ol 5 o Y00 A lo 5 a5 Ol 8 Olio Mol o wilonkins Slenslins
LT dns #5558 55 0ln Sl 51 oy Lo S adom STl 61208 5 plowl 5 87 oS
My (B i i cadls OS5 Ol L5los 5o 5 gboty (6l o p s (sla S
(Gladyshev et al, 2015: 139) 45" -

Jd 51 e 51U e ol 0L oS 2035 (6l Slae o guast 3 Jlall Gy
s e Sabo 3550 LT 5131 4y pl ol el OLallss S8 5 Olallss Ole Lol ¢ allain s 55 Joo
dlesl (o gt )3 ladys 5 e 1S (55 (Ug5 (a5 L5le) ols Srile sy gie 5 30
b S s 3550 53 @M Lol 3505 5 5 5 diloehns Slanolins Jsb 53 @rule Sllas S ol 53
Pl Ol 5 &Ko Ly 53 SL 35 on e el ) St Qe b b5l 1550
55 It Sl (g S o Sl gin |y i By 5 (6 mbe SWIMST DS ( Ko sla b s,
ade Cogis Olge 4 des O g il Olalles So 4 ala ol O 5 a3 1y 5131 Sledbl slaasbls
Omoman 5355 e3lizul sl Slhas S 5l Sl pSen S s 40 5 558 0 L a5 e
35wl g e (5 m o plBl pl Ol 8 5 Olualls ames Slebl (sla g5 bls,l e o
.(Reveron,2012)

3954 Jwgd zow Gblesw! o (6 b WO

5 stee Hlion Boim 3" ale A" L sl K" 1 s pime iy s Sl
>, es 0 5 559 5 ot Sl 55 Ul S 3 92 50 (0 553 5 (B8 Gt ¢ pol Dlilalae
SlaeSs e 851 (e SISl oalie 51 i )las sdonza VLI gl &)l 5 3,03 3 95 OT
o oo 5 5 iyl 0313 B 1 (g10L1 5 (sl jlazzal 5 gl laaSid 51 ps cslall,
53352 g0 SISl 55 L U5 s sl g b1 Sl eslizal ' s 4 glaL]) sla oSl
S gls Uiy x5 imas 60l ods iy x5 "Laas 5 oSl 355 b slably laeSid 5 b))
Slac I 3 b 5l STl 5 Gaseis (o o)l (Bl 1l 5 b bl el
slaobly claalos Hlal plowil e 5 g5 155 SleNBI laailele 5 (6 5 selS et Sl
Slobly baSs G b 5l oledibl 3T o Sl SLll" 1l ol (s 25 oy g ks
LIl 6 8 ¢ gamays 5875 5 SN Glaglel b ladSla b G Sl aosls (55575 8 g

.Mﬁgr@usﬁb&}-J&J‘}J@L@%éh&ﬁ))).ﬁo&&bb@)y‘)s


www.SID.ir

M‘;fgd}i’@fﬁ‘wm‘JJ“si?‘)briuU}"M)’Cﬂ%%‘&@“ﬁ';‘
C;ywj&:.yvf@;,;@bo)}wmw;\xowﬁ\jﬁ&;fjwuadu4@;;,;
Sloskis slacs ;8 53 53 (5 mbe Sl s wliwgs i Wadlw G gim Jlesl Sl 53 1y 5 5 Slejla
Wl 25018 4 g b Jhall i a8 5l 0 5 ST e LB

N g g o3l e 4 cods dinpli 03 sba ol ol Cleb S S ik
ASben (g o (6913 4 p s 50 S sla sy 5 )5 e Jall s atiaSTlaS S1  OT
@_,iy“.\_&@uu;dﬂwbdwq;wuuﬁ,mb;ﬁ};;};fl:&.u_.xq-wgcmtjsﬁ
5B G sutomn (6 5lB 0351 (5 o) (8 armn 5303, 8 o ol Bl 3 0 e G52
G 56 03la &8 Jo 55355 oo Jlosl (6l (65515 4 p g b K Sla 555 5 130 555003
owumﬁéﬂuow,\_s\dw|c;|j‘;)\x>f}oT@ﬂﬁﬁ,mupﬂL}w&
an 5 I3 4 e b Jall 0S5, 87 15 5 g 50 Gsi sl 53 15 oo S lonkas
o AL LT el o sl 50 4 ot 5 ol dolinly s e (sLd Sl eslinnd b B3I 5o 5 5
23 gl g il g iy ol B Doyl 5 STl

tj_}—s"3){)\5‘*—?%5)’}LSJ:-LL“&—:’.'l"-LJ-“‘J-L‘OL‘J'\*‘J".Cf"‘:”:l*’“:':‘“53";&:“"”“'3
J"'"uﬁu—h‘;"-“?M&sﬁﬁ‘)tﬂww‘&ﬁwéw‘-’)}‘“5@}-’}3{&“-“&;4.
1) 03 503 (6 s lv SLal] g ailoehis OV

3 gy Hhadl 3 gm0 Al slakely @ 1) ay 5287 4 5 & o oo Jhall o 428
ol 3,8 Cdor ol Slaolbius Cund s Jgb 53 GIaL]) GdSd @ de m (6 e K
335 2lsR e 5 sse J S saalile 53 Alslie O oran GueTansb SVl Juls Ll 5 0 ladkely
il 5 latas Sl o A5 L b g 35 ST 0L o o claleglsn b s 5 ol e
JHodl e B el sl 53 Dleolbinn 1 b plad pl ) Slil g5 G 58 amaST (ol ol L
23 Lol g als (oSS ol B U (65l oS o i) 5 515 o s 53 ailiass iy
(Saxon,2013: 210-220) 4 ake>

Qﬁm.\_;)@u;qﬁja,;j.\}JMJ;@fﬁﬂdﬁuam,\s\);du@ayw;ﬁ
Ll i 1 i 5o ol e 5 iy 5 ol B g 3 Mehes"! 3ol 5oy
Lk cils on (ollss pltdl Jslan | e Mol oS 5 o o Ml 4507 (6 ol 5Ls 4 4 5
ol el s 5 bl dhes Lo 01y b 4 5 &y g a5 il bog P (6 ml (slaaSid 4 ales

J;QL“J‘)GJJGQ.“&E}C.XPQ?K‘A::L::)JCJM

1

(
%,

40 Oum)b 3 )Le hrh.})\.ﬁ O)La.:v r:m:r dL»l


www.SID.ir

Sl i w5 Sy 53 ailian g s Madl o G s cailonhuns Slanolius 355 L &S oo
JJ;MBS-)')){@DJJJMQBJLA‘.VL.'Z:JA‘}S-ﬁ;)&&uébcwwjadﬁb

fv

. LTS Iy o aesliee 55 O3 o (6wl Sl Cund g 5 dal g a5 ks Jadl o G s
o N

U/"i“’y"w” Sl pollss donslien &l 33 0 Sl 503 5 55 S0 gl 5557 oo Ol 0 1) omeds i

Sl | 03 e sn 5 Sas 4 g5 bty pl 0 gl S el sl OUT G 3 Sy 5 LT
oS dal T

S (glein o8 5 5 e 3 oSl 05T 8 S 5 Y0V s Sl 4 Sl e L
Lo 3 ke o ygin 4571z Sy Wl g3 20 ol s Jsadie 015 o315 Y A" )3 05
(1b10:223) Wlabls ams

#J‘Jﬁj‘U.J"y“@Qum‘ﬂé‘\i’uﬂ‘uﬁj“e&j}&?dbﬁﬁWQ)r’ﬁm
03l .ol ol Sxie donte Jlo ) giin OV 03l 53 457 i (@5 e g3 55 53 G ¢ Jlo Ol
st a7 L3 b dote Jo guioe S e wlouks aless sl s0 53" 1457 3503 00 ) jhe S e
o shie ol S 5SS gn 35T Jas 4 1) Ml Cel 5 b Lai (sl 05 o) ol
A8 1y SUII oL Lael s S dal i 515 ldad mear s b (35 ol 55 05 1 glos 13 6>

(/&/}

@Am‘&b\.@\ ol dias J)\jfg;:;ﬁldbﬁﬂgb}é JJ))TGAJ“;Q:}&)'\ Clé:d;-&i\ Jlesl s
aslel 5 Lai (gl OT Campn @ 5 3 b3p5ii ool b ol (gl 58 &8 (e 5 Ll )3 4
36 2,51 dal s Jos 4 o3V lBlas asis (655,05 &5 @se 8 00 5 Mallom Lol 5 mlo
" . ..
g:,.&b..bh‘jx

oz 45 LT Sl cedd ke alls o U5 51l Ol g |t £ ke £ >

AU ol g3 a0 0 b Wl G gl i ) 6l K

33 Sl 0l 50T Sl 5" 55 a Jus" 4 B, Gatm 5 ssiie Y sl F iy 3 slaales
_)_:..9)24503‘5_3 (a:}JJu))‘JA:_.A| 3 “;_:ALAJJ@)‘) J.;j_ﬁ 69‘_9: &f‘j ct')_)..;ﬁ t’bb cJ;u.A
IVl Blg5 o s 3 g dal st 5387 G (Sm S 535 4 (G568 Jor g oS 103 o) ]
o3 3 g5 ol G5B (o3 3l ez (SI55L 1 o g 4 ¢ Jadte (5l g3 oS 5 5
ajjs/lﬁ.ujbéﬂj‘@&_wt}fﬁm t\s.ﬁgchéﬂzab:-)LsﬁLﬂCﬁ:hU)Jab:-chwC\s.\

o ) 8b Ao 4 desline 3 S s

O 3ot (oo 3o SLaslg opl gl )l 55 g i ¢L05 G Sl g el 0 9DMe

3 o 5 g e g3 G by 1S o 6,8 o 1B (Sl SO 350 85T GBS 8
Sl o bl s gyl Ml 5 s (il 8w OUT (2T s Ol 28T 0T ol
A_EC\_:BJbP}‘;j_A)}_EA{);LCJj:)aMﬂ@%&%@‘é&ﬁéﬂ&hd})k}&


www.SID.ir

Job (6l OLej Ol 5 Cmsd (g0 Jud 51 g5 e o5 Dl I a5 sl S5 p5Y 35T s
.(Committee on Deterring Cyberattacks,2010:162-163) il azils 3555 L L

5ol (D Jod 5 ps 4y Ju i Ll b 5 £ 00 g s 4 U Jeally s WY BT 5 e
Sl s Janlly stus 1 W osle 53 ol 4l olamstl ¢ ke g1 G pimman 5 Zu )y
e o 500 0 eale s 5m g e g6 G Jlesl 3 48 8 ) s (6l SLISH 21
(Schmitt,2013:53-65) sl s ¢ 5ke o Olajlancoial (155

Ledgo Holl o cadginnn 9 (6 b OHo>

Lozl 5 OLS 5l 5 5558 1 (6l (s mle Salslu 5 5 Laailly (il Fledl Comal SLS )
o) 3 AeS o gl 5ujla5-)l:_~“{u|j:wj_:;uowau_¢;’.,@wu o3l (3T 4 4zl g
s ol gy AL e 55 o slal ol ol a1 bl Oliabsl mlis o sla s
S oslizal s g oly b o35 55T S s qolinie 5558 &l Wb 588 K (5l Cooles Jool 5 ol
g oy o fen3 JB 5 OIS0 ekl S5 ]

45 3l 5 (6l (6L 5 el o lizal LTS itis s ) ol 3k 53 ()
o s $3)5T 5 4 bt S ps (sl (Ml o s Kl 0 S0 Sl 3 4 T
338 il Ml G5B e Jee ol 5l 53l eslinal a1 by e 0p dal s Cote g
G5 3ilae 1) 5 ol ol Al o Tgs cc il 5 old 03 5y el 4 57 L &8 JY el (T L
4S5 Silen 3,8 HF Wl Gsi g3 g0 (S b b 51 oslizal ) ol 5 05,87 o lsl Il
03 Hdl o G s J gl 115 0Ly S ol a5l gl Sl 5 Ganl (5 5l 055 A5l
Jlas! JU3 55 s Cd e aline ile ¢ gulusl (gla 2l Ll "ol 5 5 il o T L8 (6 ol (gLi2d
Jlasl ;o Ly Lacdys ol J siee oo ool (ol S s G (695 Ay 055 ¢ )
I 5 ala o o Laciis a3 48330 ) pue Al g Sl S ol 303 (50l 0T ¢l
g s s s mle slass o 5

Ml Sl o s 4 Lacd s Madl o S s 0 basb (6 28 sls Ml Ol g
et 353 0 45 I3 e Olws b8 K 4B 35l 5m al p 5 B mn 53 Tl 03 g 3Lz
B! e L5 4 0l > aS Coils I stn 15 )5S e S35 015 ad GUIT g5 (on s o 03 5dme 3
4 1S (ST (5 g 51 B (sla s 5287 (sl 2857 0 don o (SL 3 53 0k (IS n it 55 &
il dsol il ST Jol am (S pl 31l 0l gps 5510 87 5oko 1 (5 (Mol S st

1

(
%,

a8 Oum)b 3 )Le hrh.})\.ﬁ O)La.:v r:m:r dL»l


www.SID.ir

Sasl 6l 355 5,0l 51 ST &8 das as o3l o o dgm 5 2bos Syl (6313T o 4
A 53 551 6,80 (il l b e 53 Ols S eslinel S5 gla 588 s b s
) | K e iS5 s Sl Cele YF 1 1S e g o 2T Sllasd s SUT S8 s S
U/"%'UP’W” DLl pe b 5 (g 3 4 EIB (la 5387 4 ) bl ple (23l o g3 S e 51 Ol
sl | A3 ISl ade S8 asle (6,805 (bl s (Ml S s Alts B 0 03 0 o
G R

P lacdss Ml 5568 sl gm0 53 Cd ghans Ol 5 oo ol @1l gla ubows bl
2> Laldss 5 s s pate |y OUT n o 53 baypiST s (3 (285 3 S (s (Slomee (120
55 1 i B ) Sl oalinl L o 355 G5 85 p 5 e e ypiST Sos G

fo

(/&/}

o5 53 45b1) Ol 3 5o 5 ool 5 A e slaJlab Lo LAl 5l o3l JUEsl g3 s
e G lab planil 31 3B s 4 ol pl 3 5 d (e G L5 5 35 4 s S
LI ST (o 35wl J s il 5087 53 Sy S50 SRS ke 555587 S5 508 )
(Tsagourias,2015:67-69) 3 5" ploxl b 3 53 (5 gm 31 Sl

4 e e ss Mol Sl s (o g5 53 (I Jardly s A 6 7 5lgn 53 i 5
5 il g (6l LIl 3 Mo Soldgms ai 3 1) et ss 5 sS e Jenll) st ol 0l
D3ek 53557 6 0353 31 (6 s ST 3 5 5 1 o) 03 508 iy o3 15 L) ) i
(Schmitt,2013:35-40) ool axils s Cud s a5 5115 I35 OT 50 J 28

AU ol g3 a0 0 b Wl G gl i ) 6l K



www.SID.ir

G s oy o 53 OT OS5 iy 5 5 6 b DL o st 5 (Skiapllss Oy e 0 5STG o o
2 i QLT 5 SdSH IS, T 01 1 0 gt 5287 5 Ul 8 55 2 30 o 0ol (6 3 51 Aol s
Ml e Sl o La S i A a iles gl 3l (s el (6l DBl o5
Al e Ko g ooty 1) OT (oo 457 (8l (L3 ol b g b S 33 5 0355 Y1 p3Y
338 O gurmn Jdliz Sy e 0585 53 gLty 58 5 o Lol i o b

53 el ol el G g Ol (S Joally sns 4 (631 5 sl ol ol > oS3l
B s s e Lo a2 S50 5 5554 o 31 0T g i (5 4 (6l Sl
Ll 5 La s s dlap S ool oL 51 adlas slagil ;S L Lal ol 5 sl sl
o 303 LS o e Cosndly ba ) 5587 o o 0 (6l gl s el 5387 (6l (Sl L 5
3305 e OT 1y G130 3 el Ol 5w ks Solsioline (3 5 5 595 B 3 OT OulslonS

(el oy 68 2 A3 5 it Olalis ;8 0558 Sl b 51wl s S UG Judl 52
o LS Ly SL Okl Dbk Sl SiesS s S5 oo 4 il aedie 55 (pren
ASy oz g o (ki 0 el s andllae 88 L s 18 gl Ol IS
el o s 5 g 8 s Dlaslus Gy o 53 Ml 055 sl
LT o WG P 0% BT P T PYGN P

el G o e S (laslly laaSics g ke 055 ) (G5S Lal 5 s
L g e 8 e dile s D150 4 5L 6Ky Gt ol 8 31 (9005 sla (S ko
s Up e 5 e el o s 22 O gy (ool a ST odile Sl e sl oy S
Cs g0l 4 e 5 515 clabsd ST o Wil L3 S gs (S TTs e 53 o b SR
g el (B sl 5 e pskiee g g R g6 G OB YT p5Y amezys 5 ollad ale

oL 5 ks Slerslius 0L o 55 (6 mle SLelbl i i by o Jidw 53 & 6,8 Olen
Iy Gl Slamolbus 3 5> Lo st 5 Yol G s Sl Ol o 5 035 Iy Blebuze ol 4
33 G0l e Ol e 048U 458 6SG a0 S alaw Cgr (6l Slltsl (o oo Lal 3 ST oyl 0T
oy (ol Blieas Sas 5 55l (2K Ol e 4 OUT (OIS b 5 8 S5 5 350 a0 Pl G 5

ol °"J§;

1

(
%,

a8 Oum)b 3 )Le hrh.})\.ﬁ O)La.:v r:m:r dL»l


www.SID.ir

fv
. .
U/J;-UP )
v
<l

(/&/}

AU ol g3 a0 0 b Wl G gl i ) 6l K

&b

bbb adle oBlails Ol o33 Dl (K G (WA Lo jbomn ( SIS SLs )

Oljee i (Ol g ¢ B s Dlslzal 5 (65l Colal 6510 il ((WWAF) Ol g ¢ Do LY

T s 50954 Jus G e 51 Ble JRi) J¥s 15l 7Y Ol g o >Ne Y
FY 055 ol psle 5 G i oS ils adome ¢y aallnas (5 S Yol o B s 5 5 55 OT
WENOY Oloer AFAY Oliss § oF o Lo

4. Andress, Jason & Winterfeld, steve (2014), Cyber Warfare: Techniques,
Tactics and Tools for Security Practitioners, second edition, USA, Elsevier

5. Committee on Deterring Cyberattacks: Informing Strategies and Developing
Options for U.S. Policy (2010),Proceedings of a Workshop on Deterring
cyberattacks Informing Strategies and Developing Options for U.S. Policy,
Washington D.C., The National Academies Press

6. Gladyshev, Pavel; Marrington, Andrew- & Baggili, Ibrahim (2015), Digital
forensics and cyber crime, New York, Springer International Publishing

7. Janczewski, Lech J. Colarik, Andrew (2008), Cyber Warfare and Cyber
Terrorism, New York, Idea Group Inc(IGI)

8. Reverson, Derek S. (2012), Cyberspace and national security: threats,
opportunities, and power in a virtual world, USA, Georgetown University Press

9. Reyes, Anthony; O'Shea; Kevin; Steele, Jim; Hansen, Jon R. jean, Captain
Benjamin R. Ralph, Thomas (2007), Cyber Crime Investigations: Bridging the Gaps
Between Security Professionals, Law Enforcement and Prosecutors, USA, Elsevier

10. Roscini, Marco (2014), Cyber Operations and the Use of Force in
International Law,first Edition, USA, Oxford University Press

11. Saxon, Dan (2013), International Humanitarian Law and the changing
technology of war, Netherlands, Koninklijke Brill NV

12. Schmitt, Michael N. (2013), Tallin Manual on the International Law
Applicable to Cyber Warfare, New York, Cambridge University Press

13.'Shakarian, Paulo; Shakarian, Jana & Ruef, Andrew (2013), Introduction to
Cyber warfare: A Multidisciplinary Approach, USA, Elsevier

14. Spinello, Richard A. (2014), Cyberethics: Morality and Law in Cyberspace,
fifth edition, USA, Jones & Bartlett Learning

15. Tsagourias, Nicholas & Buchan Russell (2015),Research Handbook on
International Law and Cyberspace, UK, Edward Elgar Publishing Limited

16. Weller, Marc (2015), The Oxford Handbook of the Use of Force in
International Law, first Edition, UK, Oxford University Press

17. Schreier, Fred (2015), On Cyberwarfare, DCAF Horizon 2015 Working
Paper No. 7


www.SID.ir

