YAYEY AFAY (loasli ¥ 5,Led FA 595« ogos G lalllas dolibiad

Eoria g7 515 G b OT BLi | 9 a9 5 il G <l
dowa o Olojlu y picn BY 85L 3 ) do

A NE S 568 dma Tl Bl A

o.\,S.g

Sloaialid co s Ly aslyz Cdping iy po 5 00 SR Sl walsr iy b o 55
3N ol az g 0590l 45 55 SLatiss (pSings 5l Sl 08 )S ()65 Su ) 095
Slolgal 5145 000y 02l 555 0,1 (6 yeales it ys 5 4 il 00,5 il 353 44 1, oliiadiy
PSSl slen o s Jdot o0 @y Of yr i B8 51k po B 5 (s o 95
loaiz plow o)y sl S a8 0580 Sy Slalel s ol glad my o
LU plos, S 05 adli oyl 5o .comaladly oJle 55 gy opal (35565 Conhll oyt o]
OV ol L o] bls,l colys jo 5 Sl (slodsny i 9559 wgge Sledbol 51 ool
Sl Sleladl py ilodhns dloo plgie 330155 oS (o2 |y woite Jho plojl joiie
Gl 5 Sas | (6 by s 45 Bl SLeladl ] oy 4o (6,530 Sy Sl o9

Al axsls of enay

O\fj\j..\.:.lf

1. Inherent Right.
Email: mirabbasi@ut.ac.ir Ol ol swliw pole g (Gai> buSuils sliwl Y
(e 83y ) a5 oSl Jolliys o 9| olis IS Y
Email: Majid.gharaee1369@gmail.com
YYAQ/ YNt pdy o, AYAE/NNE bl o )b


mailto:Majid.gharaee1369@gmail.com
www.SID.ir

IWAY Ll o 5,L0is FA 5593 c sogoc B olelllae Aolidad  YSY

dodds
(Rowe & Davis, 1996: 6) <l a3 5 o olbls I | uils «oleMbl pac olse )90
i g el alex lags jsel 5l (gl slp (S 85 Gl 5o malsz ples plye0 0l 5o
Sl BD 5 (S Sl bl 5 Las g (Sas s 5l po e (S 9 STe J5S
ol 001> s g g gy 1) Lo Su55 bl s Sledbl jac aSGI L a3 15 o 0 0
5 a8 Cedle adge i |y Oledbl pac g wls a8l 5o T Ol pas S ale o
S5 55 ety yealos e loylas cans oo a5l Lo & a8 lea pe

95 3§98 £98 plgreds 6 rmle o (hndy 5o (Melligm doje o 0jg5l
w2 Oloae LYo F Jlo jo 095 Cundg A5 50 byl shed )l 8gzs g0 S
5 99235 Sl 95 45T 4 el b € rmle mal 2 a0dgs gl s 4l ool
o 9 i A 5 ALBIS Ao S L il o el )0 955 5l Slofg 9 o
(Council of Europe, 2205: 172) el aiz18 5 (6 poles pu y9,5 alides gloac

Blod 5l LaJalos i 5 00 gy SLS 0ty Sgi Ll 1 (g8 Sy 0!
S Ol aS ouls lgiwl Los ol o cdél allin cpl jo Lo Baw .cwsl 009y sl 5 (gl
5,5y 50 ohone | sl ol Ygmne colio ggabes 5 5700l 3ao Coldld (6 mls o955
ol ol 9050 y0 Bl Sliass gl p¥ boglls slowsay 489 DLl s K5 ks 4y Jg
50l 5 Ol wblee 5 ad il O s ST (ol Eoms 550 £9090 (ogas )3 oS o
0950 (52 (3ly Sl 58 O BTG § Sl 28,5 )13 Saie a9, sl S50

Sl slL28 f}@-ﬂﬁ
I, Lad ol sliie sl IS o 45 wldiws Wiz Ygano ule slad 5l oasasl )| Cay les
0SB 8ly ez LBl co s 5 Lad ool (o9 (8Blyd 2 oo (B S e 5
Liw =l o 1y ol g 0050 jladsay Sledol Jols sl a1y yulo (slad pgo dtws .as)ls
1 ol 8,55 e asil5leden oo L 1 sl lib o 51 &us 5 oS oo iy o8
0yl (Y YA 0551) il oo beailels 5 il 51 s leds o Jlas! 5l il LS
5 1ol sLaaSs 51 a3l e |y sl (sl €y ol o> i) i jd
(www.merriam-webster.com) oS oo (3,0 i il pgaza
A4S 0l e oMl Lames y3 Sloz 5,008 SO 1, L ol 55 sasie ST glas &
slaased (il Jold g Sledlbl (5,5l slaclap; 5l La oy (s1aSid 80555 )0


www.SID.ir

YEY g9 gl0 15 3o b ol BLI I g s y9 5 ol Bizni colsl

(Defense el Laoasjls 5 g Lo )5 J =S «slasbly i (90 ol 5l Slbls )
Department Cyber Efforts, 2011: 13)

iy el (5185 50 o Cotol [ 5il8 { GLME] 0y (58 SLS )0 JaliiSg elogs
Ol o)Ll damee 4yl (glad s o538 186 S bl slad e e &l (6 eslus
ol 51 blyl slaclo s g Sedbl slagims «(slall; sloaSls od (S g S 5 5l a8
(Wiengfield, 2000: 14) s o ol «¥ Slez 55,58 di» lgicas o] 51 a8 suds olow! 490

SLbLS I A Gyt |y o sbad Yoo ) Loy 523 10 0] 8,55 slagiegsy S5
Sl s g 9 90 ol ) LS| lasislyiSS 5 ol b gyt Slagse
(Schaap, 2009: 125) s 5 o pi S5 508

aisls o slast ol oKes a5 jule lad 5l saxly ciy a5 &S cile lis b ol
Laaibobs 5l amdly LSa5 s o, plos sliad lg3 s 003,55 5185 s Lol b8 )5 593 0l
1 ol,lS Sslite 6lasls e 1 55655 (sl i, (LB oS coils’ L3 | slaaSes
Sl (Folaie slal g baacs ghls (558 ase 4y Cod g 8o

e sl 5 Ollid ) ka5 316 Lot 3355 89 5 2y O
e e )35 4 0T

A3 el jo el iliedn ) o] s slacdgo 5 058 oo Jlos! paas slacgs
33 o2 59 Sl g laad o 595 aiile a9 5 5l endiz lae Wz ladiges Lol
5,0 1y g El)d led 59,5 3l o jeid seges ISl 13 slel I sldlle
aS Cuwl U”‘ u.a.\.o.> Lol \.\."»)LSA o\.\.wu...».s.) O‘)S‘ J‘-“‘SS 6“5.)).4 \.,Jjé LgL».:.a aQ |) M)B)"
‘L.)T )l )_sul.:L»_.u l_) H‘P A.:Ys_?u l_a ‘nl_io.b S Gl o0l OQM )J.D.:—‘ 0)9).@‘ f""“")ﬁ)"
ao Ll 1) Ladl e a5 as o (LS 355 5] sz 8107 555 2 9 00d Joie
GM [ XCENAY Lgl_bc)k_w a Ltbg.,_w;)j)a L,;)L.wé 0)5 J.».l?u QT «51-‘%;)-’9 9 (g
P 3 ) pmeei s sleaiss Sl s ram e (i )9 lats 5 (lierd (229,50
u_)l )_305)15 wLQ.J L S9> dL.h:\ 6‘)’. @L(:‘p dool> )Lu }i:l.,.: as ool )|J§ uL.:LQ; P
sloThgd dng b (S dade 445 098l 55 |) (g mule (Fam g5 DLl b o)lge

1. Thomas Wingfield.
2. World Wide Web.


www.SID.ir

WAY Ll o 5,Lois FA 5,93 c sogoc Boio wlelllas Aolilad YSF

9 S pldl 1SSk 5 Sesaay o S eione Gl (il 2 50 Sy
(Berner & Goodman, 2002: 12-15) wle oo

s5=a b e by g 4l Wy nle Gl b & Sglite Sl )0 Smle s
0= 9,4 9 AL 5 (ol o 9,5 By &S Cunl (nl SLoS e ez 40 w9
A0S o yolie 25 4y Tyl ol 6ymls Slkos )5 s clasyslid 5l (g S0t el
Ll %o &jlied 1 pmlw pn 55 b ol (6l o2 (s Joaita Sllos (] a5
L oymbo oldae gL L 3 50 S5 b ol 3w Sl (g3lme (olisd 15 manty35
or 4 ombe glad pllicelo [ 5l aies e 5 (b 9 (o 95 GBS
S (50 S (5 mbe 95 5 S le bz mailonse alis

95 355 Sile 55 6yl o9y Mol 45 il o LN ol &y oyl facl o
SBicrlo o selo! T Brolas 5 ciupoi 390 388, ol SN 5 2l o
s b e Bro 1) (1 5 wilod Sy pas e sl o] laasite (550l 252
L b.:Lc)Ua‘ Sl as p Silpg sbales glp caddislis a9y lrog, 3 50 4,00
S ole Ui wgase Ly il b ailaiils Ctisg slml b o0 jlaie gen suolie
9 ple g (A5 pad iy o cpl Blie Bl o) Jle (6l (S 95 plod] diged
L laaibly e T @ wags b o e Jlesl Elsale 6,554 5l conl &)l a5 ol (6l
S aline Slegdge b casbins «mpis o oghe ¢ eloiz dodo oyl aad b ools (cloaSis

5 SleMbl g el diso iyl Bie IS 65k b sl ) ey sl sl
sl wle g 13l 0gm e nug j955 yulow gl oliiel 4y 0 S YAAL dno jo (LS, S
Ly s 45 3ie 5055 (ol (elasll, SLedlbl Ailhe Ly a5 cpimams 5 5l (ks
a2 o 5555 Ley ol 51 (Collin, 1997: 15-18) €l St 5,5 pladl 50isS Jogeund
el 55 S Ly oty o e |5 ey e Cedgaiio 4 o @) iy o6
U‘_“"")'-f" 0)‘9.47 ‘5>).: 9 Sl u.i.o..cf...c ‘Smlfg)‘}mb )L.MJ ulfudiw L) oS dlos
el Jys s )5 T ke

St Jae S Slsiear | sl s T el slacsbo s 5l cbili> 55 5

1. Barry Collin.
2. National Infrastructure Protection Center.


www.SID.ir

VPO g9y gBO 15 3o L (o] BLI )l g w3955 pualw Bl Culil

ol ke rmlo mo s 455 (o0 sl s oo al] (6,500 iy i TS (g0
2o GgilE et SDax (glins any kel (gl a5 (53l (SLaB b a9 5 (I
o el L oo G Ll b ole | ol 5l Bas aS calgs] )0 oade psd Sledlbl g laask!,
ade cogis Jlasl g aol OMas ol el laizt b polow Blowl o iy jelatods
Mﬁ 9 U’“"f bl.?u‘ FLERVLY ‘3)‘5 u.....u—‘ 6‘0)‘~\4‘c\4 WSWQ la 05.“ P Lﬁbtsul)b l.v uol.?h..:‘
(Denning, 2001: 241) &S coges

a0l alem (grmbe g Olsieas DDle (nl (28,5 S0 )0 (gl oS Ll |
alo> M WDy yovie oges eyl g uyi ool JBlas b Jlgel b ol ade Cgis
ol was lllas U O ace Sogdl daplsn bain ojloail iz > L S o 4 b
.(Denning, 2001: 241) swlovs

dlie (So5ed s b 1 0T oy Gl 585 ) sl sl 9,5 €585 (Ll
9 (P M}B &L?u‘ cu.J}_M} d_l.o.> )‘ M)ﬁ)” ‘;._.«D‘ UU)‘ )l g_q"}‘ KERV-VEPY 9 oé;
o) O itan il o (emd & 5 )05 3575 3551 55500l 5 o 5 Sl s
95 3 Sl bz Wl 4 sl paa)e s ey mlo o2 wb 1) Slilee
3 ol g y8 el B0sS Loges lsieas laailyly 5l oslanul 5 it p aiile g ubo
Wil Sus amolie L LLS,I 6,8 m e LMl ol il s S s olinks gl asiyl
Sldee opl ax 5145 Sokine (uizmed sl (Weimann, 2004: 2) Cos 6yl pun 95
U195 15 0,5 oy oy Slhes ! 803l 130wl bl aittens (6 yules pany95
L5 oy o0 Hlaias a5 (Weimann, 2005: 129) o5,ls lacdgs aélie 5 05 caml 10 (6 )kows
IRV L S VH [ Ve B S PR PR

3 ok g asloall (8 T 4 B Yl o ls Slolpl Gdae s ya5 4 Sy oo iy
ladly Ly ass 1o o) Tl aasils o Bl g azdnds | o] ule loles S 5 bladsas
Lo (bt 98 el 5 (oo 2 WG 205 il T (Jloe (sl 5 3535 (sl
ool sla Fhs locis yala l slesl Ll ol (31 g b el 3si

395 L 5 IS5 50 ol (6ol o555 51 e 5 100555 5 50 4 55
Iy (S g5 Bl oyt o Wy jalateds iyl 5l oolaiwl (165063 5, aSly s [SIYL yo a5
SpSon ) sy 4 bape Slladl des guge popde (pl 9 e Sl 5

1. Dorothy Denning.


www.SID.ir

IWAY Lol oY 8,Leis FA 6,93  sogoc i lalllae &olikiad Y5

O, Ol any 955 WYl 5l (fad 55 (5 pmlbes 95 E585 Qlalle oS 2aS
olille L Lo ol gl JYail oz 5l o,L] gyl Sl s a3 slol
el T A s b cigas Sl oslil g e bgrpe Cigds (S ar 6yl me s
Sl LSS 850 LT Syl 9 o g ydne ity Sloll 15,151 S5 olsiea
Bl 4z a5l Vool 5 335 slras 6,67 055 51 5 0t soeleipas wl gyl (g 93
ol e (6999 U 09 Slaad8 sy 155 soladl a5 ol anils 0925 WL ol b, b

Sl (fSeen (LS 9 (lej b ceslite o5 Sl (o (5 0l it )8 9 S90S pogde
Sl atiin qomnr 95 15 50 Gl @ g b Cigis Ol o sy o ol G
Slozge ailgi oo o] U5 o 50 Cigtis Sl il (Kb Cighs a8 o,la (Gjg 0 oS
5 s Sl o Cigds gs8y S a5 S wb 0 sl el 1) s Sleladl i
(st SigdS Sl odlii il b s y9 5 S (o0 (S y95 | plaBlies Sogds 4 naes Sy
potie Ll )8 segdle |y ol dials g auS slowl axals o 1) SLbig 8,0ds 9 w5 B oylo
a4 ol (Oots, 1990: 145-6) wad puosi jus B ai o Hloals 51 g0l 09,5 4 o>
L st e 50 o] 50 48, ) g b (2l 5 Jloe IS5 ) 850 5 (g, oS bl
g oy ) Sigis (pldon 4 b den 50 g odii Lazl (lellirn 5 (sladhaie dyg, (2>
oS oo 00l ey |y Vil gl STV ¥R l5) ol oids amgi (Gl
)9 A S |y (sloailid L img s ey Slml QU155 (6 mle g5 &S
Jlsdn g 99 Joaio (o850 09 g (AS @S> 4 ALDIS )3 a9 ) ctamllo (S5
L anslie )9 5 Cutiog 5 oy b 5 (slatd (029,500 (ploond aiile (ool 040
392 feS () e 95

U9 95 gl &S 9 ygb ol p mbe 8592 GLalid )5 (lalle S5 uSie
o=l (Knake, 2010: 1)8,ls siw g (=50 5ud e 1950 Cmandd (6 yimiions jlimans oy ,55
Slg e Embow )95 45 3,8 (o etz e S (0l 5l @8y 50 (6 S A
9 B J S i olsn Sl 35150 508 (g el (SLel 4 by ye glacsla )
CogdaS e |, 8 Bae g)la g Jle slacslau g pogdle |, Sy sols 5510
(Hensen, 2006: 4) 05 5 o 1) (5 i slanx Wlgh o ol domi o sl jo a8, ey

oSt S5 ol Wlongy Cigias b plgs st 9,5 loladl Grolae oe:S aS b
G5 (nlpl 09 0 Cgmme (Famm 95 a8l 08 LigdS 4 Wi B po odledy Luwl oud
5® Omga 95 S JBA )l &9 50 (Snn g5 Sl Sy SIS s Sigis sue
5 95 503 010 )l 0929 s y55 (SlaisS s 0 a5 g ] &y Cigi gyl a9
Lot Dloladl pl o Cogis oo oS Lol it Dolg> ol j0 043 Zigis ol &dlg 4o



www.SID.ir

YEV g9y g1 15 3o b ol BLI I g s y9 5yl Bz colilB

Sgdme g g Lail (59) » (Sl aST a5 Ll 1 pa 5 (slags J3gl5 5o
‘) u_..».o‘ as ‘) 60)‘5.@ ‘nLo_v S Sl o0 oolazwl cs'l"’"’)‘ﬁ )‘ ‘MGA f°"'“"")5)" &JL@A UM
B o jo HledSlY e e v Caan 9,0 58 0 e jebay 0,5 0 10 wjlul oo Hlas 4
55l ds g a8, I YAAR 558 o a5 |, €Cigis? 851y calom 550 40 ) Bole ¥ Cond
. (Walker, 2006: 632) sls us5 €

o ;.\_>L’ FUEVALY le...v.o )l ).,oo)...wf )L....M.» u.u}m} °)‘5)"""'"“" aS cas Q‘B"LSA WLQ) B
Ore 4018 dxsg (B 50,5 s 1) ] b g, Sludtie 5 5L 4 L g0gd 43S L
el oo oolatnl coml 5l Cogis sl Fasas s e o

ety Ll 4890, 8 (o 4SS (il a6 pmls 9 B oga> )0 A &S
G225 Ll s b el o 1y ol il woass Jbo g Gl @l )lus sbul ol (g 0l
g Smlaidys (S @l p Jolo 6 mle o5 a5 S5k (nl 2 6 mle pa s
uzf;mfs.x_;;fa_ﬁ.;-jsIJﬁLALSLaé)oo?dlﬁ-a&%wlpbwwl@)oL@T
(Brito & Watkings, 2011: 61) s

4 Jgl Coand 10 050 o o Cond 90 50 g o mykiaol ) cpl 4wl o asdl
a0 Lazs a0l placsl T LT o sladl sty ot 1955 (sl 457 02310 (o0 line ol oy o
gl ey LT 4l pgo sl 99,5 Ly 05 (pite Jlo b Sl ol
e b osd oo stiin Jb b G ol s

LSLQJ“ﬁ—"a" L: ‘;A)‘ u{bLu..: 5‘5»........:)5)) ‘593‘9 6&0‘») 4 .onj..o SMW ‘51)2.) d)‘j,w
—ol il 859 5l Sledbl Gon (a5, sln o)l @l (sogee slajsk g Slails,
by i Lagy) Jlo g ol Slal aS o Slil as ooloo Szl 5wl |(ITERATE-4)¥
F oty Sole> g i Jle g gl Slaly asl i olal pils s yg 5
oaelB b szl

ol yomine LRl Syeds Sug 5,5 Dolg> 3l (gogame Slawd s a5 conl ol Cosdly
Seibilo o ol s 9,5 @olgo 5l il sahans Slali slasd ggeme Lol
aS Sl L)'_" u_....o.b‘ )f»l._>- oSSl ool o.a...: ).cu 70f ﬁ‘)g NarA-1aa¥ 6LmJL»
W 5598 (St 9 B0l 5 IV ATV (o 85 cnl 5o abos cnl LT bl
Llol (0o, 5 ABID L 8550 AYY) s y55 @3lgm ]yt w039, ledlbl gl cal
ol 8 SO L wolgs (pl 51 (o0 AIV) 5,50 AVE o sl 00y gludl Slals g0

Do oo lis


www.SID.ir

IWAY Lol oY 8,Leis FA 6,95  sogos B> olalllao &olidiad  YSA

Jeseas |y Al s 9,5 @olg> S 5l s )0 AY/F (fgazma 10 el ol e
250 @ V00 e Hebas (idgh cpl 10 Con 550 Al YV Sloj 550 (b .aslosls
OB 5 w95 5l 4S5 (6 pemal 4> ST cpl sl (Flemming, 2000: 6-10) cewl oas s o2
ol g g Sl Jloas S L L Sl 595 (g (Mol (95 Dolg>
Lol 0dmny GLl A (S G0

oloml a3l (g y9,5 Oleladl aS oy ased pl ay gl g0 05 sloools L >
SlocelB sa y9,5 1y pladl T 55 LT 35 (900 sl S g 0 I8 (e L S &l Lus
o=l aS s e las slael @, 5 ISH g8 ged 5 |y Slal ol £435 ax ST 0,8
Sl b Sl wals Sl g48g |, ci 9,5 pladl Lol dwe WS g autan Lzl &olg>
[aL_?u‘ ‘S_le 3)&‘ MLC‘ 9 ULC)‘ 9 U’“’)‘J ‘LS“'“"‘)s)‘J Sleladl 9 [“"'“")5)’ &nd AS.Ls Sl
J=B (S 95 5t Db b (S 5 (6 pabaipan 595 )3 3l ool &S Sl
Sl a3, 3l b ol 8 s B 5 1 s gl e el
5L 558 olal pllss ;5 5 0 ge 1550 1) (it S8l g WS (oo (st Sty 5 s
B8 o ABIS 4 s (s Az Ll

5 b Ao 3w Sl (65ml pua )95 LT 45 05 el onl 4 o pgo iy
ol g olw dlesia S Al o oo Glojaoai 9,5 Lol |y &lus 599
o=l 5ol (B ey obnlisly s 9,5 b anolie jo aS 0eh ot 0aiiS ) g
3959 4n Wb slaublyable 4 ale> wodine 5 5,1 0T SG 8 Aol GioS  Sun!
(Denning, 2001:288) 85 i (olbxisl S o b g (So3d 9 gole Ol

Coied dgidzr gl Lioog (5 mlw s 4 009, (e @Bly ) o5 0 S0, 0
b9abilngd 1 yo(s yml o y9 5 oeidd (ol 50 sl 00l 5kae (s a9 5 5l 99290
3O ot S 5555 Slola Bl g 8 gt Shw (S 9,8 Dlaladl plol wyas
s o el | oloas suus oS slally sleailol 4 dlom 5 )b 51 o28lg Lo
DS Oyge pmle

clax! )] 050 50 (LKoo a5 55 Lo Sl 5l ol &yle 0,505, cnl 4 o)lg lsl ]
s Slacwli 5l 6 )lons 15 6 015 sloml 4y Wilgh oo 6yl (i y3.5 EMos il
ol ol 3ST50 5 Lol o gams JBig o i dbs daelsn J2S el |
ORS Cews b Lagliwlon b (sogoe Jig o> it (550 ) o0 42 bl 1390 onie


www.SID.ir

Y5 g9 pine g (18 3 b o) bL,l g s y95 polw i colsld

LT Sogi cod yomin (o &yl b ol sl 4 glatun olfws o b o & 08
JrS 55 0 4 6yl DMl gt a5 (T S35 08 595 2 9 S 0l 0355 il
Sz T2 45 Sy o0 iy Sl 09,8 o 4 Sl don 1 a8 oad o ISl ]
S)I53le 09l oo s (o b Aol 4 (Sl 95 45 A (nl 5l Ty Lo a5 0105 S92
SLad 1 sogdle man 955yl 5l oadiols o ype Ol b a5 CiS g oe S8 O)leas b
o Gom (95 A0l Sl (See ans oo )13 Bua ) il 6 mabe slacs 555
Lol Jlzs ke

Ao A ddie S g Yaol i js 5 maly> a5 Sl ol 3,505, b 3,1y ,Sas 8l ,]
Cdls (53908 5 p3Y (Faied A GRS (b o35 385 Ll diglir o i
ably plle ) amt G 4 (53l 5 958 o0 e (o e 53z (] & g
(Sieber, 2012: 12) 545 o3 axusls p3Y

loalox 0,5 acko 105 el 5,5l (6 rmabisffonn 558 Zamle b5 4y o3 0 S0
dpfe § Cudgaswe ol ,o Lo 3!5| 3l gmlol Slolpl (G508 Aol 3aow 4 (5 ol
Glaalos 3l 5L S5 e Slodcs s Latawl Coeal Lsax Ll 0,05 5929 0,5
azml gald o 1) 055 Lo amliy LB 2L (S0 5d Slodo I (o (s pmles (95
4S5 il 55 ) (Do milss oo Lol oS jgamme 395 g0 0deell (s 95
aS aas o ol Lacewdly Lol o il oo i ola log 50 Sew golxd o 5oy Wl
o> 55 |y (6l e 9 8 )5 Sl 50 03 7S Jlen | (St 95 S Lo
g Lashas Lo pia ] clinags 51 (lS dils 50510 5,0 o5 0 250 S48 gwge

595 196 b 95 byt (w3 (6090 U g a9 hae Y¥Yatul 4y 295 b
i b Doz 2525 pgas 10 Hlulid 5 eloxl g g SG 5l (S (So 3
Mo ST lo 1) ol slad jo 5800 bl (6l a5, 45 Sy 4 0yl

2 &Sl ke I 0 Lyl (2o oll 4 VAN Ssliws pda o oml5 2lyo 5 (2le2 9 )

ol s il ol b oIS o] 4y ieSis jly Slos 5 00,5 alas eol)] Logilidl 5 olsle sl

@Bl S5 gl 0wl (ol Slowlea Y7 e 09 JolS darls G 1 el (b )o (595 sl 4o

I oss Glikes Glos a8 wings ol GlaigSay K0 glio 3 VS 5,8 5 SasS (225 ¥ olenay |,

ol 550 sl VOO g was 09l o) 9, 2 20 0] lomlsn YAA (] pogdle ssls caws
eog2 oo 1S 5l (2l)d (598 Cemd b g yme VYF e 5 et Voo Sl s, o Gl 5o s


https://fa.wikipedia.org/wiki/%D9%87%D8%A7%D9%88%D8%A7%D8%A6%DB%8C
https://fa.wikipedia.org/wiki/%D9%86%D8%A8%D8%B1%D8%AF%D9%86%D8%A7%D9%88
https://fa.wikipedia.org/wiki/%D9%86%D8%A8%D8%B1%D8%AF%D9%86%D8%A7%D9%88
www.SID.ir

WAY Ll o 5,Leis FA 6,93 « sogoc G lalllae &oliliad  YY-

ol 55201 L g 095 03,0 (eges w)f czge 45 Sy (o> g AL WD (6l
95 PS> 5 ol 0352 (6 pmals o 95 Bla (T 45 S gm0y S j0 (Vgeo)
E5-85 D9y Ll 45 05 walys alis (l (ogas 53 o g0 Coand 05 L ol 2,
B oo Jo plojl j5die ;0 gyt B Solo 5 £9,de glio LT ot y95 el 25l
il o5l (glib o agl Lol LT Sl ool az ol g9 e 185 ! g Sens] JLae!

€ lo 3525 355 (ool (sld & s Sl

3 g )JC)MJJJMJ“}’CAS”NWJ‘S’%“M”JJ

s Jle
ST Lacdgs Lawgi 5 5l oslittul Cuegion » Joller Goi> 5 doxio/Ho (ol jginte
ooy jlogs (alliys bailgy jo Lacl &J5 a5 conl diils j,80 ¥ 83k ¥ any jo jgiie .yl
A5 6% by o 89S o ol P o2 el e ol oalinl L ;o
A Jwg Cuegion bosle pl 0,5 wialy> (g lo0g5 il alils cusle die Jlo duolie b
03,5 (5 093 ;i b sl K> (glaonolie ,o bl aSil 8,90 10 Cou | o« Six sl 495
aloade (ol g ansly joiie ¥ Bske ¥ oyl Gede (6 pedd G aish (B 4z ST oo
L ol Calas ale 555 1 4Gl (5900 gl Jusgio 95 4 atilyi o Ll (69150 40 45
Lol o9 a3 5 a5 o o ylojlicdlanl b plie (slogeds a4 b K0 (5,908 ol Dl
Lo 5 1588 slogyes e jo 280, Bl 155 & s 4355 52 o8 S ] sags 350,
VA=Y AVAY (), 508 5 b8 50) cuils aalgs & plie Y(F) solo b (o g g,0d8 4o
(Ziccardi Capaldo, ool soal jgiie 0) 3ole 1o 4S5 €gg 0 glbs SIS 359 )50 (gliiuley
Iy 59los g dilolus 0 )55 3 €95 ;0 bl 00 S 1) o5 4 Juwgs & jlie e 2007: 105)
B9l )l Cusgian bl 5l Kl e dleas Sloladl g 5,5 5o

48 0, S unl s nSols alinn olso» Woasie YL ade 545150 bsg 50

(Case concerning el « 8,e Jolliys o> 51 Lol crizmen 95 5l oolaiul Cocgian
to military and paramilitary activities in and against Nicaragua, Merits,1986: para.

e 03,55 i |y Silee 31 Saad o lasles ypiin o8 L 31> 1 L. 186)
e g St Sl sl dildhis Al U 95 5l oolainl Blaas Jos g5 ax a0l 5180
o9 gozmo dslialad bl vs dlox by 95 5l colaiul pgd (sl o5 35090 51 SG o)l

(Schaap, 2009: 129) cewl joloss iy yo5 pgas o Jo lojle

1. International Court of Justice.


www.SID.ir

TV gy g0 (15 3o b ()] bLI )l g s 955yl Bl colil

39?1065 0 9 0 o0 LAy jaiie ¥ bole ¥ am anl Slool deliahad ol 51Y Bols
l_‘u. ‘;.o)‘ ML@.‘ su_..aSlD d_..l.c )9_.“5 & Ja...uﬁ.' CJ......A 69).»4 )| oolazwl )l S| Q)L&
(General «a o J Lo ylojlaw joico N> Jig0 4 b K0 (6,045 cwbw JDlau
o=l 1Y 8ol Assembly 3314 Resolution on the Definition of Aggression, 1974: 2).
o=l aS ols o lame 5 T aoke g 00,5 53 5elow lavas laicdas 1) pladl Cis dslialad
(Ibid: 3) cuncs JolS" o 98

s Uyl 530 05588 bl Copeled a8l Ll Sliles 45 £5.550 ol el e
Slowlen 5555, an adol> pl bl g3 0,50 Ailg 0 VAP Jlu 3 '«Y-g» &ol>
sealoz 3l slaspe (9,0 (hle VYo 0 152 @y (onj Siigo L IS5 5l oo 8 (oLl
58 518 1 Vg slmjly p oS Culls Jlebl (59,98 palezr sl Al e b e (59,9
5 00,5 calliee Lo losls Cpiel (glysm oSl ol b sl 1S 5l oladl (59,5
soliiuil Glaman (g w0092 (59,908 (2lsp > (ABT g2 Sl wigye a5 05 (T A
(S/Agenda/857, 59 i Jdo lojlw joiie YV 83l ¥ o ay az g3 b 95 51 G958,
1 3lome (glid loliis IS o350l 45 alis ) 4 citlae by g dnid oyl &y a5 i .1960: 2)
RS il oo o )elS (Jlee ;o 355 doje e loz (s 9 (Sue) e 2y 908 LS 50
195 3 St 5ol d Bl ;%00 5528 oSl ol sl kS 51 o S o,
soleiwl Blocas ,LS0g5 jelbas 15 K0 (55545 (g5l sloaSiis Lad wli uws
O gm0 SleMbl B, o sygle 5l s Sleladl By ol ol b digis a5 5l 596 e
3,00 5L (gpin s 4 g ogd e plel o (oS Al olSST w0y

6_3'\5‘3_7-3)3} “~ J_.»}: & ousd o2 b &l Slelud) f\hg‘)
ga.r0 g3

s Bl S Slarear 6ok liee 4 giie ¥ Bske )3 ioke 555 4 Jrgs Cuegios
Iy € 52785l 585 slume ¥ 8ols Lol .ol ol a8 pdy By Jalliyn 598> g aeie Jlo
Lol o.b)f)'l.g L)"?""} U”‘ BN ‘) (GO ).».M.vl.o.a ul: alswo R g PR )),3.4

s (15 5> an T o by sl Ldlaie oS canls 55 42 Jowgs e Jool (380 ol s
S bo)S lag g jaie O) 83k 53 )5he £9,00

1. U-2 Incident.


www.SID.ir

IWAY Lol oY 8,Leis FA 6,93  sogos i olalllae &olidiad  YYY

Jgemiee 0l o (6w ddox LT aSl (ogas jo 1) olSays 50 plgi o (S5 j5boa
A Jwgd Cacgion a5 Sl ol g olfass SOl Gl s b ol a5 4 Juws» lgie
Ol g Cel Edgd S0 by g (s lagdlo b g ailblae dhos oy sg00me LS g5
aelsd an Bade (69,509, )59, (ol Sl Hedie V(F) Sobe ool 5l 2515 (6l Ao
Casgion (pl Izl a5 (G 2 a5 Is oo 80 g el (Jodliy dxal> gy oaliolnl
S a4 Ll 5l als ey yha g guge Conl (63,505, pgo sBas el Sl 0,5 I3
9 o 45 )95 o Jugi 55 o jpiin 5 Sl (Moo Coial 5 o i gt Sl
Elasl plas aS o lo Cd¥s 0,595l (ol 08,5 Egian S8l o,ble 4y |, ol 1y Sl
el 5 s0bal b 25 L Wl 25 1l 5 50 18 oSl 45,0 g L3
slacbun; 48 mbo OMax 45 CdS (5 o0 3,505 Crl plia sl 92y (Sslis
b0ls 8390t 10 Wilgl oo (g co D lus > ge g LS oo JIE Cun |y cdgs SO Sl
olo)ls 3lu gotae Lol jaiie (Baruny Bdo bl cnl pusS )13 jeiie Y(F)
Wjlasloblses an 1) Madliepn Cosol g mlo aiuilsd 04 oladl jo aSL w0og dilxlucs
sgie Blaal by plse a5 (&b 5l 95 4 Juss hodio ¥ sole .l 039y Sa5 350
=) Casled ade jo5 a0 Juwgs 5l 1) lcdgs oole pl X8 (sou Il 00,5 £oinn AL
D, S s $595U5S 5y 4 (v oo 1K o) Cewla» O le il 00 5 mie S0 dgo
W5 o alplo S oo 0 o 1) sl mbe lad (dgs S (o2 Celes 4y ale
el o o)l Coeled a4y jlony Lad ) jo (6,500

bl Connl @id 318 Slolis Sl g OYolrs 9590 B0 90 0 Slgioes Wiy
30 Gyl e a5 W5 ls ledl ASG pl s olFaus g0 yo aS Conl atays Cids cpl o Ll
Pgblidyg; 4 Jugi gie ol (A g ilords Aoz Wil o0 DY o

A5 s G0 Malins a5 Gl (6 ulis Do paaz 5 oBaus (pl a5 Culls axgi b
2 e i 33 2l 5 (2l o ol slag s 2lylcio opad b dnsie (lyicas i g
IS, 5l st 5 ol s Blodcs e il & 5l S o (53l
Al Aoz 35 gy 5wl @ly b 5 ade (g ol DMes j0 assl 4l 0,5 s
el g oliol o9 (SLSU Jdoas Koo (sgw 5 (Sharp, 1999: 60) o ,lus 5439 o] (yog
o QUS> Sl a4 b Jlgw ol e Doz ln idle lojlo g 2 bg: o
Y sols jo zyaaie Jol (AL (e o 1) (gl loladl « Lil» BT a4y 5 S aexl e
aS oyl o ledl gl )oK a0 ) aeis b aS el cpl oo ol SVl clls jgiis
50 555 an Jwgs adieas b g mle 5 laes ¢ 09,500 (ailiand Glagdls 5 ooli]
(Brownlie, 1963: 362) wg, co 54 wods 5 Jlgel (6956 (gl b, ol 5 g azd


www.SID.ir

TVY g g (15 3> b ()] LS4l g pams 395 poliw i bl

S50 Cdgd A Dygo H 40 g oLlai ol o cwlll 1l des 31 Gue sis DM o
adom 51 50 55iS oo Cunaled (0D (hgatke Bro L5 s oo g9, g (ISl un
Sl e i ol s St L alo 5o 51l sy st s iy IS
528 g ;S| (S 095D o pgime ailorlas Slalos B dgo gy0l8 o allai il
385 )l 39y (s 09ad o 55 1 (ellas Jlgel b i deso o S mhine (slag
oo ol Lo 5 os (glopins diilad (G1L], (lgiumns dle (6 ymlo SHla> g
(Dinstein, 2005: 115) quilas ailorlas dlox 1, o] § g 2 il (GlAmES 4 ¢ o guas

e rmlw ddox 1 sl K5y Jlons (Sl locilo o popde GRS Lxi] 59
sl byl L ol 4l eensls (g puplos ailmbans Blom g5 i | (o b3k 2 ol A5
Ut Melli gl )0 a5 ol S5 Ll (pgas Gl 8 aiil Gle glacsloy;
b i e ol S 02 Sl oSl A ASH] s 5o elac]
i |y Gl SLedbl Sl sloacslo ) 053 (5 )52 mb a s ar il ), e
el 835 opels alagl 0l 52 5 (AVReS/58/199, 2004: 1)L oo

Sl Sloladl 4 bgy o Mt o oS 1) juslcigiid At jo € uiains ol 900
oz 6l (9,8l g (58 sl il s ol (Lo (Bea olFas 5l ol a5 a4y iy e
il sy e S oLl ) 515 550 s Wlsty 6 peplos loladl STy B 5yles
o Bl ax e OISl g 5 Al (5)lgd0 5l H5 098 slaeld ol
a_Jl (Dinstein, 2005: 103) sl zols £435 9 )lime 0 aSd o glaibly jgm G ax ail
Sl 690 by s aodi £9-59 Sliiion @l pelulp d 03ls medgs a5 5k les
o Sloladl ils s y9,5

ol L 35 25 oy ol 5o e Anolr o elazl 45 e b S jsbony
1) 395 4 Jmssi potho b Syl dlo Lkl a5 Coils anlys- 952 ateo ol 5o (Fglie
NG WART PSSR P

Sl ly Olss GUladgi A (o) 5l g aote Jle Glojle jgiiie g ol ogdle
oo 4y (53532 L 53 (aldd dg) oS sy o0 Hl000 055 g9 (2la8 &g 4 Jl5 )
i Glams o)ls Jled ol asd 571, 8 Le 525 allie (nl )5 &5 )9 5l gwge s po5
Lol 55 apioen Slolos aSal  (gien Ll Sgo (sleal 5,5 455 808 5 (5 ol
o Sl o) cled as Baa bl 55 woss Y(F) bole o SUI Cdgs sy
eliel 5 Lty plasl a5 5,5 w3l 5 803 Ty 155 0 o Sl o it i ol 4285
o ST o Bl B 5,58 IS oo 55 (ol S sl S

1. Yoram Dinstein.


www.SID.ir

IWAY Lol oY 5,Leis FA 8,93  sogos B olelllae Aolidad YV

(Case s,lus Hoze Jlallopm Goi> ;0 a5 Cowl oad jolod 5 455 Cwbow £95 Jlos!
sl &)sin 4,15, pizmen g0 concerning to Corfu channel 1948: para. 13)
Jlos! JB Gsi> 5 595 4 Jwg 990 9 e Goi Jlosl jslateas a5 ey ()l slans
S8 a8 8 slae laprdlw o, 84, asie Sy dub dildus Sloslbws o
(Legality of the threat or use of nuclear weapons (Advisory opinion 1996: para », .5
ehd Mooy (510 So g Sl (Sl H92S )3 (oot Slaaluoy TV gl o
A Culys o g cbls ol penay Jeiwl sl g0l solaidl ¢ claix] cqu Dlas g wid S Loy
395 (S8 )9S sl Glyieds (0988 5l (Sgtl S srez () 45 A o a1
S5 59, O1 B a8 ad By e T€(Jluzs e S 4 i dles allg 0 ol s mle
L3> & )l5g (s95is (Myres, 2007: 1) cod) o jloidn 5l dlos oy 5 SYsb o
Slhles STL oS dos> (5,905 4 Shgo b Lol [S1aS cils oMol aoy ol jo Seinl
Loy o3 0 hea 50 Sleyl g w5 ool b aS ail jelcigis g P &5 0SS b,
)1 L s Ly Ko lilas l el Lo ol 1 b ool sloaiulss a1,
Slg g eyl g Laaslly 3ok 5l ezt frren 145 w8 (oo gikao 1) I cnl
(Aaviksoo, 2010: a,l38 o 4> (Gyolis mauyg ) 5l e 1) o pb Lot sl Cawsdy ailine
el Sinlod pwgh pondi iy L5 g pteiys 5 Ll bk L ds g o) €14)
Y sole 2w lpsicwlas g Ll slawslin iz 0,5 anlio obyo joly Jlass
3 o5 S Jolsmn b ol 8,mlowed ko a5 8 o plijls (gagas gome dolialed
s O ools Blae Gub 1S 5ol coladl laicas |y € S0 (6,50 e slog i (Sou
L Jol5 dader o fylojle jgice 51 FY Sole a5 clils flo b Jb onl b oasS oo 0ladd
]_i.-.o 9 9.)&‘) ‘dlj_ﬂ.» “5,._4..4_! “Svlg_.ﬂ “5.![.)}) ‘Q.mjo‘) Joﬁb} )..J 9 6&[.4.;.3‘ Jaslj) )| ‘5!].7-
S8 A5l O 50 €35l el s (595 Joli a5 oladl fgieas 1)« Slbls )l SIS
1 el cldes U ool Jls o0 10iS 6l Slolia b o,STie 5| ey 5Sas] o3 oo
510 8ols &y e 45 Culine Gl ol S ses G a5 sallss by plodl S lgcay
J9iS d LS 043 e bod o rezaiws 33 5l glis Koo oW w4 b Jlets LW yleg

1. Denial of Service.
2. Digital Pearl Harbor.
3. Jaak Aaviksoo.


www.SID.ir

YVO g9y gl (15 3o b () LIl g mam 395 po v i colbld

(Russia Accused of Unleashing Cyber Warfare «a_S' o5 lowg 3l oldes o) JL 3
.(to Disable Estonia, 2007: 1

59 «adls oy 5l eolaiwl Blaas Glg o 1y jule Sldeas g4 (0l LT asl 8,90 50 G
o oS Gl (Hgs slaculs @ ales (sl drmgy 4 Gl 5 DLl (o )3 9 VoA
OLS,o0 o o g Voo A gl Vo ol Lo g o o 0 )bgo o] 4 (ol dlas e 5]
) b plazr Glag s aple ail oS labos Gl 5 slag i (ol 5 ) ailll ol
5,5 W iz ;¥ S 5 ol Slilos b 1 uelis pladl ) 55s wsgl A o 558 1,2
ay gy o2led 5B 5 Dl YV gy 0g (ol ade (allai 55l 5585l Sleliae oI55 a8
Gels) 31 355 45 0t g5, L5 50 slaalus s gyl SBlomiglion S
a0 olper allii g puslows 055 b Sinlon (6rml 02l S5 ()] 50 &5 0 ladigel

Jsliie 6,58 slaslys 5 Toamie YL ol ladely a3l oS, ) 5y Sl
S e i Sl 0 o8 Sl plsie ol o1 5 Sl lasleS 5 cso
o cilo g €ailos ;ST (6 105 el ol EMa> sl 8590 10 jein ldgs
39 o2 o5l (95t (GOrman, 2008: 1)« l Slegdge ol )90 55 by, L
o=l aS oyl (SKis ades cood joiS a4yl Culys jo» aS 0,5 adlal dis e
O,la0 029 aius (pl ogar ;o SloaslB L glox 1y s b wilay ollas dlos 1) laladl
(Gorman, 2008: 1) «55,5 oo gusmo Jolliyn doye g sla il 5l aline ol g

35t s o 4555 il doly | s 4 o e 5o Sl ol 55T
oolaiwl &ie (nl o g g Sl (xbaw 4z g Wil LLS)I 59 5l eslaial 4 5550
Solarog So 4 395§ 518l S o ToiS o0 a5 ) )9S o e 95 51 (2loo
3 55 5l esleulitly slacas gl cdgs S Oleas o LBlas PLSTolowl b g
olie S g Leools CaS (sla g 0 PLSTL 0g,5 9,50 40 (Jl cpl bl
Yoz SO a5 e ez slatd sloolSTy i 5 S35 S8 loaSios (3 (sloasos
rboeldec 89> 0 dilbrhass Aoz 5 555 5l oolitinl 9,90 )3 (am slagy bw 51 (So (2l
el e (ST Sy o Kitngsy Lo a2d Spbonil Slihons (S yo 032 aalss
S gy 3S (nl G oS E 5 (S sleaill) )0 sy Gl T€s, 53l
il ol @es Blie 45 &5 ,8 o] 6 pdya] 5l ol [sSie Liules]

So gl O B0l [0 Gz e &5 culls bl Wb clales oz a4 Al Gl o

1. Scott Borg.

2. The U.S Cyber Consequences Unit.
3. Aurura Generator Test.


www.SID.ir

WAY Ll o 55Los FA 5,93 c sogoc Bois wlelllas Aolilad YV$

G 0dzwie SYLT o5l o dgamme |y prlgee (g9 3l oolainl 090 dax £o5 4y HgiS
adox 5l matiio dlws 0 b (g rmle Do 4y (2S4S sl 00,5 Gl (o) O jsoas
(Verton, 2002: 1) aas oo 1,8 095 canliw 1) ollss Ao
5 5l Yo A5 Yo¥ sla b b aS (gymbo SDlam Grolas & 425 |
VLI ) o oz 0 3 b 4 oS gpmbe dlea (15l G b €85 ©)90 Gl 5
sa iz yhae slacoy (18,5 a5 o 5l o (Bogdanski, 2013: 62) o yzie S el sosie
@ ST g andi B ez (pl 45 3,5 Cubls y 438l Gl o0 die (l 50 plaasis b
Y 8ole BB 45 5 ol sl oy il csbow 0B b g 5925 e wle | 5 oyl
g9te gL85 & T (hlas ;5 (g5 sai 5 S (ool allrbs Ao oy Jo (lajles 520
Ol S i (oo a1y ol Glaiy ST a5 i b coled )0 .05 Caws o> b (60,8
e sy ol o 3 5 ol sl s LG o e L Gllas o
(CCDCOE, International cyber incidents: 5,5 o ,Lil vt ol 4 (Sl 45 423 5 00
as g aibolen Olejl g oLz L ST o> ol 'Ll legal considerations, 2010: 26)

1 ol Olsiee bl ol il 1is Ly gols [ plawl 4y (gs (i lo ol aad
SLad ;o s apsl ol aST]) Qe )5 Bz g w85 L 55 (6l e 95
plad jo Ladshly aS o, 5 ol 19,1 a3l 55 Gudzs 15 0,5 oy oo aow <ol (6 olw
ol s 500 5l 5 005 (s pdyanl g i Gl S g o e JLE o ez bl
il 6La3ST, ol ki glatilo 5 somts 5T EMle> 45 ol 4 a0
G bl S s o 0l lepie L (Siny g (blige SUUL Gy slaass
oo Lo Jsi zradile ligiaygf Doly> a5 wijls Jadll &jpon |y Sle)l 5 &)l
Yyasa 45 ol 858t i 8 01 5 &1 ralipms 1) Blor i b 5,535 L
i oS coul (pamd (6l Sy oo WS (o0 Tihae (g5 Slles la Sy ol 5o

3,18 E589 Bl w5 pmle Sex )3 5 Cend (i Slides 4 pazie

ol o y3,5 Ao 5o (Malliy (qulow 5 (Ssi slo 5155 45 0590l (6l oans 595
B3 g9 (pl g g (S a9 50 S9ge iy pladd e el ooty Slaisgs
G ;23 3l sl 09,5 ol yen (sloaialid la Fouzn L1y o1 9 oSl il o595 5
Sl p il o |y el ml g oud Slde e 5 pmle lad SIS latlly
Olaasie Sep dwe) ol 0 00l IS slayie plad (o .l aizle Jaw g, Eolos

W3gr o less blsy 5 olal ile pBgy (o 59 5 4y e Gyl 1y Sl 9


www.SID.ir

YYY ggpio g3 (15 3> b ()] bLS,1 g pam 395 joliw i colbls

9 99 s (ol (Bofi> SLST (g )3 (o5 S5 Lol didgy oo (3890 doye (pl yo il &S
4 Cwd 35 >go cdllao L L5 030, 5 s adlin ol o 0uindS o o] LS 51 il
O ygmodny Jlao 1) ol 0l SLSTCebl 5 0929 9 i g e (2 9 (ol (Yo
2 3 peil A gie Comw (il o] (Seio dnela S 00 U oS e s g (a0
L 5 Sld 5o oo ol o Jois 5 e SVl 0l ke gl el 6,55
el b gaz 8150 a5 a4z al 1 (ngi g (e meetya8 S S 9 ol (o)
ol 5 o Shis il dlaz 5l 50,5 5035 Jlzo 1) sl Jpol 5 polas 51 (55l 355
slacily Coxyla ;9 500 wax pae SBLASN 5 bjls 39 s y9 5 5lSaS 5 (S
095 3= ol )3 09 (6l a9 5 SELAD ol dlez 5l 5 aoniS (o8 (S
Ao ol g e lo ke (e e 95 Sl T 5l (g e Bl L) 6 mle
Crbl gyl s i (S s S Sy 85 B 0 b (S a5 o,
ol Lylh o as wijlo 1yl cobls leladl (-l aST 13008 55 e Cond (o .0 ls §ams

D5 1 g rte gl (515 3> @b gusie Jlo jpiie B) Sole Joeiie

@L‘a

PREK

oS (!

s 43 o ool Slofill (DML pac o Cociol (VYAD) ol g g Juls ool N
Slalllas o8 gy Shlasliyl, a5 (Jsl g «slezss o) 5 ol e daz 5 culedb/
'6‘3)'3""")

Slhlassllaed e Eiof dide gi (sbidgd (6l s 5,5 (VYA ) Jg oIS Y
O‘)] oKisls GNJ)}QT wsl:.n

(S peld dax i cdilblie Olaolro ;0 diliwgo o Gad> (\YAY) o] S0 g SL3ys Y
ols el Bgax sla iaghy g Dldlas ducwbe 1ol 5 o Jsl 7 (3], 500 g acl j0b

(S =SS Al Lo Gai> 40 £g o £L80 pogio Joi (VYAQ) plo ( Jlyels ¥
(i S oSl

Lozl doz i (65,0 o Cavlew oy jdoCeny K (\WWAY) s ST 06,5 3 D
S Jle byg0 ol jlaasl 1l s el


www.SID.ir

WAY Ll o 5,L0s FA 5,93 c sogoc B olelllas Aolidad TYA

oYls (&

g, 5 tollipe codsioe olocil CollB agpie Jloo® (VYA Cypa yool cosl; Sho &
TVY o FF 5 eoSagom Jlo e peal, dolilns &g nols Mol s

RN

A) Book

7. CCDCOE, International cyber incidents: legal considerations, 2010.

8. Brownlie, lan, (1963). International law and the use of force by states, Oxford
University press.

9. Denning, Dorothy, (2001). Activism, Hacktivism and Cyberterrorism: the
Internet as a Tool for Influencing Foreign Policy, /In: Aquila and Ronfeldt,
Networks and Net wars: the Future of Terror, Crime,~and Militancy, Santa
Monica, RAND Corporation.

10. Dinstein, Yoram, (2005). War, Aggression .and self-defense, Cambridge
University press, 4™ ed.

11.Flemming, Peter, (2000). Myths and Realities. of Cyberterrorism, Office of
International Programs and the Center for Education and Research in
Information Assurance and Security, Purdue University.

12. Oots, Kent, (1990). Bargaining with Terrorist: Organizational Consideration,
Terrorism, vol.13.

13. Rowe, AJ and S.A Davis. (1996). the Intelligent Information Systems: Meeting
the Challenge in the Knowledge Era, Greenwood Publishing Group

14. Sharp, Walter gray, (1999). cyber warfare and the use of force, Aegin research
corporation.

15. Wingfield, Thomas (2000). the Law of Information Conflict: National Security
Law in Cyberspace

16. Verton, Dan; (2002). The prospect of Irag conflict raises new cyber-attack fears,
computerworld.

B) Article

17. Aaviksoo, Jaac, (2010). “Cyber-attacks against Estonia Raised Awareness of
Cyber threats ”, Defenses against Terrorism Review, Vol.3, No2

18. Bogdanosky, Mitko, (2013). “Cyber Terrorism— Global Security Threat,
International Scientific Defence ”, Security And Peace Journal, NO. 24(13)

19. Brenner, Susan &Marc Goodman, (2002). “In Defense of Cyberterrorism: An
Argument for Anticipating Cyber Attacks”, Journal of Law, Technology and
Policy.

20. Brito, Jerry and Tate Watkins, (2011). Loving the Cyber Bomb? The Dangers of
Threat Inflation in Cybersecurity Policy, Harvard National Security Journal,
Vol.3

21. Capaldo, Giuliani ziccardi, (2007). “providing a Self-Defense against large scale


www.SID.ir

TVA g g0 15 3o L (o] BLI )l g w3955yl Bl Culil

attacks by irregular forces: The Israeli- Hezbollah conflict”, Harvard
international law journal, vol. 48

22.Clay, Wilson, (2003). “Information Warfare and Cyberwar: Capabilities and
Related Policy Issues”, CRS Report RL31787.

23. Collin, Barry, (1997). The Future of Cyberterrorism: Where the Physical and
Virtual Worlds Converge, 11" Annual International Symposium on Criminal
Justice Issues.

24. Cornish, Paul and et seq, (2010). “on cyber Warfare, A Chatham House Report”.

25. Gorman, Siobhan, (2008). “Cyber Attacks on Georgian Websites are Re-igniting
Washington Debate ”, The Wall Street Journal.

26. Hansen, James and et seq, (2006). Genetic programming for prevention of
cyberterrorism through dynamic and evolving intrusion detection, Decision
Support System, VVol.43(4).

27.Hessbrugge, Jan Arna, (2004). “The historical development of attribution and
due diligence in international law ”, New York University journal of international
law, Vol.36

28.Roscini, Marco, (2010). “world wide warfare-jus ad bellum and use of cyber
force”, Max plunk yearbook of united nation law, Vol. 14.

29. Schaap, A.J, (2009). “Cyber Warfare Operations: Development and Use under
International law”, Air Force law review, vol 64.

30. Schmitt, Micheal N., (2012). “Attack as a Term of Art in International law: the
Cyber Operations Context”, 4" international conference on cyber conflict,
Tallinn: NATO CCD COE Publications.

31. Walker, Clave, (2006). “Cyberterrorism: Legal Principle and Law in the United
Kingdom”, Penn State Law Review, vol.110:3

32. Weimann, Gabriel, (2005). “Cyberterrorism: The Sum of All Fear?” 28 Studies
in Conflict and-Terroris

C) Document

33.Council of 'Europe; (2005). Organized Crime in Europe: The Threat of
Cybercrime, Situation Report 2004, Council of Europe Publishing

34. Defense Department Cyber Efforts: More Detailed Guidance Needed to Ensure
Military Services Develop Appropriate Cyberspace Capabilities, (2011)

35. Inter-American commission on human rights (Valesquez Rodrigues V
Honduras), (1998). Series C, Decisions and Judgments, No. 04

36. Sieber, Ulrich, Cyber terrorism: Use the Internet for Terrorism Purposes,
UNODC Report, 2012.

37.Trail Smelter Case (US V Canada), (1931). UN Reports of international
arbitration awards

38. Weimann, Gabriel, (2004). Cyberterrorism: How Real is the Threat? United
States Institute for Peace, Special Report 119, 2004.

Websites:


www.SID.ir

WAY Ll oY 5,L0s FA 5,93 c sogoc Fois olalllas Aolidad YA

39. http://daccess-ods.un.org/TMP/4252361.05918884.html

40. http://itlaw.wikia.com/wiki/Estonia_cyberattack

41. http:/lwww.cfr.org/terrorism-and-technology/cyberterrorism-hype-v-fact/p21434
42. http://lwww.cnet.com/news/cia-cyberattack-caused-multiple-city-blackout/

43. http://www.nytimes.com/2007/05/18/world/europe/18cnd-russia.html?_r=0

44, http://www.theguardian.com/world/2007/may/17/topstories3.russia

45, http://www.merriam-webster.com/dictionary/cyberspace

46. https://en.wikipedia.org/wiki/Cyberterrorism


http://daccess-ods.un.org/TMP/4252361.05918884.html
http://itlaw.wikia.com/wiki/Estonia_cyberattack
http://www.cfr.org/terrorism-and-technology/cyberterrorism-hype-v-fact/p21434
http://www.cnet.com/news/cia-cyberattack-caused-multiple-city-blackout/
http://www.nytimes.com/2007/05/18/world/europe/18cnd-russia.html?_r=0
http://www.theguardian.com/world/2007/may/17/topstories3.russia
http://www.merriam-webster.com/dictionary/cyberspace
https://en.wikipedia.org/wiki/Cyberterrorism
www.SID.ir

