) YA L YO amioo 5 VTV olo als )5 o oyl FF il o 28 oaSitils 4y

b 3l 03wl UDES SUiS 50, 9 (5,135 30y piaanw 51381 Cow (21,0
VHDL 3w da

Oy Sy oSS - (28 0uStils - (5 ewiige (RSu Lol

-

Cumldw D90

e Sy oSN - 28 0aSils - (5 pwdigee S Ay bl IS (gemeils
YANNIYY i 3,5 VENYITY 2,0 20 )

(XS

JSYMHZ cel Ll b a8 330 S ol 05 s gyt ] 95Kkat 3 oo DES IS5 50 pieses 331 s alio ol 0

«_._...l,:...l)_..;)._,l)ajo‘o,:,.o du)‘)ﬁ‘mbwd.\..{)a)A’ Mbps,‘f@).ob‘)db,)s Ls‘lb ooloASc.....l)olS‘..uS@
ol 33 ool U 51 o 5,SLas y5 2o S lyn 4S9 o 5 a5
ol ool asly SO o e ol b 5l o Glg e (Solu @ &5 et ot VHDL jl eolizul ey je .cal suds ploul VHDL

o9 go plol VHDL y e I3 floslizal U S

VHDL (b5 « DES s o+ (JAT 50, 0 (5,135 50, 1 (55 (W 83519

) sl Co slo s (6525 )10 ¢ il iy
J)l_iJf) JLA )|)J‘ RICS oé; ﬂd{b uL.._'ZJ'
o258 F Mbytes/Sec U |, cledlb! Jla! vue yus « 5590
PSS o boul> a il o 0 1) (6 it Sledlbl
cod S 50, slaaxly 5l gl o ad, IS5 o0 )5Sl
o=l I DES L s osly (6,108 50 ) 5 lailis) oo
il 0O Aoy GnUm ).:E 6:.',.) )5’).4 Ls‘)" p.:._b_)9£.”
=S ey 8l g3 il lame 4y DES Ll

e 005 ﬂ,:a_)’ﬂ' U'-’-‘ LY ):..:..:.a 4993 [EPOw} da ool
o L as et B (o K5, gy SO DES
0F oS SO sleslan oty cu #F ol Lol e
¥ oS e Jma 00l ey e S PT gl LB
as lasta (V) JSS ailkae DES oo o8l fos 0920
So by (69959 B sl can lul: coll 90 !

douis
‘ Q-‘ ool aolhsl g il B S L
R RV RN PRV TS VPR VR ES S BRI
4 Og e g (SOl 9l )l )3 Le A 39 5 St
wbin Jly Sl an ) o co ol 5l ooL;;.al 08 4d 0
51 A Cl 03,5 Joas Sledbl o o ools ol 6l
Lo )5 dae2 (o0 0, (nl Sl (S e Janome
9 ¢ (Seig S Syl 3550 53 059 ¢ S yil (I
Gl Aliia ¢ L 00l JLasil Laos 090 5 2 te
Trbe a) ol oS Jluwa 51 (S Glgins | SleDU]
[ et a5l
e (6,550, 6ld i 3 osliul L Cledbl col
ol b oo ple3 (oo |) )50, b i 393 (o
25 sbaul 8l Cow (6,5 LS L oo g 158l i 5
e Sl Sl 5l az 8 618 p 5 sl i
Syl 8 St L ailile 50 oSS w095
bhow o gl ale, o was Shas &l (6 5
Ay s alax Mo B (5] 43550 )] Sy 45T 26 2
(ol Jhel 5 (S oS Gy o) (i Do




\t4

05, e P A 590 eyl g Heegd ¢ el L
a Sel, JUB 090 e 0 K160 K2 (KT
S &l 69)5 50 599 Ol 4 bgaye 85 S ol en

(2pdy (oo plnil e

Sy gz P TV LB 90 4 0as ) e
e 19918 oy Sl oK1 055 g0 oo
90 ot 3 095 (oo Jlesl ) 5 o LB 5 90
ol 99 e ooliiul Co FA Jsb U 6,5 0SS
Tam o 5y (0 OF Lol olS (55, 51 (09 IS
Al (28 SlanlS . 293 (oo diFle 00 (o0 by

(- Peive@ ) Key (K)
P PC-1
¥ K1 o D
+ I |
S F L ROL! ROL1
K2 +4 PC-2
\—‘ ROLI ROL1
K3 PC-2 1«
\ ROL2 | |{ROL2
K PC-2 r¢
\“' . .
Y {ROL i | ROL
K13 — PC-2 i
ROL2 ROL2
K14 PC-2 (+
- ¥
L ROL2 ROL2
K15 { PC-2 1+
\- ROL2 ROL2
K16 PC-2 [«
D F \' ROL1 ROLI
PC-2 [dmmmm— ]
4
FP
Ciphertext (T)

AY] o1 35 395 s 1951 g DES' (5,550 i 951 1 V JS5




cad> o el ad gl e 25z S P LI S
A RLIUS 4 JPUN - JUR YT SUAVEFIAA ¢ E 06 Vi v
B il cpl Jleel 5 e 298 e 00l (FP)

Al oo sy 00l e e oo FF

a2 (1) S5 s o8 (o g ) F b5 95!

) 9 99=d g gl o o LB LGS S
2599 Sl o le (oo (Bl et e ) B
S ,90 Sldas 9098 e pge S, g B
Py gz LB 90 Gl paigai 008 sl
25 9% 590 03l Gl am 295 gei plonl pe0 3Ll 590
2 pS o0 )18 Soaen LS )0 oame ol 5 (UG

| imput 2 bim)
s'-ss’-l%h“- 3&!“.!”:[“1 8, nxlsxlsﬁ ”xl“x S “x]
ﬂl"] ®, 8 5 b [sx = s, s,
k!J Cad (8) (o) (s (%) Cs) QHJ
i
si 2, B, = s, s, o sso!
cutput (32 bits)

JYIDES pF ai:¥ JSu5

Joe el jlan La Con i i« lidgaz ol 5o o
(V) Jgoz 500 JUse e an .ccwl ool ool lad
639,5 ALB DA o Lo s A5 oS gm0 akixVa
Jiie o o295 B e gl 4 TP Sl

D5 (s
4o/ IP adgl cllSola 1 Y Jya>
58 | 50 | 42 34 26 18 10 2
60 | 52 | 44 36 28 | 20 12 | 4
62 | 54 | 46 38 30 22 14 6
64 | 56 | 48 40 32 24 16 8
571 49 | 41 33 25 17 9 1
59 | 51| 43 35 27 19 11 3
61 | 53 | 45 37 29 21 13 5
63 | 55 | 47 39 31 23 15 7

o,.buaoob‘ln...,c‘,.f}\ms:,:\"\’ ;,JL;]_‘_)
Do—d oo pLUlE cdiad Javw ab dawgs a5 Jos ol 0
S e YY QLS e o ol e VP
A—:JSCA—_Q?ALJD.L_‘]&«J)\:&Hwa.M}Qd
O aiwd S 4y XOR assi Wigd o0 XOR ()8
Cedo 1S (939)9 SO i3 p8 45 350 (g el S
rbéﬁ—f@))i(SSttSZtsl )WS‘box
&ﬁ)‘ﬁ?’db’)j&ﬁ#d')bbS'box U'-’-‘ )‘w.S._r_
sha oy lad jl el S g v ain (o9 5
4 O3 (o0 plil ()lez slolon glad 4 (2 (A
&b e Wl pP oSl Jlesl jlan a5 and o
..).._.Tuac...;.x,F

b 0 9P o2l (P g et o 090
oad 00l HLts (Y)g (V)9 (V) slo Jaaz 0 E suins




YA

sl 0303y Sl s (2l )0 (69559 B 9 795
o e e e a5 Sl g1 9K (Faean 00
0] el a5 50y s (! eSS 4 (3990
5 73elS sl 4Kt )3 DbLS | ! (s pshite &
S sl J{ DU = OO N L
il (5590l 0015 13,5 10, (5l celin 138 Cs
I N O e &gy )58 Lt o S
sl ul 550 aSs )3 03 S (6 g Wlgh oo 0 5
N C 5 (59, Wl ge s aSGl alex 10T 1B
20 oy Ssly laie ar (Supd Y @ by ) S

Sg odlazl by sols
Sl 03l sy @Y 58 e s adlie ) 5o
oy « DES L5l oS o >k « DES oy ,55l

o] PeutSyle 1 ¥ Jgsn
16 7 20 21
29 12 28 17
1 15 23 26
5 18 31 10
2 8 24 14
32 27 3 9
19 13 30 6
22 11 4 25
{0] E oy : ¥ Jgin
32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13

12 [ 13 14 15 16 17
16 | 17 18 19 20 21
20 | 21 22 23 24 25

.. ) L L 28 | 29 30 31 32 1
K pey sla i D08 5 (S Hlee @
T s B e alal, o5 @S gn Ao e 5 il Ay
des
|;Iaintext controller intclk des-enc
[ clkout :]p_text
ptextready round1 []clk des
I i :\ p_ready out1 -
[T 04 F- .
clear []'d-"” i
[_1 L_:] cIr out2
—E]round_key
[]c‘mk Ej clkin out3 ciphertext
ctextready
subkey
g’ mkeyefror
3
N
key-sch
[ In_key
check_key H Jeik_key
[—] 1d ke round_key
masterkey mkey I i_key
[j L_] masterkey m_key E:] shi2
[] mhkeyready 1‘:] mkey_ready mkey_error [] shitr
L decipherflag
]

DES I3l Coew ol S Soly 1 ¥ JSS




LIS g0 o)

50579 83959 SIS ondg (T) S50
s e e I, DES |38l e A
g it ey VLSl g LS Ll o e e
s am w8 Es <zl Wy (o0 ) em Bol e
sy 1, (6) UKt oo pl,SLus 45 g ol
)5 e gy Doz OlF e 1y e IS g2 0l
s 90 oo azIAS masterkey &g (53, (sho! dnlS o
15 Ceomd ol ) 09,5 e JLsd mkeyready JLSo
o dS ol o sais ety L (F) S
G e ey |y 0lS Cul e 08 oyiles « check-key
Lo 1ol gl oS Col o 00 K00 ojle a)
o ol SIS g B il 4 jee o (25L 38
)b mkey JUSem (59, 3 39 (50 JEe (79> o
Lo el JUSw baid & jpanl oi)3 S (s
g oo Jled mkeyerror
e o1 o eolel g aulS Jleel Slonia bl 51
a_3l3S plaintext &4 (89, Lol (e
J by 003 o Jlsptextready JuSew g 95 oo
O B} 4 . controller o>y  ptextready yo—>
(rlons b dol cels b 9, 51 (3l ol
Slpazly S i g S e Ay
claadS 0 Jgs an g9, o ;i 4 des-enc g key-sch
3 0SS (590 Sles planil g £ 3
oo el o)X 90 S vintelk s cels
sround! LUK . controller a>ly 3,k 5l .aw,
round! LS od Jlad oS e adgd !, shift2
a5 a5 o awie des-enc s key-sch axly 5 0 (ol
195 oyl Slodes (ol 55l L gogre 4 5o
slaes kev-sch aslg ¢! shift2 JLXw 5 25 el
o XS go amia 50 w0 1) S Gle S sl
Solo o g S g et axly S S0k shift2
e p g Gl 593 0 )3 Sadeh a2l 9
S35 035 oy e g 995 g0 JolS ek ysSl el Wl
s JLad g b ge anlliS ciphertext >g,> &9
Pel ) 00 ey e (o9 oolel ctextready JUSw
IRCLg
ol asSS L oS o)Lt azSS a4y a5 Sl @Y il o

ool VHDL 1Ly 51 DES 8l e b (sl
395 £33 Oy 52Ul 5 e lelS  VHDL . ool 0o 5
gy o g ol 35 e pla o L i o ol
LU oJ §l 5 & VHDL .35, o /150 153 cem oL b
aSh ¢ sl ympdy Sllanil g (o ¢ (o g Al aels
1 silee slaal g Glares Slodee oy Ul
ot 039 yal 305 Jlms sl pias 5 ¢ Ledge sl
Jeos 8 Sow (b ol g bl & jpar G5

Y] ceteas

DES 138 e

L DES 1531 e pl S Ssb (1) JS5 5o
Je> 4 DES I8l o o IS5 cplys sl ou oals
ol 00 gy ateiin g b Sy o Jiis 552>
57 Jaz s>k 4 < DES Il c b ol
Dgl oo yio () Sy 00 oaly syl
Sl ot o0l 5Lt (F) USS 55 a8 I3l e 05y Loz
5l e e
DES 0,0 ,90 S 2l axly opl adubg - des-enc
!
293 2 55 sleodS oy ailsy 9oty (nl - key-sch
2, onge 1) o 95!
39 ilg gy p ¢ 3>y ol aielsy - check-key
O3l 3 gl 48 (50,0 Sl 0 S (slo L
el 5T Ui JUSes S 53,5 Jlid b aws &
TR
oage p 1y 18l L G ] 1S 0oy ot - controller
S,
sl ools 45 sl « DES 2,080 190 V8 el 2>l (gl
3O dig yma, des-enc s>y la g a3 0 VP (6399
g AL SldiSmo (g b bl sam st
w23 (g0 ALl 395 axly ez 1SS o 2k e
sols i (o yisu yo a8 LWL Sl RS
N S (3o Slbes 1) (55 gedly el 090 (g0
9> sl g and oo a2 510 o alby
JORN SRS I P A I P IR N Ay




AR IIVSCKSEIR Rt UL o JRVESPRET P RU G NPV A

Apeasxa10

Xauaydio

Zylys

Lpunos

3yl

Apeanxayd

pawe|d

¥o0}0

3 Ce WIS iloj oS3 1SS




c2ab 0150 T sle ey Slaws a5 a3l (gl 4 Ay b
Aol o8 goue

5970 amsl 003 0015 LS (D) U s check-key axlg
Cod ) g anly o Slae

ooty mkey-ready 39,9 JUSam ol Jlad Ao 4
2+ masterkey (535,5 Zye— 53, 23730 s
55 ol sl S Slnl ) (S s s s
Sy a3 S g ey 0
Lo 393 oo Jud mkey-error o>g,5 JiSew < O 1S
JUS o« mkey-ready (35,5 JUKem i b f
Dy oo Jd £ O 1S 3l ey 5 mkey-error o>g,>
3,8 53les 61 (6399 25 (slo ol plad 4SS5 5050
e Do & el 0S5l ey 0olS ot aail
sobial bl 0lS 5 5 g 395 (oo Jiiie m-key

Sy amlys 6550, oo s8Il )3 ool

key-sch s>ty

— slaads o Jg oty ol aaly
Sl (8) ISh . ol o oS 595 18 (6T bl
ams e ol !y key-sch o>l ol Sho

el el Uy (500 4 53 Slilos &S 4!
;> check-key s controller slaasly fpien 55 o0
mkevready 4 ptextready slo—Jly 53320 Lo 4]
A8 el 5g3 Dldes

oD o, e 3 ol aolS g Slles 5! pys 43S
sz oy Dgm )l eat ey e ily> 5 Ldyg 55,
«mkerready U ) ol el b Sl i
el b Cansy ! e clextready g ptextready
Slglos plowl (> )3 plplos . (Wgtr (o0 Jloos!
1 o ol e Bl (o0 1PN S by (535 5,
S e SBg (59,9 D j9—y (59, 9 0,5 oLl
el 00l ok 4y disge oolaul 58l S

ol 5o e solazul GledlSw oS 4l 2S5 e
PO U P U | Py N N E O S P T S

check-key s>\s
}’ ‘—i—i B anid ‘>)"5 U)‘QJ = ..\_>~‘5 Q-i‘ A“"‘:‘Bﬁ
cin 3l odS e DES [ ool (639,5 0l skl

%¢1)lm.@ld}lg%(@\)wq|w

1

|] masterkey

|
I
t
[

[D mkey_ready

i
|
‘
|
|
{

check_key

m_key a

mkey_error *

. check-key asg: 0 JSus




VTV ol ol 3 ) o)l TF ala (i3 oSy 4,25

Y

key_sch
56
mux_k
Ej inputt
:] input2 cd_register
L i .

a i input ims3

[]I = gl output -ﬂ » ] output
% | —H] o
[_1 shit2 I_E] s2
]
j s3

shftr F

(H
28 pe2
round_key
Ej input output
ims5 48
28
pct _E:] key-sch
m_key L input
M . input output 28 output

T > H ] ek ‘

clk_key
(H

key-sch aaly 1SS

W')jb uLo.b &Pwdjb)’J)ﬁ)de@d'
5t o> key-sch axly « cslay (F) USG5l a5 45Kkan
ades aadog « (F) JSB 5 ool ool las SYLaSI L
ad 2,0 aSSbul laaes o el ]y 90 o slaulds
ot o pll 95 459 Sy el Sl (g2900
S o aS a3l ol 468 a4 wb syl ol b oplaly
a8 celw b (gogen ad g0 albld) cele S

Sk oals ploul 1) 045 asllsy

\
O WYL sl adlog « imsS b imsl  glw gL/l
QLM . pC2 9 pCl le_b..\?b .J.J)L) 0fE ‘) sl)_>|
S=lS oty 0,680l 50 1, PC-2 g PC-1 slo ctSol>
Loaxly opl ol Hlasl .J.;),T e exe () JS3)
O adblate ool (g S ) Sae g 00l Hly

had e 8 o sz ol gl (69954

Bk S 0, b (61355, sl ol IS < mokey
B9 509y ym 0l

ol @b 5l D g C sl iz 0 190 8,0 : clk-key
S e 2l 0 |y el Ll i

ol 92,681 595 ol sl JLE e ol Id-key

53 9l a9 ¢ 03h Jlb b JUSems ol 31 shE2
Wl e TS G S 90
G Slaa U 0l s Jled b & geaisl o

D91 Ablg> o 90 plp

A Chd Gz Bl Jbd e LS ot STshftr
L ©jganles ;550 (6,05 50, Shles ) o Caas
Camsly Coos 3 S G ¢ JLKn ot o Jlad
Bg dbles (olaF e, olles)

(& FA Lol ) round-key « aly cpl 29,5 &5




Sl 90 0 L W, S o0 )5 mux-k oy (699)9 500
g odlazul gamy

3l Gt pl ) ey 99 5l ool o lsl AZSS
a>lg 1y sl o980 (gt (5L 9o (g5l bz
Aol 0 JS g py e8! 90 S Jadd key-sch
Sbod 3l (e 3 9lS 035l ;o g (sl g WS (e
S o> 5y >y Dt e odlai ] St Coe
ol 4 b Jles! 5y a5 595 o0 el cd-register
b i) ol (5399 50§90 9l
g Jlas! gomr b b iles

oad oty ey 23 7 S S e
adg ) (el JSom il (29l 093 b v oglite)
a1 n 097 £ 3 slalS

shoo el ol 31 B b el 295 5 599
L

o >lg o ol Jlad Id-key JLKw a5 590 dgl 0
imsl JUS les 45 1) 54> input2 (go9,9 mux-k
el (PC-1 cila Jlas! 5l any hol olS Jal>)
Caanbg Ay W Sy § 2 daigd S 0 DS
a5 0,8 O ygmay o SHAtr g Sht2 Gl
4oy ) C-TEBIStEr (gl yiuwnr ) (5399 )5 9 Sl (o0
$o9r0 a3 28 (go )8 () o 53959 30
Pe2 a>lg (639,9 0 3udS ans 95« Clk-key cel b
Ol E S 9elS a2l (nl (g g w5 (0 1B
2 Spad Ojgan b e, o (295 Sl 90

des_enc
round_key 0 ims? & -
LT
| d l—{] f_function
- round_ke
E] input1 :] l mrl-reglster 32 j Y output 32
ims2 ,(_i np! I—-E 1_block
—] input2 output .——-r: %2 output [iH
| kooes r _E:] clk ims3
(B [1] setect tine ims4
32
xor-32
et [] inputt c_text
‘ output —il
64 ims5 7 L:] input2
64
64
ipermut rj rl-register
p_text ] input
[::1 p E]mpm outme 32—E:] output.— fpermut
clk
—E:] input output -——~
k_des
[}c‘—l

des-enc saly: ¥ JSi




AR 1

s oplply el (ol Xl Jlesl jlan ) He0
g anlys 00l 5o, (e (gal> D ym Cnl 599 VF
o33 ¢ des-enc vy o cuwlany (Y) S5 51 a5 45955ten
o=leesladl LSes Ko (6,18l covw 2 Cain
;‘).>| A.n_Jo, ‘(A) JS.:: ) ol ool QL:-J oYlas! L! :‘)?‘
SIS 05, e i 1y 0,08l 50 S Slles
el ol s oYLl ims6 s ims] glow
i 5 4o« fpermut g ipermut slassly ol o
(°":"l)9§'”)‘> bFPﬁLQ-;,IP&._J"dLBCA_.m_b
‘-J.}‘.) uLo.bL.u 4.\5)5_‘ Oy (@ JS.& ) 6)‘3}4)
0ol Gaians SOl KA g 00l Jls aasly o

des-enc s>y

SIS 50, Sldas 590 G el 2l unly onl ainlsy
Aty pLSLLs Sl o (V) UK ol el Ll 8 o
a5 5ke axly ol gld (639,92 o lii |, des-enc
25!
O ol S FF 1 Sme 60k o S s pHtext
e
Sl e FA 5l JSase (0L by K round-key
S ls
L oR o pcr, el b : clk-des
Syt 950595 sl Sl JL  1d-des
PY I JSee (0L Jlop G s ctext anly ol 29,5

s_box1
output [ 1<
4l

s_box2
© input output [}~
4

f_function
#1111 Inpuat
]
s
xor_48
[’lm)m T inputt
- - output ~ A oot
e e | s
Pl
~-
. ]
o_data
T 4T
!
expansion Aol B}
1 r_block @J 4
Ll-_u"_'{:“m output
]
.
-
[ =

S-function saly: A JSUS




| o>ty ol . ol # 105 ol anly ool 31 G5 L3
L alaS ;8 « XOR o3le,o YY 5l gl al)] &9 olgs (o0
D)5 Bl o2y S Suy ($99)9 Cat 9

F ols ol—des ol =1 f-function o1y 4Ly
S iy 45 oI DES o ,oSl o (Y USS)
D9 go )l o Bl sl 7 03

S-function s>\,
ok 1) ol el =1 g f-function aslg ¢ (A) JS&

RV R ?
aaly 3 5 4 « p-permut 4 expansion glas>ly
LY JS—2)F &b 0P ct&l> 9 E dasy plgs <2
g 00l (G Sy jas Lavazly al o ylo ooge
S g ST 39 5 29> 5 ($39y9 (2 gbolite

sl god 39792 IS 53 505

23U ol g Sl (g 5 5 599)9 o @bl 9
as J,‘ 99 )0 mux-d A?‘, ] )ﬂ.o :‘F‘ w_‘ )l G‘:'L'
t.‘a_'L'ol Oy ) input2 $99,9 ¢ S| JL:.S 1d-des JL\.::..»
&Jtdé—l{ 6[—5),3 REK ‘) ( 4_.:.,5‘ Ca..f.ig‘b )‘ Y]
|) .)’_"> )_:g_.) $°9,9 ¢ J’_.:: s JLISJ.:I- 1d-des JL.S\__-»
P 9-E Qi Sl yg o> 4o 90 gl> &S inputl S
)| k;:nl.: ).:?U u‘,:.a -8 P uL‘&b‘ Lf"’)’ LS‘)" ¢ oA
"La.3s rl-register a>lg.col & ns i, mux-d a >l
O S oo e (Y JS) cd-register a1y asile
5 2 35,0 00gep ] 590 0 2l gan o) b e,
L celw U caie S lkey-sch 4 des-enc a>lg
90 Ol O Ployed S T a9 WS (g0 SBL

J._n_] Waks o ] »‘,
PL?u‘ |) g ($39,9 99 XOR J_AG « X0r-32 ..\_‘>|’
5&.—»'&-:4\“\‘ Jﬂuudé,), )‘P'Js)hdbou.a

controller

p_read: sr_flipflop delay_line

E] ! g st H] nput ” clkout
i S .
H] reset ° . decision
g outt
i Y I
counter —E] oir out3
resetpulse -Eg ::m WW!’

oot | —[iffoutput input ] o} o

=

controller aslg: 8 JS&S




\id

JLad Voo ns Sae a9 38 Con IS glocl o Laas

D9 (5

Fea1od

3 0l ey oS gl cSe o Sles
et L sleolai ol b1 e o by o sl ksl
23l )8 Jdod g 4 j25 g iy 2 990 VHDL Lo
el b b oS ol 3B DES sad ohb 58 coes
A+ Mbps ol 55 L) 395 sl o3ls Y- MHz
L2025 gl 05 gy )15, 5 et S )
S olgala (5,5l b 5l s mledlol JLisil glo 4o
Sl s g0 e i Yy S e eslil
37,58 505 (sl 0 lsale bl 5T Joss 6lb s
aS ol ol 8l Covn pl Ks Slsgas 5l
D93 g plonil (6,158l Co O g Nl T J S
S d S 58 CS ol 835l e 5 e
D95 g0 ply 93 5l e [Y] DES 09290 (sla,l38l
Ol jleslanl LDES 153l Cous (55le 4l 9 ()b

doa 5 pl >l ol ol 1Sl § VHDL

Ver3.2 —>lb ol s eolin ol s,ye l5dl o
295 oo 1,2l WINDOWS o oS el V_SYSTEM
s <! Model Technology <5, Jaaxs 138l -yl
sbe 8l e gile and (gl (598 o SUIS!

Syl oad b
o 9, Skas oo 3l liebl g 1581 e obesl 60
Ao 00l ey e g (ol SR (gl bl gl
o=t ol sl gt a g (pols slanlS cou o
slo e ol oul o3lazul 5,153l p 5 DES 5l la ol
P oS o Llie 0ol 5a) glo (2 g Lol
©) Jooz 55 5 NS 30, Sl (1= (F) Jooo )
el Jglaz onl s il oad @i} olaS e, cllas gl
A Cal (59,0 4SS ol S5 il ond 2,0 VP gl yo
plas sl oad >Lb 158l Cte s Shas ibes] il
s 39>y s laudS poleS 5 (6399 sla B

L. 41 o )
98,05 3, Jfoe ¥ x Y a5k (g Ol e

ot Py A laS o )b SlaF e Jee S pen
sto Jgax c2alesl glo ools o Jl> opl b el (ySoe

ol b aiS oo Jor XOr-32 aly aiilen « XOr-48 a1
S FA oS po sty Gl (g5 g o (6099 &5 gl
el £ phns asly opl 36 3t e azin
& y9—ay «f-function asly jo 423, LS, S-box cts
Oo—=lailea 5 > b ROM a__Lkil> c_zn
A S )Lg> aelS FF ol > ROM (ola alisl>
Olree - )1 (g3 o> gz g uyol ks 2 o
sl VY 1S plp s S-box 5 23U b

controller s>\,

0 g b cell JL Cusly ol .ol controller
JES VIS S K S DWICY JUFIPR FN JLEL S Y (£ S
pl s o LS ol aS el (e asly
PSS Sab (1) JS5 g (oa sl (F) U3 s
A o olis 1) controller ux>lg L1580 S

z= ;l controller o>l a5 Col Laseine « (R) JSS j0
aS Jlaj.cowloas S25 K0 6,8 S <>
ooll ol e Al ) 59t s Jlad p-ready
(09 oo JLd O nS Suw 4y poready « ol (10 5,
sr-flipflop a>ly >9,5> « p-ready b (sogno 4 o
celyp-latch ol Jlad 58 o Jlad 50 (p-latch)
39> Codlad delay-line g counter slaaslg a5 5905 oo
ol el gl oai e SO counter oS £4,0
d_,.l By Ly, W )ug )9 oJJ)la_:J Q‘,_..c a J._‘>"
o Lol Jlaie a4y uxly S o clkin (34,9 b (s39re
a>lg el SJL VS Jlael 5l ey 00l e adlSl
a=>lg ereset by adgi b g 093 oo Jlad « resetpulse
S S sy aS e Jlad 2 | sr-flipflop
2O 95 = CaBgle delay-line 4 counter glasslg
s L VP delay-line asly o oL VF ! S
ol 0590 (0 3929 3B (a5 L g 59959 Sl 59, 5
)‘)_5 solazl D90 6)&}4) 9o \b4 PL‘Z}' 6', U“JL-: \#
S9> g0 JAE U.JL.J'J) « decision J", ol -\J).; s
J_>" u__p_‘ 6‘)_; |) W.JL.» GLQ ‘5&,)7 oJJ)Lo._.: 5o
WS e ades (FUSS)

adgl Loyl slow! g1, controller asly o clr (634,9




plexready Llfmws L 3 Jlos! 1) caslo by lazil
aS S9-i oo ccbiclear ol Jlad. 0,5 Jld 1 clear o
Sl g 095 sloul sl coe s )5 sllae adgl dayl, o
o 53,5 oolel pliF e b N8 50, Slibas (g1,
S a3l Ve e ns JBlas b clear JLS—
79 ol oanlie 5 153l Cow 5 )Slas 0920 sunlis
. 3,5 oolazwl V_SYSTEM 13l o 5 SUISal 5l le5 oo
S L8l e ks DESoad b 18l coew jo
V8 2t sl g el ool (53l 03ly v sl 0l 90
DIV FERR [ JOF SOV PERC IS
Pl 593 S Slles el Gl a0 85 oo
VF slass (e, o5l elS (gl (gl Az 15 09 o0
Lis g, 3 5 o L ol 5 3,90 ol
AL o, S plp VP 1) 18l Gt Cae o g5 o0 alg)
SCSYEIUE JE U PR
ale ools (g > - (6395 & 9 39— (0 Sy
S, s VYA Gbps

IS e [A] (ger Sl e 4 DES 5,
3 ol e lo S plad 4 00 5o, 20 o e
) St b s 5 S o ol iy 25
o) oo 1o e plaT (59, 2S5 g Lol e slo ey
S5S mms lynis 45 gl Wi 4y ¢ 3,38 o Sl ond
e > Sy Sl 4 e S L ol e 0
oad o>k Il o S ol pli 095 (g0 000 s,
e il o 3 5 S8 sl 2
asplys Wl 5l )55 )l (795 Tl ¢ (Fotp Sools
S S 90 S wldes 0 ST K0 o )be 4y 0y
dy yomie gdm b g0 )0 S S5l amd ) Uas
30 S Slymis ¢ 190V 5l e amis jo g Las jLadil
45 it tedae s (plpliy 93 (e 00D e, (e
=8l Cov talesl (610 (B) o (F) slo Jga sl 0olo

A SIS
o3l oaizlojl axly Sy 158l s 4y guog g Jlos! (5!

IR QSN PR HUCIFSINT PSP (URCHN PRSP B

83158 5y 51yt palel GBI E Joun

Key Plaintext Ciphertext
aaaaaaaa aaaaaaaa c4322bel 9e¢9al5al?
abababab fofofofo fofofofo abffib2d 4671fa32
abababab 00000000 00000000 |c33f4517 dd950ae
fEEefffef fEEEfeeff f32823b6 fc574774
aaaaaaaa aaaaaaaa 4ef6027f cl4d2fal
fefefefe fofofofo fOfOfOfO 230da379 e0d5b321
fefefefe 00000000 00000000 |caaaaf4d eafldbae
fffeffefef fEEFEEEE 7359216 3ed4edc58
aaaaaaaa aaaaaaaa 3ae71695 4dc04e25
01010101 fofofofo fOfOfOfO 6d7d7df6 9335c6¢c2
01010101 00000000 00000000 |8ca64de9 clbl23a7
fEFefeeeff fEffefffef 355550b2 150e2451
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Key Ciphertext Plaintext
aaaaaaaa aaaaaaaa d8421538 7b7f9e¢3d
abababab fofofofo fOfofoOfo d27f7577 T6efeeabd
abababab 00000000 00000000 [db49c336 93494a56
fEEFFeff ffffffef ccclled?2 59b022c¢7
aaaaaaaa aaaaaaaa 4ef6027f cl4d2fal
fefefefe fofofofo fofofofo 230da379 e0d5b321
fefefefe 00000000 00000000 |caaaaf4d ceafldbae
fEEEEf £~ fiffffff 7359b216 3ed4edc58
aaaaaaaa aaaaaaaa 32a¢71695 4dc04e25
01010101 fOfOfOfoO fOfOfOfO 6d7d7dfé6 9335c6c2
01010101 00000000 00000000 |8ca64de9 <clbl23a7
fEeffefef fEffffff 3555502 150e2451
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