Archive of SID.ir
oL S ASD (5 33 daaw T 33 (59 )0

YT L ablio slas )59,

S50 0l 1 70 975910390 Led (G400 ( FPS dezmo
Q‘)‘ef ‘U‘)‘ef 5}...»5).uo| ;.Ju..a " oliw.v‘.) ‘);3.....0[5 kS“"J"'QA sdi....u |o

cuuS>

9 b srojer 50 9 wubaizlil orble x50k g (Foman Go9B 1O Toke IRl (L Olpea (ormas AL 059
20 Mg oo odliwl rojg> plw g (oli (95395 (olowlehr (STl cdow (SbR Cwdlw WOyl G g (gl
0529381 bl jobay o5 sl ik (Vo> wlund Gues omas (LaSd pdcaml 3 gladgr lse p3t Sl Jle
Jole oasd 31 (6399 50 09 wgmoli 3929 b CYNS] (] . Aiglh oo Sl (699)9 8318 p1 oighigo yué g oighizos YS!
EBS (WS 00 pyliio SMes A |) Gaes (omas SaaSiel a5 (SlolaBl & B3 0 ki 1) ool A (29,5« Slus!
9 Wb S| 2Lobl (o )0 (5999 Mamd &Sl (Lol,S i (2 laylpl g S alos Glagsig) 3l (B oo MBI
WSS Ty Cawd HLaTleMbl 4 T 1 Sledlbl oxils (g o w40 g Wil 0 bylnl o e a4 K0 Sy
0318 ZMol b g S gl 32 S8 (B 9 oo A (5 loro izon g i A jo @ G p 59y (B 1 8 EBS B Sy,
&yl g Wiloo (ul drComud aSuh Gagieglio Gy Jodod 4y ;S (B omidred Aigih o0 (5 poke Al 4 3959 31 S
Gaos omac (BaSd (63l o) j0 B ABgH o Fuas Caslonds (gxuw dliie ol )0 Wilowd ¥ yase ¢yLaebl 83guxe
Sialejl )3 wilond dmsliio wo b 1) Ll 5 Sl (S 32 DL (o) p Ao BT plxil b g (igd Wi g (ou)
3 3 2l gloj wiylo 5L 1,15 DeepFool gy 9 PGD gy i yias dp 5 Loo 4 o ygammo <oz (s 50 sudsplinil
Ayl Gly gy 99wl DeepFool g PGD sy sigy g5y admgil a5 cawlodid ool (yLis g ool Julod a5 cawl SIS
s iy Aoz (slo by da I DEEPFOOI 15 olme (ol 9 wiyls i 095 audyed (slohsy bw st 5yl lojute
R SBGhgy o il & BBl g 1 dileas Gladiges alemd gL 00 n S0, (B dmalie & ares
el o 50 9 sy Bsb9) yl 3l ez s ALl LPGD yy sine cailowas (hjg0l (29 0010 Jgo Loy 43 ol jguamo 2153
of dcums s Gilize by mizen § diloas dos> lio Sy, &5 Coul (SRS Cumlody polie alex glahs)

sl 548 laieddMe s o https://github.com/khalooei/ars slis & yb 31 ccawlons oy Allio (w35 45 &Moo

mas slasil (g Bs oo (g 3Lwpglio somas sbasl ‘S)JAJMT :Lmo}‘s..\.:.ls

A Survey on Vulnerability of Deep Neural Networks to
Adversarial Examples and Defense Approaches to Deal
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Abstract

Nowadays the most commonly used method in various tasks of machine learning and artificial
intelligence are neural networks. In spite of their different uses, neural networks and Deep neural
networks (DNNs) have some vulnerabilities. A little distortion or adversarial perturbation in the input
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data for both additive and non-additive cases can be led to change the output of the trained model, and
this could be a kind of DNN vulnerability. Despite the imperceptibility of the mentioned disturbance for
human beings, DNN is vulnerable to these changes.

Creating and applying any malicious perturbation named “attack”, penetrates DNNs and makes
them incapable of doing the duty assigned to them. In this paper different attack approaches were
categorized based on the signal applied in the attack procedure. Some approaches use the gradient
signal for detecting the vulnerability of DNN and try to create a powerful attack. The other ones create a
perturbation in a blind situation and change a portion of the input to create a potential malicious
perturbation. Adversarial attacks include both black-box and White-box situations. White-box situation
focuses on training loss function and the architecture of the model, but black box situation focuses on
the approximation of the main model and dealing with the restriction of the input-output model request.

Making a deep neural network resilient against attacks is named “defense”. Defense approaches are
divided into three categories. One of them tries to modify the input, the other one makes some changes
in the developed model and also changes the loss function of the model. In the third defense approach
some networks are first used for purification and refinement of the input before passing it to the main
network. Furthermore, an analytical approach was presented for the entanglement and disentanglement
representation of inputs of the trained model. The gradient is a very powerful signal usually used in
learning and an attacking approach. Besides, adversarial training is a well-known approach in changing
a loss function method to defend against adversarial attacks.

In this study, a critical literature review has been carried out to summarize and evaluate the latest
researches on the vulnerability of DNN. Literature and our experiments indicate that the projected
gradient descent (PGD) and DeepFool methods are powerful approaches in the I, and l,, bounded
attacks, respectively. Also, our experiments imply that the PGD and DeepFool are much more time-
consuming than the other methods. The DeepFool method is also the most time-consuming approach
among all approaches discussed in this paper. In defensive concept, different experiments were
conducted to compare different attacks in the adversarial training approaches. Adversarial training is
the best defense approach which has been introduced till now, and our experimental results indicate that
the PGD is much more effective than fast gradient sign method (FGSM) and Faster FGSM (FFGSM) in
adversarial training and cover more generalization of the trained model on the predefined dataset. Also,
it is proved that the adversarial training is more time-consuming than pure training. Extended
experiment results and more information about this paper are available on
https://github.com/khalooei/adversarial_robustess_stack.

Keywords: vulnerability of neural network, robustness, attack, defense, neural network
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(Figure 1) A sample attack on the Deep Neural
Network model [8]
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(Figure 2) Types of attacks from the point of view of the stage
and time of the attack [6], [12]
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(Figure 3) Different types of attack to machine learning
models [6], [11], [21]
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Different categories of the selected attack methods in this
paper. T indicates the purposefulness of the approach, and
W and B are White-box and Black-box approaches,

respectively.
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(Figure 9) Different kinds of defense approaches based
on their reaction against adversarial examples
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(Figure 13) The architecture of generative adversarial
network used in Samangouei et al. [57]
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(Figure 16) Structure of a speech processing system using
convolutional neural networks
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(Figure 18) A scheme of an adversarial example in the
text domain and text classification task [67]
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(Figure 17) Perturbing Mel-frequency cepstral
coefficients using adversarial examples [65]
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MNIST dataset with adversarial example generated by
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