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Abstract

Recently the number of the Internet users has increased rapidly,
and various traffic types are emerged as well. As such, the need for a
method for traffic filtering has turned out to be very crucia. An
effective method for this purpose is to investigate the traffic content in
application layer. To provide such filtering, a proxy server can be
utilized. A proxy server performs numerous duties which include
network access control and traffic filtering.

This paper considers a proxy server with rule based intelligent
traffic filtering. To evauate its performance, the proposed proxy server
has been implemented and tested in real Situation. The test results show
that the server has acceptable performance toward recognizing the
content and categorizing of browsed web pages.
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Rule :

Rule :

Rule

Rule :

Rule :

Rule :

Rule

Rule

If URL contain word “sport” then
this page isBANNED PAGE with CF=,

If CONTENT OF PAGE contain word “footbal” then
this pageis ALLOWED PAGE with CF=

. If request come from site “WWW.SPORT.COM” then

requested page is BANNED PAGE with CF=
If request from site “WWW.SPORT.COM” then
requested page is ALLOWED PAGE with CF=,

If subject of pageis“sport” then

thispage iSBANNED PAGE with CF=

NOT OR AND

If Rule AND Rule then

this pageisBANNED PAGE with CF=
:1f. NOT Rule OR Rule then

this pageis ALLOWED PAGE with CF=,
:1f Rule AND NOT Rule then

this page is BANNED PAGE with CF=,
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Subject is*“ Sport” with MEAN OF CFs=
Word : Sport, CF=,

Word : Football , CF=,

Word : Basketball , CF=,

Word : Tenis, CF=,

Word : Racket , CF=,



A

A 4

le—
L
f A

v v ¢

. Uncertainty Factor (CF)




AAA Y
Log
¢ A
N
Y A
¢ A 4
Y A\ 4
Pentium 11 Visua C++

“COMPUTER"



“COMPUTER”

ARTICLE
BOOK
COMPUTER
ENGINEERING
GAME

GLASS

KEY

LIGHT
MOBILE
MONITORING
NOTE

PAD

SCIENCE

UNIVERSITY
CF=,

CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=

ARTICLE
BOOK
COMPUTER
CPU
ENGINEERING
FACULTY
GAME
HARDWARE
KEY
MOBILE
MONITORING
MOUSE
NOTE
SCIENCE
SOFTWARE
UNIVERSITY

CF=

CF=
CF=
CF=
CF=
CF=
CF=
CF=

CF=
CF=
CF=
CF=
CF=
CF=

ARTICLE
AUTOMATE
BOOK
CDROM
COMPUTER
CPU

DRIVE
ENGINEERING
FACULTY
FLOPPY
GAME
HARDWARE
INTERNET
KEY
MOBILE
MONITORING
NOTE

RAM
SCIENCE
SOFTWARE
SOUND

UNIVERSITY CF=,

CF=
CF=
CF=

CF=
CF=

CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=
CF=

1




“COMPUTER”

CF=

PACKET
PUSH
RAM

CF
CF

CF=

SATELLITE
SCIENCE

CF=

CF=

CF=

SERVICE

CF=

SOFTWARE

CF=
CF

UNIVERSITY

WEB

1

CF=

WINDOWS

WWwW

CF=

CF=

FLOPPY
GAME

CF=

CF=

HARDWARE
INTERNET
KEY

LAN

CF=

CF=

CF=

MESSAGE
METHOD

MOBILE

CF=

CF=

CF=

MONITORING

NOTE

CF=
CF

OBJECT

CF=

ARTICLE

CF=

AUTOMATE
BOOK

CF=

CF=

BOUND
CLASS

CF=

CF=

CLIENT
CDROM

CF=

CF=

COMPUTER

CPU

CF=

CF=

DATA

CF=
CF

DRIVE

EVENT

T T T T
L L4t _ ]
ks I | I |
Lol - -+ ——4—— 4
| | | |
fzff 7- -7 -7 ~71° "
L I R R
W | | |
Fog+-——+-——+-——+4-—
| | | |
B
o+ - -+ ——+— -4~
I I I I
FofT -~ T-~7-—71-
L L4t
Rt I | | |
ol ——+——+-—---+
| | | |
L
5 1 Tl
JE L A
| | | |
B T
| | |
- R e |
R
B BRI
I | I
B I N B
g T T T
1 L [ |
| | | |
B "
I I B
[ [ i
\\Aﬁv\\tﬁyd L\\\ﬂ\\\
T T T T T T AN T T
| | |
[T 777 707 T T NG
B i ), &
| | | |
R Y A B
b b P L

00k 08 09 oy 0z 0

“COMPUTER”



“COMPUTER”

%



. Pame J., “Rating and filtering of scientific, technical and other network

documents,” Research group for CMC_ (Computer Mediated
Communication), Dep. of Computer and Systems Science, Stockholm
University and KTH,

.Bekin. N. J, Croft, W. B., “Information filtering and information retrieva:
two sides of the same coin?” Communications of the ACM, (), pp. -
Weber, W., “Firewall Bascs” th Internationad  Conference on

Telecommunications in‘Modern Satellite, Cable and Broadcasting Services,
Yugodavia, pp. - ,Oct

. Wong, K. Y., Yeung, K. H., “Site-based Approach in HTTP Proxy Design,”
in Proceedings of the |CPP Workshops, Wakamatsu, Japan, pp. -,

. Cooper & Lybrond, L. L. P., “Microsoft Proxy Server Security Evauation,”

Price-waterhouse-Coopers L. L. P. Information Technology Security
Services, April

.Law, K. L. E., Nady, B. and Chapman, A., “A Scaable and Distributed

WWW Proxy System,” Proceedings of IEEE International Conference
on Multimedia Computing and Systems, Ottawa, Canada, pp. - ,

.Tschdar, R., “NTLM Authentication Scheme for HTTP,” avallable at



http://www.innovation.ch /java/ntim.html, visited Feb.
M“iNet  Filter technical specification”, Rhazes Inc., available at

http://www.rhazes.com/download/Technical _desc/INetFilter Tech desc
html |, visited Feb.

SSmartFilter ver , product overview”, Secure Computing, available at
http://www.securecomputing.com/pdf/SF  ProductOverview.pdf, visited
Feb. :

.Luotonen, A., Altis, K., “World-Wide Web Proxies,” Computer Networks
and ISDN Systems, Vol. ,No. ,pp. - ,

Hussain, S., McLeod, R. D., “Intelligent Prefetching a a Proxy Server,”

Canadian Conference on Electrical and Computer Engineering, Halifax,
Canada,pp - ,March

.Durkin, J., Expert Systems Design & Development, University of AKRON,
Prentice Hall International Inc., ISBN - - -, New York,



