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Cyber Crime and Criminal Law Approach to the Differential
( Looking at the Part Computer Crime Law Islamic )
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Ferdowsi University of Mashhad

Abstract

Information technology development has deeply affected all aspects of social,
economic, cultural, life including criminal law. This development has forced
lawyers and policy makers of these areas to reflect deeply. Differences between
traditional and cyber crimes are such that long standing conventional criminal policy
can no longer tackle them. Transnationality, easiness of occurrence, anonymity of
culprits and their large scale effects partly show the characteristics of these offences.
These features on one hand and dependence of the modern social life’s structures on
the other hand necessitate preparing a new criminal approach. Efficacy and
efficiency of new acts against digital crimes require a new advance to categories
such as definition of crime, elements of crime, criminal responsibility and so on. The
main focus of this article is explanation of reasons and requirements of distinguished
criminal policy against cyber crimes. Although analytical investigation of the
Iranian criminal law in cyber crime is not the main aim of this writing, I tried to find
out to what extent the differentiated criminal appreach is adopted and applied by the
Iranian criminal law.

Keywords: cyber crimes, traditional crimes, differentiated criminal approach
JEL: G11, L20
oo .
Sl Calien sl 55 0,88 Jsows (b5l 5 Sledbl (g55k5 Sl ol dy (Sonm 55
o b S5 S L e 03 3 bl by il ¢ Sin 3 ol 5ol
A slis 4 ) 255 2555 SL1) Gl baes il 5, Ll ol jolas oS a0y 5 g
S 3l 5 el ool 5 15 6l (o (glas b g K 510G 028yl S o e
ol €L olez gl sl ool b 4 e |y (S Sladidg s
o Ol abas 16, Sl 5 Lacs)sT 55 51 ol 53 1 58 55 S35 ol
03, S 1y e sLis (Oledbl (g5l Hlsla ol dy oo ot a bl s S odaline Ol 5 s
Grareth, ) >4 (glods 455 5y p 3 5 odels oS le S domy 5 bas 5T 55 5l shon o lis .l

Co il ol (Fes 5 o g Sl .l 28ly Olgr 1 ogline Olg o) (etual, 2005


www.SID.ir

WA SaS Bai> S8l 0,595 9 il il

oslite 4 LN B3 5 g 5 eS80 5B g (b o Sle slasl T b
Sl sl a3 s b sy o Dy g il i e Sl (5lad 53 NS0 B wne
o oS D (g i 18 5 023 ST platel 0 gudonal (058 g (s Ol e 4 A
23 633 Ll b 5 > 5 et (Steven, etal, 2006) "l s (s 5 der Sl (555 Ll
(2315 358 e Wy iy 8 Oy 4 OT 5148 ol ol s sl (g jlae (i
o315 1,5 53U Cma |y Laacw o ;K05 5 oyl oolal cmio L & Sbols,l 5 SleM!
Lk 23l Oldi ol 5 e ool 0355 01 SV 8 5 b 5 S e
OBl e 5 55518 ol b (Soalen ol b bty Kos paainie dilen 55 DU 4
R IS - R RS [ O S PR VI 3- VRGOV S vS P SR U0 PR S R Y PO |
AL ol 31 (Rezaee, 2009) & 5

AS il 03 S by SN i s |y (e Sl B SIS 4 o slS
6ol 53 5 B SIS Loyl b it GL (6 5lone (Lo damms 5 ol 2 31 i
(Hassan Baigi,2005). ol & glate 551 40

ol Ll 3 T ()bl sla S35 mbe ml o b bS53 g (545
5035 &Gl 5l o S LIL 351 550 (2 €035 O eSS S g 2 S et 2
S A sla S ns sl odd ol 1 ples @l ) seh Carse dbizms ol )3
03590555 SNiesls 3 50 5 51 6 ulin gion e 533 o1, Tl 5 Al e
anale s G 5l bbb o mwln s el ¢ Slodst o anio (s5bassl gla bt L
Olo 3l oy SLi,I oS 5la48 ol aist i a0 (gl (sl Sl L 1) (6
(Kamal, 2005) Ay e L sLdd I 51§56 1) (5,2 (S5 51 loj s n e
5 el s g 4 8 s |y el Glaslst Ly aled Wl n sl 4Bl Olojlo Dler g
et alina)s ol Gl Sl 5 6l s a3 15 s |y e CoaS

1- New Wild West
2- Cyber Terrorism
3- Cyber War


www.SID.ir

(i g3y — oode) Y'F 5 jloss tazuwgi 9 Liild alxe \VY

A (glodd

S ¢ 358 03 ka5 Ol Comezr Lol 0355 55 o OV goud 1§06 35 Lo 528
AR (PR P PP B S N GV PREWSI- RIS S TP PR I 'y
S35 (Omidi,2010) Coal 0351 sl go VWA Il 537000 (51531 L ol o Ca2S 5 4zl
cCwlon g N Jle Olaa s ey, Slias

el ke bl 3 (slo 5 (51l p sk s bl Gl (S 505 5 Comnsy onl Lbomal
5 S (g e o S Gt slal 5 (gl 28 SLlBl Jals Ll 5 o (5351 2wl o]
S 58 e Sl sl 51 (S5 55 o 4 kb ol 35k (5 AS sl ST
o33 3 S o 4y el o S jme (5 5ale (5,487 Bsh 03 pletesAS 3,05,
G 3 S S s a5 8 el 8 kS e il 4 ST L
S5k 5 glel (ol bl a8 gl 8 s g o al g,aS Sl 53 il s
Ay 6 S Sl ESTy 4 (6 i

e 38 O Ly 35 50 ylam (B1315 S5 pghe Il 03 55 oa (3 dlie pl 3
sl il Sl sz 5l S5 Cao 5 e 51 B30 5 Sy onl slasys 5 5 LY
s mbo b gk JoB (4S5 oS Dl Csl 5w opl oy 5 B3 4 &
> N00 5t sb 8 IRl 055 or e 6 A el L (el 0 5 i Slian
L o3k aun) 3 oDl Sl jlaes 058 i 574 25 4 ST L5 Sy (6 387 G s
S 3,085 255 S sy b el B 5 G s ) Aol 5850 sl ol
s Sass ool Jlnsl Koy K S o S sl B 551 Sl
bl 055 53 el Sllae 058 w5 4 2 Gy b 51001l A8 pllai > yer
Sl 3lmee O 55 53 5 sS dn s oK 5y WLl Ol Sogy cpd 23,8 5l 15 i 3 50
sl g 8 domss I 5 i h Eolos Jool> Culg 5o b3 dals g, oDl

.::dea &1,
SIS 3 %9,.F

S n S S e Sla s sl Sl lses gl o0l 50 6 AS S STy s


www.SID.ir

\vy SaS Bai> S8l 0,595 9 il il

Aol g 6,08 S s Sle 0T (godins LS5 Ol o a5 ca 28Ty ol e 53
305 sl 35555 DL i oS (63,108 4 358 on Joe 51655 4 el jloms oS
u.wjaasu;,\:@s)uﬁ,b,,;ﬁ4;\54“;;\5,\,'1‘.{\)?wm sl sl ¢, K
A 5o 1y oS e Gl K5 s cpen 3550 Jlesl LSS 2 oS S50 4 ol den 5o
S GlaisT ates ml 53 23, edali 015 o 35 (GRS (g 3ls 0T (om (SIS
Iy ol ¢S 28l OIS 3 ade Sl jlows Jlas! 5 4aS s (o o j CaiS
63,5 Lol 5 Gt Lis 5 e i gl S o AW LS 0 s OIS Sl
by pp del M L LIS 0 (K85 50 Grolas aen b dblie g 1) OLSS (5ol 3
gl &La(aj....jwﬁboﬁcr@s)l«é}\;%caJ'.: U 45-’“('-4—1‘@}‘1’-

AS (slos 1S SUTL 5 0B Lap b s e ol a5 s cameli las WE L
stLap 5 il (63,150 53 IS0 4T3 55 a Lol 35 amalm 3 0 Sl el 51658
ol o et L el s 05 (STl Ol ST ple slag 51 les
S8 6 a8 3 sy 68 ) 5l oS e s oals Sl (slae g I sline
355 odalin 015 oo (s salo g (S sl 3 Sl ade (1 53

oo i L Sledie Jlasl o8 (o jlaze (slap 5 OV o1 5l ol 5655 (nl 3
stk Sl Gilpn & Jlom 53 ol s 350 o ey SIS sl 5255 sl 35
2 i e daie a5 03, S5 Iy e g )8 5 Stnd & b3 b 1 sk
Slot o3 28 BT 5 o GeSTl g Ctal b oy e ool 35050 (et 53 A3 o3 BT
b e g s o (S Glae s Sle b 45T LISl Sl o> S o 0T
S 013 S AS G STy Jlasl 55 K 3550 o Ol 4 0345 al

s ooy ol 5 JaTeeS e s L el e ol 60555 Bl sl o5k et 4
$LaolEsls slsul .(Majidi, 2005) Conl osls [2alS o ysls Sliends ae 53 1y OI8O 56

6}%§¢~WP)‘;§L““}“@)°‘°Q)WL§U‘°}:§)ﬁ‘f“f&‘“gj%)é‘ju’l"



www.SID.ir

(i g3y — oode) Y'F 5 jloss tazuwgi 9 Liild alxe \VY¥

R PR G | J e [T P T NP PV PRCRR L g e
O35S 4 bgy e Sl jae 05 53 015 on b &S s ol 5o 1731 6,487 5,555
) a5, sdaliin 5L Oblszr 5 5 JUb) (w313 (ol (slbo s (Gaiue) 3 0325
A8 gl gmaid ol glag pde e 55 Ol oo 1y (Madlim slial 5 s ls il 4s ples
3300 gt 9 late (6 ,AS g yols 5 i SISl Ll o

L gl 3 (315805 S0 55 S8 e (Silome sl sloo gy Dlpls 5 b S5 4 ey
il a8 s olamst (g1 35l e 503 LB (sl Bls slis IS, (slae
L L ol 5o o LSSl sladis 457 35ku o O gatn) Sidd pis 1) Lo (55 be (sl
e (5 4S5 S5 9 (Javan jafari, 2007) L)ls > 5 B Ol Famlr slads
09 el Lol 5,8 o (g |y 355 S g 01595 05955 4 Sl Slaj 4 by a5 g g0
;ﬁuQu&a\)Gu)at{ou;ugw&u,fjmumo&a\sz,;,-faw,:,u)
5 Osbine gyl b bt sbis Sl os ST Ll |y Jses sLas 0l 8a 5 b ablis ol
slao i U ol e dbadis golls Juia 3l oslinal 0T 5345 Cosl o 0y 3T 55 olazr| Laoes
Laojo 0 by e SLayl S 8 e i dde 3 Sl aitle -Sas L8 b 5 [SKie |y 0,80 5
S L 53 eme Ol U alis sl 0¥ Sl s T 515 Jlyl gl S0 4
s a5 sls dal g Ol ol (slad )5 3 5390 Sao il L cw) 5355 o0 sl edein
A e dame 535,58 s 1 e Ollanil 55 e

nlogboy b Sy Y
5L b, LT S S WS i S el 505 Ol & Samp3 b ol Sole o
el onl Cale b Silos S 1k Wl e 5 e coslinal 3550 Jilus 2 OIS
il S 5 aS Dl i oS 5 Y e sl 018 oo LT Sl 0l J g 5l
on;Jfbjlg-J(afu&)\L@j@)&ﬂq"-)bSsﬂfﬂﬁd)\db—))
b 5303 208 Ol 5 S1ai b g Jliows (gldd 4 i sladibe & o lga b o

N g J e Dl ples STl il 05 o 15 3 5 g0 (Sl Ml Ol 5 o0 035 30 (S AS


www.SID.ir

\vo SaS Bai> S8l 0,595 9 il il

L3 s DLl Il o Sl sl kil pss 5 sl b 51 oS 5 L 5 smbe 5 ool
s 5 p 06 5 B BB S 5K 5 sk (6l

Sl aS cul oSS Tl plate ule glias Wy 51 (B0 SV ou vy oo 5 4
(5 Jam St 45 ol Lo ys Sl e T ity Ok 5 ok slags)sld ple 5 28
Wles S A5 1y 55 ol Slags ) a5 585 5 mbio e 5 151 K (Dbl
L ol 4l 5 (5 aS Ite pllss cilanils oS (g Les o 58 55 oul &S LT 5 Lol
Sloslimal U 3l Kialen o 5 slaylst b 51 80 SLlIIL T 36 (g 2hn Sy
Yy 5l Bl b ablie g 55 spale 5 (IS dm 3 U s 352 g0 Sl 5 sl
Slen s palas 5 LS55 Lol il 0350 S (i G5 5 0 g Sanelr
uﬁ,3)\,6,7,\_‘,6&_:;@\J;\k@,a}sw\(.g@t&uﬂudw,s&&)
S 0325 3l 35 (Mo Sl el 458 pl bojole b5 e o 55k @ eTaalodd s
{(Estaki et al, 2004) el OT b colize (5 25 3 S5y sl (6 ,mbo 05 ST

Lo LS5 L ablie 1 (LS Ol g 48 o il b o (il e 5
2 5 03505 GI0L1) 53 55 e Olid 5 e WSGIL 5 5,10 sy (5 mle 055315,
spaa Jolie 53 o Lot anny (LS oo b 8l Sl eslinal 5 DSl Ol 5
b ol S5l 53 o - 4L (Ashori, 2007) ol o3l Lo o 5 0T 1 (S
Sd g ol slesl s g dal s Sl ol )58 4 65885 0r 5 2 sn b ablis 6l 5 g o
48T ol (5 S5 855 31 618 8 e p s L sl b alilie Colal o 48T el OT
sl o L 55 Ol 30l leas Csylate 6,457 5 Sy Sl 5 Jsol b Loy 5

| W S TSR LS-’;<'L)) e el (Sl

‘C.\S-Jw.\—\'
L;\_A)):fléj\A.C__w‘o.x_.':ad)_-».?)l_g-angl_?aaL;Lg:):QKsjoth)wr}@

1- Speed


www.SID.ir

(i g3y — oode) Y'F 5 jloss tazuwgi 9 Liild alxe \v#

OS5 (i (6580 5 Wid s Dl (e s (15 Olgr 3 6188 0oty ¢ 585 ST
DS Sl 30T 53 65 ol 516587 41 (3lmn (sl sl 053 ST, OIS 5 031 T
aap 5 Ol da 51 35S g 60 o go Sandy N (G558 B pais 4o Ol
@mr_lﬁ@&pcu.\i@;u;ﬁ,Q,ygg.ﬁlb’u,;@|,L@;T,°JJ*>)?;,\,L§AJ-,.L;|,_
Sl o ol S (o s ol S 1) (5 0ip CSG 50 Olej o S 03 1

| SSIALLEL Y-y
Yol s oSS 51 (Stuart, 2001) Cnl (53loms Ol o2l 1 o5l J gl Sl S0t sl
3l esliaal 180 (5 51 Tl 38 5 5 oy (o1 K 4y e Lo 0118 Lol
el 35 50 o 6)lS e plo s KT Sl s ile K05 Slaseie &b i (slae s
Butos sl o ol ol st San 26 Loy 5 S J gt Ot [ (550 o oLl
:U_»L;u)lp\D;)ﬁ\,?,uhu\;'c,@l_usgj_;ﬁ,@jsléémtg el 51 Js
ot 3 Sl o L L5 o 30 Ty S5y Jan g ST 31 g o5z

.J.Sj‘)sn

“adlya ana Yov
)gai_i(.J_;jtaj_i_.,t_ﬁ:,\Jc,,ﬂu\@s\)&g;,“ﬁ9&5)\‘5u¢,i;},\,w,ﬁ,-,-\
s codd 05 SO e OT OISl 505 8 85 <l Vars imy oS o 55 &S5 1
samee HWSa 5 (Lii )l sl B 005 ¢ Ja Sl ey o .@\rjy)&aﬁigi
5o @b paie plil b SN Sleie 5 folos g 51 g 5 03503 (5525 4 OT (g1 2 ol

Wl s 1 OT cames i

1- Anonymity
2- IP spoofing
3- Online Camouflage
4- Large Scale


www.SID.ir

\vy SaS Bai> S8l 0,595 9 il il

Ladsl 457 S o ¢SS (5,48 Il ows 5 056 (5l 2l (Lo o 4 ey s gdoms
S ey elie bl ules S jete me S5 505 655 2 1 255 Glail 5 e e s
;U&Aﬁ‘uq;}mum};ﬁyc)u&\ww@leﬁj,wﬁuém,;
el el b s 0lyle 05 ST L I LS e ealinad g1as 5 I 5
Lg\_ébb.tsj\?udlébjbaj)b-‘-)ﬁa-Sbﬁ@@l{f‘a‘ Sl ol (glad 5> A3l
WUl (gdelar iy Sl S e gladie) 4 a5 b ol HLT il W3 L6 815
GLaol K780 31 i LK el 53 YooY L 3 &8 ol 0T Kl _gmio glatn g%y &
.(R.Vaca, 2002) u\.;lo-\..v.b C))L«.o.- )YJ Q):.L;.A Lﬁv\nﬂ) v\s‘obﬁ LS_,"{L“' CJ}’\»:- CL‘TW

"o5m o s Oyl Y
OS5 48" 55,8 o Jowod ameler s Sl 53 S gladsy 3 5 Sl S0 glawy 5o
Sl ieldn ) g Cand s pl i g gr Jommte 05y SISS Yl 53 1) Ses (laaiy 5 o S
S s o e 3l g 5 IS 5 ooy 1 0T L ablas 503, WU 1y ol 2 LT &
035 O3 ol 3l 4 Il (sl il Jas 5 L1 0K ¢ 3 gy ule (sLdb 4505
Norris, et.al, ) &S oo 4 Ais ‘_;thfdl.x;v;m:w@j ) bl s Jb plbe Cossdos o
SY¥s 55U Ve 350> "T love you" Cugw,ﬁ,du)w@,&&vnv JL ,5.(2005

(Thomas, 2005) 5 sad Mzl Wis sl g5 15 (63L 5 sla 5 58 55 5 5,05 &yl

Yo",..t s ju Hgda pus O-Y
J8 s ) 303 DT a3 5 g o loslor p s Ukes il 2 53
L 5 00,5 (oiben §lm G 05y SIS g bl e 092 052 55 L Ol s
20l 33 G 35 (8L el )38 on Sy e SIS Sl Al s 5 BT 1 stz
wo}jt})LsW)J)&a}:)rbc&b\ S o e 15 O 5 s el

1- Cheapness
2- Lack of Presence in the Crime Scene


www.SID.ir

(i g3y — oode) Y'F 5 jloss tazuwgi 9 Liild alxe \YA

o) il Bl B S el 5 Gae o (oSS e Glbe g 45T 350 e
ol o ol (Sl sl L1y o5 SN sl (55T o IS ulo oy (ol 3 (S5 5 Cnds

' pags sLol j§ Ay

Soslial 5 (o y5b 5 Sl dile Oojlmie J 87 (slivo gt 5 (Ml s (Sl o 595
Syl anlye gudo mlge Ly baj e gl o0 SIS g 1 (S S sl !
ol ol (5 4Bl Ol o o5 4 (B ol 028 4 (6 g0 S8 K05 (g g
5L O LK 5 .b‘,.fuu;oé\)LSLLJ‘O:{;'})WLghjfj‘t)\é&@)atb\dﬁbo_}.:
Aol 2ee S0 S 5l slabi a5 Llg ge S e sla) e Sl se

.w\,ﬁj,é\o%,\;d\yt{,&hﬁ&uujCﬁq,:f:fy,uwjﬁd@,g
el s o (aiS S 3 ip i SIS o) L;*\-{‘J-;)@“) Go S s 46
s 5 Ol b JK 5 aaS s 5 e ¢ 596 Dl Soslpaar St LS
S hs 81 Do o5l 5 1S 056 5l 0 (5 5l o> L (Kamal, 2005) 5 5 sl -
N g s 5 3l 0¥ o158 Ol il 25l oo dmlpe sk Sla b L1 (6,48 s ol
Lot s a1 o3y el sl OB LS 53 lpdS 1 5 ol 5 ool 505 6 m
21 il 5 2L Gl )LSen o) e o il ilsn (6 pulw o (il p anas 4 g
i g o seen DS

S Vs pU 4 63 3 5 5 53 UL i 315 st (Sl S e
g LS T s ol st 5 gidor SIS b 1 FBI a5 655505 5 o 3
25 5y SLAES 5587 nl (SO Gt () 2 10 55587 s LS ol I s
03 /S o @la 35 1y I ey 6l raiie (p F 4 e b Condy () AS

1- Transnational
2- City Bank
3- Vladimir Levin


www.SID.ir

‘v SaS Bai> S8l 0,595 9 il il

J;M&Lﬁf‘-&bu)y:ﬂﬁ*?Q}-‘bﬁjwdbwmg‘ﬁj}m;y)ﬁk{'l«, D
.(Thomas, Opcit) L& (=9§.>u=

Yolusu Al ) aga YU ¥-Y

i€ iy Vs 3 5l Sl 5 Jplae (6l a3 sl 035 035 YL
S LS i s g ) el s (650531 5SS s 5l slep sy iS Y ol
> 55 o3basl G dled 5Lad 035 ol U sl ctl L8311 o7 515 LS pme Sl o
LeT sarle o 5ot 45 1y (oo 5 0l ool ol el ol ol 487 | iyl L3l
g BB Rl L5 e 5 S e 5 g5l 93 a5 il e s (Sl g L o
A2l (Gl (Gl 53 0 el o3

350 o ozl S lone (S55055k i (2l w0 & ol 1351035 YU HET SN S
s s .wto\jw,dﬂig_w;JW\u;.atsﬁgapv.s)o;ﬁ‘yp\ﬂj ]
335 6 ol a2 T Sl S (6555 ol 53 5 Sl s e 3l ol
2350t S 35 pe S8 Glahlaee (S5l T el S2alS Dl e (sl ol ae
{(Cooter et.al, 2004) Wb oo 213 p > SISS) Jlaz aoes

“aya (99 Suile g3l A-¥
S e 3l ey (CTIC) LSS el (gl 5 s LT oMbl S5 655 Cotal 571
Ol 4 3T (gl 5 el LV w208 Jlo 3 485 8 edlel )8 (b YA Jle 3 s

1- Dark Figure of Crime
dneu\.:»l}el:.ur.;)L;LL?)LAT)AMA@QUJU&WE@jlﬁbb&%l}q—;&ﬁ}db&ﬁibwwgdéw—V
V0P o 0l oils SIyLasl ¢ gl o Sl (1978) (stgn s (57657, 500
3- Rational Choice

4- Automation
5- Georgia Tech Information Center


www.SID.ir

(it g3y — sode) VF & los tarwgi g idls alxo \LY

AT gl dle pl sldad 35158 ol G go 0 otiles S Jas (bl oK) s Jule
3y I ply s o8 ol 5l a0 e ) SIS g s e 700 4 YN UL s
Lo 3l o S e SIS OT (595 5 03 5 sl 5 facebook o b 51 s ¢ owss
OT &L L 5 dizes flash player s diejl 555 De 3550 (ks Ol (51 45 ol g5 oo
Gk s edbo s e o ble (o Malware S0 sl 55 e <SS 5l iy S 555 4 )
O 93 ki e sl Ol b (gl Sl 51 Sy s 0 1y Lo SleDb adS sl e 3
s 40 S Lo 51 SISy atne Dy o (6,03 Bl s L Dk OIS )
sdate 6L 5 senlS ja 1y lably ol Wl g o S L(Ibid) diS o Iy o s Leds Sl
Ay )5 e ot L S el 53 o5 Sl bl el ) b 5 Sy 038 2l

Kamal, (Opeit) L5 3L 53 5 dlasl 1y ol 5 5 SleMbl 51 o 5l o Sl 3l ) 50

“ - - .

03 0993 B9y AT
(’J-’-'CJ-"LJ”QG”J"“"’“SLS"‘J:"“'?’UJ"N‘J’-'“5")""’)?30&“&1‘6&“("i‘f?J"
?u;tdwy}-i\_&jxﬁ@@fdjuoumgdzs,w,\;;u‘,m-c,.u,b
Sl asb 51 S5 ale pee Sl ol oS T ) .;,a@(,t?atsﬂ,wujugﬁi oLs L8
(aL?u'\ o\ii sl L?Uj\dgu\u\_é\gwd;a:ﬁf)lj-\'mﬁ@ rb;.i\ slazel 5 g0
Q\)'L?ujosj_fu_ﬂ:os.x_.img".._:.é.:fé.g_i\ijo_i\ggré:f)\fojﬁm})b;ﬁ@
5 Cobal 5o Coles U liays o] 5o asl il S e Jles!l T & i (5 5 s

¢

3}";@"'&3@%‘;)‘)\"‘Qfgjbéwdﬂ&wjbdbmdﬂ

r.i\r?Q)‘\g_&a}'\é..sj_fu@a.!.a\.[:mLg,?.sb&)yq&ﬁu&uoﬁﬁg}ﬁhd\

1- Botnets
2- www.kaspersky.com/newszid, 2009
3- Insider Attack

Cogan (G315,aNS 5 Dl 5 LSyl ST e Ol jlams iS5 O 56 9 PVI-FOF 3l 5o oDkl Sl jloes O 56 14 ST, -F


www.SID.ir

VAN SaS Bai> S8l 0,595 9 il il

LS 518 5 0l slie Ol SSlew cOledtitume sl w2l 3l 6ol 0352 (5955 6l
JMQL»}L»QcS,&&iia.:lp{..ilﬁGL.a\QWl;chJTOlJKJ%;&\”WJCSfZ
(Kenneth, 2008) S dilSal & g 4 b 51 51 T oSS

Sl laoy 059 wseke b A5l (6 K3 Sliadtio 4 Ol 5 o0 Bb S S 305 LUS )3
i8S 555 303 e e el sl b 5 I gl S8 e e 2wl 23S 6L
Lpis CadS 38 Al odd (aiS 3l Sl SKan (5 mle Slro 1 S bl dish
'C)@l_i)',!@4_3Jéjﬁu&kou&:,u;.ﬁﬁ&g,wybcobwwéﬂ
3 K iS50 S 5 L 5l S cins

S I3 i 5 b ai Gdas oS 8 iy b S35 5 Slasuenls s Ll
il S 53 el Ol e s 65115 o0 55 ezl 5 (S0 b Jalge aluls
Sl ol 3 68ty 5 adilin e 53 Loy somn Oy 405 (Spm 315 (6
el 5 Slik o8l (gl O, § 55 Lile o 56 i8I a3y 350
5yl O 5 LT b ablie (slaogd 5 (5 mle lad Sl blina b 01 olS” 1T pute olgT
23 i Hlamsl gl .upy;éﬁurﬁlﬁg}f);mﬁ@”gm?\dudfs
Jr=S 5 5led Cand L OB w55 e ol 5 Kin 3 Jelse 51 (S5 4 2w o

Dyl 41 5 (6 ol ‘..11,? BERPINC

" selaial S lads b ek ) Y
b o3 Lam L5 asls amnle BT 60 5 5wty bogos b (i o b e el 3
O3S oy il 55 AE 5 oMo 0 SISl cpl pliy Bl analr K0 5 51 s 0L
38013 5 858 68 05 lae b cpl 5 gn o gmmms 35 Sl slap s 25N 4 2
el (353 )Lis (85 05 L gl e o 33 ool (la 55,51 0B (G,5 b g

. & . I & Y - . . .
S 3l B G g p 2 ) 6 ey 81 le T S5 5 el ]S

1- Social Control
2- self-control


www.SID.ir

(i g3y — oode) Y'F 5 jloss tazuwgi 9 Liild alxe \AY

1 o 58U LS 5 el lamn 5 s Some 18, SKs S Jrolo gl gy 5 685 51 SIS Ko
Loyl b oS s a5 Cle ol a 3L 5 31 sa (Salimi, 2004) das s 15T T s
SS0 5 5 Dk 31 wle 01K sl S L 5 a5 e IS T G
25

.c,_w\j_i;L;\u;gﬁudw,aﬁ\ydu,u)y@w;,y,w;.u@t,;
O e a5y et (501 g S 05 ol 3 Oy T (sla), 1 (5
)Lﬁ\L?i;;eistﬁ%,.LA)L:;,;,,_\9&,\,°>J§;~Cy)6;m?\¢§»;,>rﬂs@u
D105 D3l 4y a3 loma b (o s Ale (5l Slao s 51 5y Hion 35 i o 300
M&d\jp.x\om@,;:,wﬁﬁa,&l,g;ﬂ...;w;&C\}shabwiaﬂ
.@\a}yd\)brj‘Y:;JlfJﬁ@u.‘jﬁfJ?

Jlet 0351 0l 013 Gotalie oo cp o aims )3 S0 5 ) 5l pde K05 (6 5 |
o 5yl osdle Al e ol J S5 5l S T Gl 5 (6, Sams
(=230 e o it e (Bl il HLiby S () s DL Ol (6 AST it analr
e Sl oY Al 0555 ¢ (Kb dal b e dal s s sLa o
camalr L 5 oS5 s (Sl len ol 5 i 53 Bl dal i L Gl s
A sl b a¥sle b 5 el ¢ ,aS Sl oSans 5 1080 46

L e S e ot (b sl b Bl 48 505 OT 10l i€ oy ol
B R e [ B T 0 PP QRO PRSP SABCL WL M
(S oy 1035y sl b Se 4 K05 (g Sl el (o il Sl 03 28
o ot )3 p e (S 5 gl D g pb o8 (a1 (SQ 5 (ST 5 sdoe OIES
t_fbﬁ_LM;POb&hﬁguw,L;;c.m...}wﬁg%aa:”ﬁwgypuf
S5 slmp 55 abLa OB e & Loyl oo Dol 4l ar go (Sl (sla s 5 sukone
guﬂ,,_:@i-_wéuau\,,uca,é\”ﬂsu@;‘uww‘&ot{‘gu}\ox

1- social- control


www.SID.ir

VAY SaS Bai> S8l 0,595 9 il il

W o83 il (o e

Ll osm IS ot 5 (5500 IS s ozl Slap 5 OB &7 5 S L1 L
i e 05 (651305 gy bl 5 baslowin 0587 (G550 Canl il arl g o la g3 gulomas
058 55 5 ddb s Y3k Slej cdams 035 LTG5 68 s 4 55 Jlms o) Aol 8
58S e slaes s L s (Brenner, 2005 ) Cls dal g 1y p3Y (i Sl ke
Sla b 3l oslial uYs & e 1358 o odalice (glalamDle L5 (glacys sdoes 1 J 28
3 0diS s (65,18 59 elaim] ey Jgone

b e ) a5 S aeb s b paly ule L ol 2 b gl s conl 5l
5 S DIl e 5 (5, Ky o e (ST (5las ol Sl (gles sazma Olgigee Jlio Ol 50
javan ) s sl amso 5 o) s ol 52 Gb 8 6l m s bl Sl o) s a0 bgs e LS
ol § ST 5,555 (e Wi () f g g0 Lo S5 ] § 5B50 42l 457 (Jafar, 2005
Slro) s b dile 87 ol ol 4208 Gladon daly ot (g saloatms 35 (6 ol w2l b
3705 p e 5 s pale das 53 m S (6 RS Bl s el o b ablis gl ol
AS ol oty OT 0Lej 058 a3 870l 315381 (6,487 3 S50 4 0T 5148 el ool
LA LSS 5l (sl (sl yor Gy o5 5 53 5 pmlate (6 S 5,55 31 2la Sl
Al I e i e Sl 0> 3,5 O e 350 L G g 0 50
5,8 S a5 3550 SILL il Sl S jlone 056 53 Sl ol WSl S

STy ml 2 ik codh! Slilme 03936 53 5T Lwlsmil 9 51 581 (S ™ 85195 .F
81,8 v adl 5 plate (63 S0 55 ConslS 05l 53 BB 6 ,AS 5 S5, ) sk
) &S s ol e el e ol U gl b 5L ol b agr e 55
Db g cpl leda s il > cplo s 5 (Il )80 aen 503 g o gline Ml 63,55,

6‘4—“‘}“’?"‘}—"33;‘;‘“‘? C*—““)K“)}—’u—i\)-’&’”ﬂ‘dr‘:f&—ﬂjd-’—‘4—{@‘@‘

1- community policing


www.SID.ir

(i g3y — oode) Y'F 5 jloss tazuwgi 9 Liild alxe \AY

g&m\@a;@b%mL;Jﬂ,tfuawﬁ\ﬁo;?,;gS;A,ﬂlssjz}@@i:&:;\
5 bl 5 5180 (5 s en g (S eSS 1 S @l 55 b e 88
03Ul 5y 50wl (cL2b 55 diaddn 5 S latuuw o) oo 4 A3l 5 Olgar 53 355 50 0S|
S g e oralin Sl oslizal GBS g soia s 51 6 A8 Culom pe 3,8 13
(Slatdie Jleel (LSS o o ¢ B i olusl (6 AS o st 5 (3o o s 5 2
g&ééfﬁksluucédbﬁ\ﬁo};}&ﬁg%\}'(ﬁm};&d{(ﬁqtjﬁ&hu
QTJL‘M\}(aj_q-ou:wfpbuiﬁgc&jwtﬁbui}jccﬁL;Jl.cfa_'&o‘}f&
) Al (55l (s o s 53 s uale il B (3131 (6,aST 3 S, 5l ol il e
adaz 51 S B 53 OT )8 5 alide ol jloslinnl CdS )3 @l 5l 5

S Jguds ousaade Jhculas aus A-F

St 6l s oY Sl e & SEWas 51 355 b S (o (sl i
2315 s 6 Sty S (63,5 8T S Ll I 5T b o 4 g 6
4y U5, g olhe b e 05 03 5L e a ol Jlsal 5 4310 J seme 5 55 Jl sl Sl
OSLaS 0s plol foe 3,15 (el BlIE | ) ol ) o7 (ST 55 o
wlaar e 35w ol ol J ey 055U ST i et 4 ool Sl s L6
3 5 Sl i gl ste (6 ST ke Sl sl (A s g (S S OB )50 53000 8
Jol Sl 55 ol S 12 0 58166 e ol 253 3 32 50 SB1BI 5 bl Js I
u.;}_s4_1a;\;'C)L;Lm){sjj.e)sl))tile.@,m:}p:&bﬁli}xﬁqbax_.uﬁj\
5old il aiby OL,l8 @l msl Sl 1 eslizal a il i J e (Sdem (5 ,aS)
5% O s 0kl Wy 0 (3l (S Wl or G5B akby S S

oS S asle 55> el ok gt S VTR eale oSl Sljlane 056 55 Il 2 3

1- Negligent Victim


www.SID.ir

VAo SaS Bai> S8l 0,595 9 il il

sLaesls o jlome ;b s 5b o S " 1wl el 5 S 05U Uyl i oS5 Juad |
A ol (s Sl 0l CBlim sl 5 a4 o7 1 e b (1441 (sl ot
S5l 55 o L Jbs Ogbie S 6 51 (6 sl b I &5 6 505 655355 51
A Al S
058U oy a y o5 S o A SIS0 5 S5 Jas (5o 50 3 B8 esle 3 S0
s e 35150 5 (T ol 2 53 OT gl oS (el il a0 1y p5Y el ol
5 <3S 530 s Ty e g8 )l S Sy a1 s IS0 46 Bls 05 oo B
) = 53 Javan Jafari,2010) ol o3 8 41, Ky SLltdl plonil 4 b yia | 55 s losr
P2l i el )50 053 G5 el oS el ol T Sl ST e el O 50
ol S gl pe 5 (LS e G b 101K ade p o O slaaia 058

Ll 43,5 ) 3 S0 5 a5 350 S5 Sl = L (6 5 s S i

Tali s oleis a Jileads Jlasl i yan ¥-F

33T Jas plonil & fo 5 €105 Jor 555 Sl f 85 sl s, (F G AS Gai )3
33 2 g i aile e s planil s o 4y B Sladie Jlos! plail ¢ Loy 468 4
Lo S oLl 53 g oo O pmome p o Slodia el ol )0 4 6 A4S laplls
T s Comal e ay cglinal Il 8 53" i o SV e a0 4 g0 o
o e 4 g 4 3,8 1l G AS el Sl (s o 03 28
Ailed (Aol p b g Ol a1y Sledie dlesl g 5o Lyl d o b 5 il

4 pudoen S5 L5 g oy oDl (gl g s o gl 42009 JL s 02la OF b &S (gl bl ol o D les 0 56 )
sl oDl Sl3laee 0SB VAY VYR 5150 Ol gie 4 055 ol 0F 1Y g0 5 05,5 6Ll Dl Sl jloes O 56 ol
2009-VAVEY oy aslisy 5 S

2- Preliminary Acts as Crime
2558 JWlgs ages i ar s,y ks Ty 10 ST g ) e OT (Slao a5 oDkl Sl 0 56 FY 3le ¥
2000-15889 o jlus oy 40635,1999 Il 635 o jlus


www.SID.ir

(i g3y — oode) Y'F 5 jloss tazuwgi 9 Liild alxe \AP

jcﬁduucrﬁw;’g}w};%co"-ab%)t"-@bA{Jﬁ'br{‘ﬁ)b
adlai )3 15 p o Sl sl 5 5 03 g0 B3] (51461 Kb 2 g0 (§ ST SIS b o L
o Olsie 4 S ez @ 5,8 Olgie 4 b &1 p 2 odomy Sladie J5 et 40 L bles 4
:JJ\)GA )J}.AGA)LA‘ beu Q};GV\‘V osle .l o}j».s u{'ﬁyz‘wc
Il 55 (6 slaosls) O 6B -l ¥ a:l.»&,.,‘l}a S duoa‘aqwﬁuwa\{wfﬁ"
JL.»YLToLaf‘)'\ﬁs\e..qué.?u'\)s?\ﬁléuQé\dg\)éhwﬁ\x(oMaRSQ‘JL&ﬁ\

".,\,:.wj;c,gmu;t?uyfwbo}yﬁ Sl gl b

| gl (5 Sl ghano b i Y-¥

Oslrs Ols Aol S g 5 95 Lol 5l ez Sleajls (gautate Lol 15 0050 Siglas B
LSy i 5 Al 51 AET LA 505 gr s 031 Oglae J om0 3 35 il il
Sl Dl Sl3loe 056 Y o3le Gislian ilas o ilod 55k o Gl 3 1 5l el
{(Ardabili, 2002) Ll Jeges sl a=b 511505 S, 0305 By sy Kl (g 4 1

AETL Sl K5 g dal o J g (6,505 4 b 5103y DSS,1 L & oS s il )
G S Cmwlw olias adex 31l ()b 2ada G (gliwly 5o 1) sl (6,50 5 L |
o Pl L Sl (638 4 A4S e e Glabl) ol 056 )0 SIS
S g 53 515,55 ol 33l ige @Bl 5 0L 46 Sl ¢ s Sl g YL
o 3l paie Olgie 4y Jad ¢S 5 L6 LIS a Gioms 1 031 55 (Shas b Siglan sl o
S5 el 05 5 6,505 4L Sl SISO 5 (ABT 09 33 (Sl 03 505 S
Sl3lome OB VPY ool i los o oot 1y (6 AST S s 6503 Joe bl 4 ¢ e Jud
8 oo b ol s el

L 05l ol V) Fasle 55 e (6 laosls Laim J sieus &8 3 Ol sale domilin”

1- Accessorial Criminal Liability
¥ oosle sl au VXY esls JUis Ol g2e 4 .:}“Jdc)&.pl‘;:}\);)}}léy):o)lﬁ:\ >80 :\}AUL«.&)IJfQ}JB:ﬁCjYJ‘

.b)ai.l.a‘)i-cw‘éﬁcfi4{b@jﬁl;:\yy&‘:tsho)uavﬁj@:)\fxbjs -\..15‘54))]4..&


www.SID.ir

\AY SaS Bai> S8l 0,595 9 il il

S o bl o Sl oddesls (U'Y S 55T T @ g dien by s LQLAW
L Laesls ol claosls o oo 3 olindl o j2ws o g ol ol Syl pde b
Ok Fr L0 516 gl b dle 536 555 505 555 51 e 0 0ipd )5S o (gl
".,\,lej;r,ngujguouJm;\u,\;;wwuguwyﬁgJg,
Gl 0daT 33 coDnl Sl s 056 0+ % 03la 53 o 55 4y o5ke 1l (6 gien oS ol oy
e o JLS 53 (131 (6 ST Gl 2 5 55555 e o3l V51 487 by 4 5 L s
D5 01,805 Sty 1y Sledbl blost o b s gele 08 osle 55 L6 ol el
SLedbl 5 05,5 oslial 5l blasl o 31 01,05 o 35500 03l 43 48 b 53 .as
23 0l padn 007 osle 53 SleMbl suS CiL ys o b (il T o Cawn ) (cduails
05U e3la 3 zode SLah o by lg 5 3l 15 0 oS 8 CST50 0 0L 538 s
el o9l e 0 5L5 048 03l 53 o pota Sl 1 iy s (glably ol

Wl a1 o 056 53 0 8 53 S0 05 039 (S amipasle 53 Gla sl

Bllas il > pudy ¥
sl o35 35 Ly on s Tl 5 e il 038 33 53k paie sloe p wl
ol 25 gl Glome o S 35 Dok 5 Sl 55 50 0 $SKiLY < s Gl
Lt ol 2 033 %_?ﬁ\ﬁ o lazas b 51 et g (gl ST (5w ¢ B Asle
MS 050 i 5 40 o5k Jles! plasil 5o 5 Lo p 2 oS b ametl G T p5 87
OSLEOA 50V 5008 5 150 53 jdin @l o S (oo S liS 6o e Ol oo J god 1

gl or Dgermn 03,5 ol 5l el e ol o o 53 oVl Sl
Jolie 55 el ol 3 G 5 2 58 (e S s 4 o iy oY e |

B .-U)‘bdjﬁcbj’f_wfs}_wLs\.ﬁ-\_ﬂ\:g:)obj_:)‘b)}_‘ﬁ-ﬁ6%@\*@}‘4{@‘w\ﬁ

1- Conduct Crime
2- result crime
3- conduct crime


www.SID.ir

(i g3y — oode) Y'F 5 jloss tazuwgi 9 Liild alxe \AA

b g pl e Cead 53 )5S e (heals BV 4 (gIaLly il e oDl Sl 0 56
Wl 031 0L llae &0 4yl iy 85 4 (BT (1S (181 60 Sy sl )
(G10L 15 GLa s (gLl 4 Slonn ik o s (VYR) 5l g0 53 (63,8055 i ) (28505
ol oalie B (glally Jam (VFF) 5 aosls el Lol (28 (VFY) Glows b 3528 (V)
2L 51 L5 dlmosls (mtel uldS AL 5 Slows b 3528 b (o s O30 558 e 315 5

Wl ods (i p o Sl (slay o LSS e eslil ¢ Jloz|

'aya ouaiay Sl polis Ghals O-F

Ll o iy JSC5 polie Al w1 S el 5 31515 S5, 3l g 1 SO
235 5 S5t p o DU Cad Olosd 4 ABL ity p o oy |5 plis sl g 2 1 5
o o e (Dubber, 2001) 3 5 doal s dorln (6 ks (Slalys soboml oo 2w L dllie s
~ele .(MirmohammadSadeghi, 2006) Cul dds 5 S 0 aimm ¢ (Sem (5,15 S
el 03 o i (sl ol e 035 5 (6,505 o b eaillize il leslizal dsle (s3dazs
@Ol 5 e 1805 O b 5t ST a il sdata (63l pole B b Sl i )3
oo 33,8 bl S e ole polie L byl s CSSn ol s g s ple i s e
DL gl (mila 5 S e g (S aimn b (3l STyl 5SS G s 35 b U
4S ol ol s e 1) g dal g Sl B ST 0 5 8 Sl S ke ek 4 s 03 p
PR CUNC PN WELHERIIPS EWS [ S B WP RN R-E N NN Pt
o L i (gl ol omla Se olis O3S 000 (6l S 5 oSkt i
3 g h 2 gmn ()3 ;A0S

Stmmglie ol a8l oLt lisIlly 615,800 g 4 Sl Slls 056 VEY el
ol e 03 e S e & ol 0T Kby i 0l L g ol Sl

1- Reducing Constituent Elements of Crimes
P Cmbme i mazms WAV Lo e (6513,8908” 5 oDt (L5l (S5 0 Sl laee oy 5 0516 -


www.SID.ir

VA4 SaS Bai> S8l 0,595 9 il il

055 die o3la 3 e .l al 2alS (glalam Do L5 O g 4y 595 i (lian b dslin s
3 g e 0> (ISl ()l ST o G gl B g Al bluy 4 fo g 51
Mol o AT i e 0 2 Sl 5 G el Um0 oS Sl a

OT 53,05 i Glibas &G (s )1 S 0 Gl (515 03 (oo K05 O3 b S
JHB an 5 6l (5,513,858 p o (sl Br3lae o o 55 ol (6 Ko b 05 o0
3355 8lm o DLl b Sl conite ol Juls gmls oyl ool sl (slalamla
sl 2l (gl (61 NS 0 o (goutins JSTS oo s &S5 51 g 35800 010
a5 L g 03 g (51l (6,805 Jle 031 40 4 03,87 5 gukomn 5180 56,505 (5 g |
e Ll o3l 518 a5 e Glitel 658 S 15 0T Nosctnss 3l
Ul o as | sl e g JB @1, E Cden 5 3151 (0,48 sl o j3 J g0
b Jols 1) (6 ph eSS0 5 Se3 S slasld,

oy rlad S8 8 13 ot 3 50 ol 5 pl 53 apiT et oL dadkin 53 o84 8 Oles
S > Blod 3l o i )35 oad ol 1y (6l ) b gl g0 (31381 (5 AST Sl
S o e Ao (5,505 sl i ol b 513 6 505 28 sl S 56 o6 i 3l 0a
2 S5 56K, 58 da S o (SNl o L 85 5 S (S AS S ghane (s 33
248 G 8la s adlllan BB (5 mle ml o bitgmlpe 53 208 A8 5 Ss) sale
ol U 53 (S8l (6 S ol G S5 b i ) 411 ) ok A 0Ll 4 ki

Db JsS g0 Gln Sl g 43 S5 ) ol sl e s ol s el (6 5lme L

YE IV
plad ¢l 0,5 0diS” i oy ly Ol gt 4 <SG SN MG 5 Sledbl (5515 dnm 5
s e S o) el 5 Gk 0 ) el 8 sy slal S sl
1 GBS 55 8 or G 5 056 g 5 el oS J 287 aome §ya ol (sLh a8
L aslie 55 Jlams ol (S 508 Sl (6 A8 dmy 3 ol (g s 6 0Ken
Sl S ot by ar g st sla 2l b 1y ol (5 A8 ol T ¢ i ol

M)bﬁ‘)‘}_ﬂi}44)‘3‘)‘)&yf&lﬁsa)yQ‘)‘f@\fﬂjé}a}a)yu‘wu\;l&


www.SID.ir

(it gy — code) VP & ylots tazuwgi g (il alxo V4.

ol ST 3 oS Gl (6 ST Conbw 5 i Bsi 055 53 3k &S Sl 03 503
€03 32 01,1 eSSl S g 2 0 3515 (Bl Oler ol b Sl ol 2 S
g o5 ol e 51 gl 03 4 S g1 eSS o (Kt b €03 4 55018
G s b g Sledst (amio (oobal glacstlu i 0g 5l oy (Sels s oo
Slos 78 Dl a5 6l ol S Sy e Lo pl 6y T 5 5
ol 505 sl ¢ B03 (6 g Sl el 03 305 5 o o (Sat b 5 om0 S S pl oS
Wl S AS G Az 31 5 6 St (D ke ¢J 2T Cilibe slal 3 (Slos ol

oS 5 sl 2l o S G AS B (B3I S5, gy p ol S5 Il
AL LS 534S s ml i () el ST e Sl s L 8 s pagme lacs) 55
5,005 23l 5 et 03 g BLSS] Slme G5 U3 53 L &7 ol (sl 5
Su ) 5 T (5 a8 Conlw 65 3651 (6l oSl ($55,6 35 S sale dm 53 (B8 (5 A
& Ol on 5 S AS ol st (ol o Gy 8 Sl 05N il 2 plige g Sl e s
SO b ol s Al s 0T 41K s (SHI55L I kel Oglize 5168
S Eale e 3,8 3 Gt 5 IS 5 )50 (131 GRS 5 55 epn bl S (1 b S
S s p o B8 (6 Oy & Slodie Jlesl oy a5 S Jg OLSL 3
S sale da 3 (3151 (6 ST 3,55 55 (sla e Ao Shiplan S50 4 ol 2 i o Sslas
Wl 43 8515 a5 35 50 55 bl it Sl Sl jlome 056 s 4 AL oo

References:

1- Ahmad Kamal, (2005): “The Law of Cyber-Space. An Invitation to the
Table of Negotiations”. Published by United Nations Institute for Training
and Research.

2- Ardabili Mohammad Ali., (2002): “Public Criminal Law”, first Vol. 3
Ed, Tehran Mizan Publication (in Persian)

3- Ashori-Mohammad., (2007): “An Introduction to Internet and computer
Crimes, New Aspects of Criminallity” Written by Boroman Bastani,
Behanm Publication Tehran (in Persian)

4- Brenner Sasan W., (2005): “Toward a Criminal Law for Cyber Space:
Distributed Security”, vol.10:1. Journal of Science and Technology Law.
www.cybercrimes.net.


www.SID.ir

V4 SaS Bai> S8l 0,595 9 il il

5- Coleman, C., & Moynihan, J., (1996): “Understanding crime data: haunted
by the dark figure”, Open University Press.

6- Cooter Robert and Thomas Ulen, (2004): “Law and Economic” Harper
Collins Publishers.

7- David Icove J et al,.(1995) : “ Computer crimes: A Crimefighter’s
Hanbook translated by Estarki Akbar et al, Police Unoversity Deputy of
Research,2004, Tehran (in Persian)

8- Dubber Markus D., (2001): “Criminal Law Policing Possession: The War
on Crime And The End Of Criminal Law”, The Journal of Criminal Law
& Criminolog,. Vol.91, NO.4.

9- Gareth Norris et.al, (2005):” Contemporary Comment: An Examination of
Australian Internet Hate sites”, Bond University.

10- Georgia Tech Information Center, (2009):” Emerging Cyber Threats Reports
for”

11- Hasan Baigi Ebrahim, (2005): “law and Security in Cyberspace”, Cultural
Institution of International Studies and Researches, Abrar Moaser (in
Persian)

12- Hosain Mirmohammadsadeghi (2009): Offences Against Property, 15" Ed.
Mizan Publication. (in Persian)

13- Javan Jafari Abdolreza, (2009): “ Privitization' of Crime Prevention in
Iran” , The First National conference of Crime prevention, Police Deputy of
Education (in Persian)

14- Javan Jafari Abdolreza(2007): “ Cyber Crimes and New Challenges of
Criminal policy”, Law Globalization Conference , Ferdowsi University of
Mashhad (in Persian)

15- Majidi Sayyed Mahmood (2005): ¢ Diferentiated Criminal Procedure to
Crime Against Security and Criminal Policy of Iran and France,
Pajohesh Quartly, No., 28 (in Persian)

16- Official Newspaper, (1999): No. 15889 (in Persian)

17- Omidi Mehrdad (2010): “ Iran ICT Newes”

18- Kenneth C.Brancikl (2008).. “Insider Computer Fraud, An in-Depth
Framework for Detecting and Definding Insider Attacks”, Auerbach
Publication.

19- Moore, S. (1996): “Investigating Crime and Deviance”. Harpers Collins.

20- Pilkington, Andy (1995): “Measuring Crime”. Sociology Review. November
1995.

21- Rezaee Ali, (2009 “Electronic Commercial Law”, Mizan Legal Foundation

22-R.. Vaca John (2002). Computer Forensics. Computer Crime Scene
Investigation. Chorles River Media.

23- Salimi Ali,(2004): “ Crime and Criminology” Research Institution of
Houzeh and University (in Persian)

24- Steven Hick et a, 1(2006): “Human Rights and the Internet”, Macmillan
Press Ltd translated by Zamani Ghasem and Bahramlo Mahnaz, Khorsandi
Publication,2006 Tehran (in Persian)


www.SID.ir

(it gy — code) VP & ylots tazuwgi g (il alxo \qY

25- Stuart Biegle (2001): “ Beyond our control? Confronting the Limits of
Our Legal System in the Age of Cyber Space”. The MIT Press.
Cambridge. Massachusetts. London England.

26- Thomas A. Johnson, (2005): “Forensic Computer Crime Investigation”,
Taylor and Francis Group.

27- www kaspersky.com/newszid=207575678.

28- www.Medianews.Ir 89/1/28.

Received: 27, jun, 2010
Accepted: 2, Nov, 2010


www.SID.ir

