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3- Polymorphism
4- Metamorphism
5- Syntax
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1- Anti-Forensic
2- Process
3- Memory Forensic
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1- Virtual address descriptor

2- Self-Balancing Binary Search Tree (AVL)
3- Unlink VAD Node

4- Direct Kernel Object Manipulation
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0x01300010 b& 00 00 00 00 00 OO0 00 40 00 00 0O 00 00 00 0O
0x01300020 00 00 00 00 00 0O OO0 00 00 OO 00 00 00 00 00 0O
0x01300030 00 00 00 00 00 00 00 00 00 0O 00 00 eD 00 00 00
0x1300000 4d DEC EBP AT call Module Function
0x1300001 5a POP EDX -
0x1300002 90 NOP 0x01380000 Ox7630D656 ADVAPL32.d AdjustTokenPrivileges
0x1300003 0003 ADD [EBX], AL Ox01380004 Ox76320d6f ADvAPIZZ2.d]1] Lookupaccountsida
0x1300005 000D ADD [EAx]. AL 0x01380008 Ox76301b89 ADVAPI32.d1] REgE NUMK yE XA
0x1300007 000400 ADD [EAX+EAX], AL Ox0138000C Ox76320499 ADVAPI3Z.d]1] RegDeleteKeya
0x130000a 0000 ADD [EAX], AL 0x01380010 0x762Ffd539 ADVAPI32.d1] RegENumvValuea
0x130000c ff DB Oxff —_— — = |Ox01380014 Ox7630194e ADVAPI32.d regpDeletevaluea
0x130000d FFOO0 INC DWORD [EAX] Ox01380018 O0x7630bC25 ADVAPI32.d1] RegQUeryvalueExa
0x130000f 00b800000000 ADD [EAX+0x0], BH Ox0138001c Ox762fe504 ADVAPI3Z.d]1] Getuser NameA
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0x01380044 Ox765bF15b kernel32.d1] InterlockedbDecrement
0x01380048 Ox765bfF188 kernel32.d1] InterlockedIncrement
0x0138004c Ox765ae06c kernel32.dl] Istrepyna
0x01380050 Ox765cllcc kernel32.d17 writerile
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ABSTRACT

Detection methods based on analysis of memory contents have achieved great popularity in recent years.
Researches in this area have great progress and powerful analysis frameworks has been innovated. Although these
frameworks provide detailed examination of a memory snapshot, interpretation and correlation of these details to
extract inconsistencies require a comprehensive knowledge of the internal structure of the operating system. In this
paper, our proposed scanner focus on extracting information from the memory structure along with addressing the
inconsistencies created by defense techniques used by malwares. In the proposed method, memory forensics is used,
for the first time, to investigate the main functionality of malware by extracting function calls from the user space
memory. In other words, in this method memory structures are described to extract the effective indicators related to
registry changes, access to library files and operating system function calls. At last to evaluate the extracted features,
Samples have been classified based on the selected feature. Best result include detection rate of 98% and false positive
rate of 16%, which demonstrates the effectiveness of the memory contents.

Keywords: Malware Analysis, Memory Forensic, Digital Artifacts, Userspace Memory, Volatile Data,
Feature Extraction
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