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6- role-based trust management language
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2- Trust Establishment (TE) systems

1- credential issuer
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1— Limited authorization decision
2— Request/response

3— permit

4— deny

5— indeterminate

6— not applicable
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5- SUbjff)Ct Y 2— Trust Negotiation-Based Access Control Model

6- requesting subject
7- requested resource
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15. </Target>

20. </Apply>

tributeId="Judiciary:Abuse_History"/>

24, </Apply></Condition></Rule>

1. <Rule RuleId="@" Effect="Permit">

2. <Target>

3. <Subjects>

4. <SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

5. <AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"”>Professor</AttributeValue>

6. <SubjectAttributeDesignator DataType="http://www.w3.0org/2001/XMLSchema#string” At-
tributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"/></SubjectMatch></Subjects>

7. <Resources>

8. <ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal”>

9. <AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">Grades</AttributeValue>

10. <ResourceAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#string" At-
tributeId="urn:oasis:names:tc:xacml:1.0:resource:Resourceld"/></ResourceMatch></Resources>

11. <Actions>

12. <ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

13. <AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">Update</AttributeValue>
14. <ActionAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#string" At-
tributeId="urn:oasis:names:tc:xacml:1.0:action:ActionId"/></ActionMatch></Actions>

16. <Condition FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">

17. <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string_equal">

18. <ConditionAttributeDesignator DataType="http://www.w3.0rg/2001/XMLSchema#string" At-
tributeId="RegistrationORG:NationalCodeValidity"/>

19. <AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"”>Valid</AttributeValue>

21. <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string_equal">
22. <ActionAttributeDesignator DataType="http://www.w3.0org/2001/XMLSchema#string" At-

23.  <AttributeValue DataType=http://www.w3.org/2001/XMLSchema#string>No</AttributeValue>

(olging Jow) PAP 0xlg 10 09250 (g yiwd [0S Cawlow 5l Rule G )Ll aiges (F) S

5— Negotiation and Inquiry Policy (NIP)
6— Trusted Credential Inquiry Centers (TCICs)
7— Attribute Inquiry Policies

1— action

2— rules

3— executable rules
4 attribute queries
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2- Trust-Negotiation & Inquiry Engine
3— central database

1- Attribute Query
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1- single point of failure
2— online
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1- DataType
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3- Attribute Designator
4- compound

5- Functionld

6- NationalCodeValidity
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1. <?xml version="1.8" encoding="UTF-8"7>
2. <NegotiationInquiryPolicySets// aaz.lge 9lis decl . acam
3. TCICList> /) lodaliyloel slosel 8y g0 silatol 150 iy b
4. «TCIC id="Judiciary™ ServiceUrl="http://localhost:28222/]15.asmx" caption=" "
5. <Methods:
6. <Method id="Has_Abuse History"://iflabesd;l g iie aBluegw et gl giie
7. <Parameters>
8. <Parameter DataType="http://www.IRIDTSD.org/ 2015/ XMLSchema#tstring™
AttributeId=" "/ =< /Parameters = /Method-</Methods></ >
9. <TCIC id="RegistrationORG" ServiceUrl="http://localhost:28222/15.asmx"
caption="lg=hoodylayla™s
1@. <Methods>
11. <Method id="NationalCodeValidity™:
12. <Parameters>
13. <Parameter DataType="http://www.IRIDTSD.org/ 2615/ XMLSchema#string”
Attributeld="RegistrationORG:MNational Code"/>
14. <Parameter DataType="http://www.IRIDTSD.org/ 2615/ XMLSchema#string”
Attributeld="RegistrationORG:FirstMame" />
15. <Parameter DataType="http://www.IRIDTSD.org/ 2615/ XMLSchema#string”
Attributeld="RegistrationORG:LastName" />
16. <Parameter DataType="http://www.IRIDTSD.org/ 2615/ XMLSchema#string”
Attributeld="RegistrationORG:FatherName™ />
17. <Parameter DataType="http://www.IRIDTSD.org/ 2615/ XMLSchema#string”
AttributeId="RegistrationORG:BirthDate"/></Parameters></Method></Methods></TCICx¢/TCICList>
18. <AttributeInquiryPolicies®// i gdlatal gbcaaliw
19. <AttributeInquiryPolicy DataType="http://www.IRIDTSD.org/ 2815/ XMLSchema#tstring™
Attributeld="RegistrationORG:MNational Code™» // B, g0 i
28. <statement type="Compound” FunctionId="Each"> // _/loof e oSl glacowlw
21. <statement type="Compound™ FunctionId="Direct™»
22. <statement type="Simple" TCICid="RegistrationORG" MethodId="NationalCodeValidity"/>
23. «/statement:
24. <statement type="Compound” FunctionId="Al1"»
25. <statement type="Simple" TCICid="PoliceForce" MethodId="NationalCodeValidity"/>
26. <statement type="Simple" TCICid="TrafficPolice"™ MethodId="NationalCodeValidity"/»
27. «</statement:</statements</AttributeInquiryPolicys
28. <AttributeInquiryPolicy DataType="http://www.IRIDTSD.org/2815/XMLSchemadtstring”
Attributeld="Judiciary:Abuse History":
29. <statement type="Compound” FunctionId="Direct™»
38. <statement type="Simple" TCICid="Judiciary" MethodId="Has_Abuse History />
31. «</statementr{/AttributeInquiryPolicy></AttributeInquiryPolicies>
32. </NegotiationInquiryPolicySet:
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ABSTRACT

the emergence of Web services technologies and the evolution of distributed systems toward Service Oriented
Architectures (SOA) have helped significantly promote collaboration and information sharing. Data exchange among
heterogeneous platforms and provision of service security are two'notable challenges in SOA architecture that require
due consideration. Due to different security policies in inter-organizational environment, current information security
mechanisms and traditional access control models are often unable to satisfy users’ security requirements. Trust
negotiation is a cruicial and promising approach in trust establishment and secure interactions between entities for
which there is no pre-existing knowledge or experience. In this paper, a new access control model based on attributes
and trust negotioation techniques to overcome these challenges is proposed. This model is developed within XACML
standard architecture together with Xengine evaluation engine features. Numerical results and performance
evaluation of our model show that the proposed model has more flexibilility and performance than existing models.
Moreover, the model is able to provide service security and also, proves it’s applicability in real e-government and
e-commerce environments.
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