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7- Proactive

8- Fava

9- Variable Length Markov Models
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6- Opportunity
7- Capability
8- Intent

9- Behavior
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1- environment

2- virtual terrain

3- object of interest
4- activity

5- state of objects
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If Ha is a newly compromised host then
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Nea = neighbor network components of Ha

for all Nm

exposed rules of Nm = (exposed rules of Nm)U(firewall rules of Ha to Nm)

parent of Naa = Ha
end for

push neighbor network components of Haonto search list

for all elements in search_list

N = removed last element of search_list

if N has not been visited then
if N is a Router then
Nrv = neighbors of N

for all Nx

exposed rules of Nm= (exposed rules of Nw) U((exposued rules of N)N

parent of Nv= N
end for
push all Nw onto search list
else if N is a Host then
add N to reachable host set
end if
end if
end for
end if
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piti A ={P}
m;(A) ={(1 —pr; A= {N} Q)]
1-7 A={P,N}

mg(A) = m(A) + mo(A)
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BNC=A

6 = {PR,NU,PU,NR} ®)
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m(A) =

p(j.1.k) r(jl.k) for A={PR}

p(j,l,k)[1-7r(j,l,k)] for A={PU}

[2-p(j,L,k)]r(j,1,k) for A={NR} *

[1-p(j,1,k)T[2 -1 (j,l,k)] for A={NU}
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Setup Automatic Attack

Attack Name: |Auto Aftack 1
Efficiency: 0.6 Stealth: |09 Skill: [1.0
Target: i192.168.3.4 - Goal Type: |Dos ..

Use Total Attack Time:

® Use Average Step Time: 5
Start Time for Attack: 11
Save Attack || Cancel Help
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ABSTRACT

Determination of plausible future of ungoing cyber attacks enables the security analyst to make the
best defense decisions based on achieved plausibility level. To achive the plausibility level of a
situation, situational estimation and high level information fusion are used. In high level information
fusion, for situation awareness of future and impact assessment of cyber attacks four componnets of
projecting, behaviour, capability, opportunity and intent are used.

Almost all of the models used for projecting multi stage cyber attacks assuming the four
components independent from each other to simplify the implementation. Thus, they ignored the
impact of the components on each other and their combination ability in projecting multi stage cyber
attacks.In this paper, we have presented a scheme based on belif model and fuzzy inference. Finally,
the scheme has been evaluated using valid dataset, high stealth attacks and high impact and low
impact attacks. The simulation results for the defined scenarios show accuracy increasy in projecting
multi-stage cyber attacks.
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