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1- Bulletin board
2 -Elliptic curve algorithm
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1- Rivest Shamir Adleman
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INPUT: k € [1,n — 1]; P € E GF(2");

OUTPUT: Q = kP;

,Q < o;

Fori= oton—1do
If k; = 1then

Q « Q+P;

P < 2P;

Return Q
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2- Double and add
3- Binary
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1- Elliptic curve cryptoghraphy
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to compute p' = kpartmod 6;

2.Use algorithm 2 (in appendix)

-1
to compute TNAFw(p") = Z w; T

i=0
3.ForueU={135,..,2" 1t —1},let Qu « oo
4. Fori=1—1to0do

41.1f ui # 0 then

Let u satisfy au = ui or a_, = —u;;
Ifu>0thenQu < Qu+P;

ElseQ—u « Q—u—P;

42.P « tP;

5.Compute Q « Q + Z uiQu ;

ueu

6. Return Q;
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A= Z al-ZL =
i=0
n-1 . n-1 .
2" (Z Qin 21)+Z a;2! = AH2" + AL (1)
i=0 i=0
2n-1 .
B = Z bi2‘ =
i=0
n-1 i n-1 .
Zn (Z bi+n 21)+Z bi2‘ = BH2n+BL
i=0 i=0

bl pj Oygod Olye |, C=AB o Lol 500!
N

C = AB = (A"2" + AY)(B"2" + BY)
= 2""(A"B") +2"(A"B" + A'B") + A'B"

= 22" (AR BH) 4+ 2"[(A" + AY)(B® + BY)

— AHBH — ALBL] 4 ALBL
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INPUT: k € [1,n — 1]in NAF; P € E GF(2");

OUTPUT: Q = kP;

,Q < o

Fori= nto0do

Q< 2Q;

If ki = 1then

Q< Q+h

Elseif ki = —1then

Q< 0Q-h

Return Q;

[V-] NAF (il S a0 JISul o oo L(F) S

Lugio i Job ask Bolas sae gl pi,68 ) 5o
WMol ol 5 (Sl saipll T (g5, Sdlol NAF

23,5 oo Bye dslol jo aS ol (gloyy o i,

oy o2 yed - F-1-Y

W Jsb b gloaus 4k sae slocay slo iy (o, 40
Sle Gals 1) Slawlre 4o a0 g (gl ahdl gox Olles
5 il ol a1 o sl sloin,s ol 51 (e
Ol 3 T4 48 sl 0sd @l [V gz pe o | o),
D g0 03l

tslie )0 08, Se &jg0a W Jsbo b atus 2 by, cnl )0
Lasbuy F0 a5 gloj ool 50 05 o0 00l yioles
Sladass 5,85 Sllac | g slabats gox> Sldoc U ke 4y axgs
polas aen (5l sladais 0,5 Caclas Sllas Lol 0gd oo plxl
ad> oy bgpe Sloslone o Lo I Wisd oo ploxil loje
plesl slym o lasbwl oS o 5l Ll ol jo 008 0
IV sl ons ool 168 o 1o s Sldas

INPUT:w; k € [1,n—1]; P € GF(2™);
OUTPUT: Q = kP;
1.Use algorithm 1(in appendix)

1- Non Adjacent Form
2-ChanYinetal.
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C'() = A()BX)
(S oolw Lg‘d.Lo}w )" oolawl b u,.,.a:lf 4.1.’>J.a .

C(x) = C'(x) mod P(x) alasl, L P(x)

Jlegladeraiz oy alspe )5 okt LSl o

ol aSars lhe [A] fodl - Ly lS 5,00 sarSe o
el 00 oolaiwl

nput: A,B € (GF(2™);

output: C = AB;

K =|log,m |;

D =m -2k

If d = 0 Jsil

C = AB;

Else

Fori=otod—1do

Parallel begin

MAi = A} + A¥;

MBi = Bf + Bf;

Parallel end

End for

Parallel begin

Mul(C*, AY, B);

Mul(CH, A", BH);

Mul(M,MA, MB);

Parallel end

Fori=otod—1do

Mi = Mi — Ci* — Ci"

End for

Fori=otod—1do

Coeriy = Cieriy + Mi;

End for

Endif

Return C;
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ABSTRACT

Elliptic curve cryptography system due to the short key length and high level of security is most
important encryption system for use in electronic voting. The problem with this system is a lot of
computation time due to the complexity of computational operations on elliptic curve is over. Multiplication
of elliptic curve cryptography system is time consuming operations that about 85% of the time spent
implementing the encryption algorithm stems. Hence, we propose an optimal method to reduce the cost of
providing time of multiplication operations. The proposed-method improved in two main parts, the parts of
the control and computing encryption algorithm, has the good performance. The result of evaluation and
comparison of the proposed method with some conserned algorithms, shows that this method compared to
other algorithms, is faster and very good performance.
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