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4- Reader

5- Back-end-server

6- EPC Class 1 Generation 2 (EPC C-1 G-2)
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1- Radio Frequency Identification (RFID)
2- Tag
3- Smart Tag
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1- Feng Xiao
2- Secure Protocol for RFID System (SPRS)
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4- Challenge phase
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1- Compromise
2- Untraceable privacy
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ABSTRACT

In recent years, cyber security has become one of the main objectives of military organizations. On the
other hand, forces identification, authentication and their security have become one of the basic needs of
military centers. Although data encryption prevents user access to data contents, an attacker can forges
exchanged data by access to communications channels. As. a result, providing secure protocols for
authentication systems, to prevent different attacks is very important. In this paper, we cryptanalyze a
mutual RFID authentication protocol (SPRS) that presented in 2013. Unlike climes of the designers of
protocol, we show that their protocol has some weaknesses yet and does not secure against some attacks
such as rival secret values, tag impersonation and tractability. Then, an improved version of SPRS protocol
is proposed that eliminates SPRS weaknesses. Also, the security and the privacy of proposed protocol are
compared with some mutual authentication protocols that proposed recently.
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