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Algorithm 1

Encryption process
1. Generate R, as Random Grid, T(Rl):%
\\ for (each pixel R, [i,j], 1<i<w, 1<j<h) do
\\  R;[i,j]=Random pixel(0,1)
2. for (each pixel B[i,j], 1<i<w, 1<j<h) do
{ if(B[ij]==0)
Ry[ij]=R [ij]
else Ro[1,j1=R [i,j]

3. Output(R,,R,)
Decryption process
1.R,®R,

O 9. 6AE Jsl g, ) e 5o

Algorithm 2

Encryption process
1. Generate R, as Random Grid, T(R,) = %
2. for (each pixel B[i,j], 1<i<w , 1<j<h) do
{ if(B[i,j]==0)
Ro[ij]=R [i,j]
else R,[i,j]=Random_pixel(0,1)

3. Output(R;,R,)
Decryption process
1. R, ®R,

055 9 A ped b9, Y 9N

Algorithm 3

Encryption process
1. Generate R, as Random Grid, T(R,) = %
2. for (each pixel B[i,j], 1<i<w , 1<j<h) do
{ if(B[ij]==0)
R,[i,j]=Random_pixel(0,1)
else R,[1,j]1=R, [i,]

3. Output(R,,R,)
Decryption process
1.R;®R,
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Algorithm 4

Input: Gray-Scale secret image G
Encryption process
1. H=Halftone (G) // error diffusion algorithm
2. Generate R; randomly // R[i, j] =Random-pixel(0,1)
3. Generate R, by R; and H as follows
Based on algorithm 1 or 2 or 3
4. Output (R1 ,R,)
Decryption Process
1.R,®R,
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Algorithm 5

Input: Color secret image C in subtractive model
Encryption process

1. Decompose C into Cy, Cm and Cc,

2. Encryption Cy by algorithm 4 // Generate R} and R}
3. Encryption Cm by algorithm 4 // Generate RT* and R}
4. Encryption Cc by algorithm 4 // Generate R} and R
5. Ry= Combine(R}, R}", RY)

6. R,= Combine(R3, R}, RS)

7.0utput (R1 ,Rz)

Decryption Process

1.R;®R,
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Algorithm 7

Input: Gray-Scale secret image G

Encryption process

1. Decompose the gray-scale image G

2. Selected valuable bit planes \\ Bit planes 6, 7, and 8

3. Encode the valuable bit planes by algorithm 1
\\ six random grids R$,R$,R],R3.R8,RS

4. R;= Combine (R¢,R],RY)

5. R,= Combine (R$,R],R3)

6. Output (Ry, R,)

Decryption Process

1.R,®R,
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Algorithm 6

Input: Binary secret image B
Encryption process
1. Generate R; randomly // Ry[i, j] = Random-pixel
2. Generate R, by R; and B as follows
Based on algorithm 1 or 2 or 3
3. Output (R ,R,)
Decryption Process
1.R;®R,
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Algorithm 8

First Step

Input: images A and B \\with size MxM

1. Encrypt image A with algorithm 1

2. Encrypt image B with algorithm 1

Output of first step: Random grids Rya, Roa, Rig and Rog
Second Step

Input: image C and Ry, Roa, Rig, Rog \\ size C is 2Mx2M
. Put Ry, in first quarter of Ry

. Put Ryp in fourth quarter of R,

. Put R,4 in second quarter of R,

. Put Ryg in third quarter of R,

. Generate G; based on C, and R4, using algorithm 1

. Generate G, based on C; and Ryg, using algorithm 1

. Generate G; based on C; and R4, using algorithm 1

. Generate G, based on C, and Ry, using algorithm 1
Output of second phase: Random grids R; and R,
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Algorithm 9

Input: Random grids R; and R, \\ size 2Mx2M
Decryption 1 \\ image C
for (each pixel C[i,j], 1<i<2M and 1<j<2M) do
Cli,j]= Ry [i,j] XOR Ry[i,j]
Decryption 2 \\ image A
Extract Ria from Ry
Extract Roo from R,
for (each pixel A[i,j], 1<i<M and 1<j<M) do
A[ij]= Ry[i,j] XOR Ryij]
Decryption 3 \\ image B
Extract Ryg from R;
Extract R,g from R,
for (each pixel B[i,j], 1<i<M and 1<j<M) do
BIij]= Ryp[i,j] XOR Roplij]
Outputs (image C, image A, image B)
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Input: Gray-Scale secret image G \\ size NxM
Output: Halftone Image H
for i=1:N
for j=1:M
Compute the value of H(i, j) by Threshold level
Error=L(i , j) — (255*H(i , J))
L(i ,j) = L(i ,j)+(Error=(7/16))
L(i+1 ,j-1) = L(i+1 ,j-1)+(Error*(3/16))
L(i+1 ,j) = L(i+1 ,j)+(Error*(5/16))
L(i+1 ,j+1) = L(i+1 ,j+1)+(Error*(1/16))
end
end
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ABSTRACT

A random grid is a 2-dimensional array. Each pixel in random grid is either transparent or dark.
Darkness and transparency of each pixel are determined by a total random process. This paper introduces
a new method for multi-image encryption by random grids. In the proposed method, three binary images
are encrypted by only two random grids in such a way that each random grid does not give the attacker any
information. Binary images can not be decrypted and reconstructed only when two random grids are acces-
sible. Decryption process is done by XOR operation. The result of implementation of the proposed method
showed that reconstructed images have higher visual quality in‘comparison with previous approaches.

Keywords: Encryption, Multi Image Encryption, Random Grids, Visual Quality

* Corresponding Author Email: jvahidi@iust.ac.ir


www.sid.ir

