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1- Signature-Based
2- Anomaly-Based

4- Data Base 3- Training Data Set
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2- Intrusion Detection System
3- Statistical

4- Classification Based

5- Clustering and Outlier-Based
6- Soft Computing

7- Knowledge-Based

8- Combination Learners

9- Profile

10- Internet Protocol

oS el Sipo ol 4 gilial il yKaT g,
asle Gl slacudld 5l ol Jow ol sboosls ulul
Gl b ales 5506 Jow 5l Slizl ©js0 o 5 995 0
P 6 33 s ol & e sl Syose 45,5 0
b Goigel 5B 5o Glalesl 5B 5 (el U g e aid)S
sisel slosls Gululn rtle (2oL slas, I eslin!
o 4185 ol Jae ialeyl 5B 50 098 e aisle | el Joe
5las cogel sleesls 5l eoliiwl b o sladiges plp 5o
£5 ool ool mad 1S9 Liabejl ot wisly L3
5l 1y agan 5 4Ll s pads LUl bl ST

anie b oael 5 iy, alloliin ool 5l 5Ks Gaa
ov9) Ll 4 019}43 sladdls aoeis jghaiedy (S
3,6 Galole 1y s le g,y b 4y s QI cuie F 5
S8, el; oy 9858 arsi slajby; ol wyp b
o 5l eoliiwl b Sgi5 Lawseis anld ojlwaiedsn
Sl bey ooboly oz (g Wl Bae by edle x50k
205 o0 Bie AT 5 gomakib

ol O3 cute 5 wladl e slojle sl e
oasaislis sales asis o g luals L;L:b)‘Lu)li&_l § ]
Gl o5l ST 39, 0 ayls oYL LUlg aslisl 4
axly S gslwonly Jgl il o)l 0szg cses Ul g0
s by oSl Sl g £95 gomaib 5 bz Sl
Gl 9,5 8,5 all oy idu opl ol [¥] cnl YU
Coled 4o g 109 winles )fo)...,b 3 o e 50 odslasoa
) sylmal slas piyaanw] jasis YU SUlg o8, de
G by o0 @y O e 75 (VL (e 5l b,
A S o> )"g)““" Sy v v ) ).305)'{5 aS Cowl WL.Q
sl asls SrpS QI cuie zr ..b‘y.: ‘).fﬁo slo g,
L-#1]

oI B yre (oS 5 Ghoy 2 e 6 Alebe gy (nl 5o

il ol &5 5l lesee Hsbas coud Fiplay cunl oo ool
Gl ST LUy g Jgl arws ,o sabaislis o> YL
5O g e a0 ¢pgd Alwd [0 Ja g aisliil Odles

OB i PelS slaaslil jo il it sle by, o

1- Normal Model
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4- Neurons

1- Bayesian Network
2- Principle Component Analysis
3- Preprocessing
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6- Traffic Signature
7- Peer to Peer
8- Chat

1- Decision Support System

2- Self-Organizing Map

3- Anomaly Detection

4- Host-based Intrusion Detection System
5- False Positive
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9- Notifications and Event Log Management Layer
10- Feature Vector

11- Accuracy

12- Performance

13- Responsive Actions

1- Machine Learning

2- Traffic Classification

3- Clustering

4- Semi-Supervised

5- Hybrid Intrusion Detection System

6- Network Traffic Analysis and Classification Layer
7- Intrusion Detection Layer

8- Decision Making Layer
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11- Server
12- Client

1- Network Traffic Classification
2- Quality of service

3- Class of service mapping

4- Peer to Peer

5- Dynamic Port

6- Encapsulation

7- Auditing

8- Payload

9- Hand-Shaking

10- Features
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3- Mahalanobis

1- Traffic Classification
2- Data Encryption
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2- Fitness Function

1- Stochastic
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3- Honeypot

1- Principle Component Analysis
2- Linear Discriminant Analysis
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7- Session
8- Attacker
9- Policy Enforcement

1- Training Data Set
2- Test Data Set

3- Response Type
4- Reaction

5- Passive

6- Active
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8- History

9- Logs

10- Real-time

11- Correlation

12- Alert Correlation
13- Active

14- Passive

15- Feature Selection
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1- Timing

2- Real-Time

3- Batch

4- Response Type
5- Monitoring

6- Email

7- SMS
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6- True Negative Rate
7- False Negative Rate

1- Crossover

2- Mutation

3- Classification Accuracy - Rate
4- True Positive Rate

5- False Positive Rate
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ABSTRACT

The role of intrusion detection systems has been considered significant in network anomaly detection.
New and unknown attacks have proved that signature-based detection methods are inefficient, and raised
the attention to anomaly-based detection methods. Despite their great ability in anomaly detection, these
methods suffer from high rate of false-alarms. Therefore, the idea of using hybrid intrusion detection
systems is developed in order to reduce the false-alarm rate. In this paper, we propose a four-layered model
based on hybrid methods. The first layer consists of data flow analysis and service type classification
modules. The service type classifier uses both an n-gram-based statistical technique, and an evolutionary
algorithm. In the intrusion detection layer, a signature-based and several anomaly-based detection modules
have been implemented with hybrid methods. These specific detection modules are called according to the
type of service which has been identified through the first layer. The decision-making layer is then called
based on the results of intrusion detection process: This layer identifies the attack nature and the type of
response, and then calls the event management layer. In this layer, network administrator is notified
appropriately; and, responsive actions are managed if needed. Applying the cross-validation method shows
that intrusion detection has been improved and, in result, the false alarm rate has been reduced.

Keywords: Intrusion Detection, False-Positive Rate, Event Log, Cross Validation, Traffic Classification,
Notification Service
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