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7- Shen

8- Intrusion Detection Sensors (IDS)
9- Intrusion Prevention Sensors (IPS)
10- System logs

11- Peng

12- Zhang

Lo g5 -y
plosl Sl aSls aliwgay a5 DDOS ces duo )y ¢ pil> Jl> 4o
9 ‘5140‘ Lng“"'L’J""”"’ aQ ‘SAA))AAIJ\) )l oolaw! L: GQ)A.?LSA
Ol bug 5o pled olole bws (Mallo
oy b ST Y] 0,8 0 Oy50 (SU,8) saimaleas
aSepl o ol 0,5 1,8 eolaul 0550 ), 500 Lawsd Wilsd ol
a5 0,5 o0 Dhge Sboays aSlh l eolaiwl b SL,E ws,
5 $bd Slas gl Fuly 5ol a4 ool bayloays
G aasg LA auS e Sledlbl Jsl ce g 'DNS
olod e 0 Gilwoguumne 3429 Jiz! 5 b,Sus
28365 s ySoilail 5wl szga Coakd pas Lulyd
slacole 5| (S 50 g |y lagbs; ool )BT Y] wgd o
anll g ogei alamde WWW.24XT.COM oiile yoime oy ,g5hile
055 Leol T g @BT [0] Wlie jo [F] 05y o] slo B o
(S Gl o Glpl el e 90 o) Gl lee &S
e jo ol 0,5 DDOS alex> Sl (g,5ojlal a4 ool
e 93 65, p 0,5 ale> a5 ols plas olKesles]
Caslgmyo ciS 5 cd) by g (LB1) sbe (20,38

f o .

Lng)s)M: Q‘)m 9 J)J9 6[5‘ [?] aJlae )b u))l\) 05?5
YODDS 4 DIRTIUMPER b aSeis VF S 5 auile b
alom 5,90 Slawl Wlaiwily 5 osls 13 Ko ,giile 0,90 |,
3 ookl b byl e 0 Lacs 555 450 (5, |, DDOS
Slgme Judow § CTCP ul loj Judsl lags puSoslail glgil
Loyl oS Sl 1 o Sb B 6 pd wyiwd aituslys "HTTP
DD0S oHlex Lawgs v Jb,3 /80 I s a5 wisls olis
JESPRCI V. JP VRIS SCSIGH PSR O SV SO GV 2
sty O] Glead xie ez cn i allie [0 Wigd o
ol asly 5 38 50 slalas glgil (s sTans 4 & olee
Ay Al Gezpep obbilas ool alily O g4
Sloas jo ;3 (ST eojl wleas cuiS il (ol
@ bgrye o 2b)) 0y90 sbojlens 5l (o 0y o0 piz 4
ez lezlge azgi 0)50 a5 Cunl Slous oS als

C.wl; &5‘)-:‘ Sg> g0 L;lko)ldit;..ul Lgla.;.m\) ol Sloas o

1- Domain Name System

2- Bannwart

3- Flash Crowd Attack

4- Welzel

5- Transmission Control Protocol
6- HyperText Transfer Protocol
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4- Ontology

5- Joint Direction Literary
6- Endsley

1- Disruptive
2- Degrading
3- Quality of service (QoS)


www.sid.ir

AP 3l ¥ o)louds iy JLo d/b)gf%é"&” dy i — ode alxo aA
- ']

o> ):;L» 3,90 50 1y easiSalas a5 [V ] oany e g a8 )5
SIS ol oS

it 3 o oS ) ool L sliiiny b o
Gl al>po iz 5l ey g 03,5 00ls (5yslaer 4 Ojolee
IS5 6 28l s B oy ) 4y Sl
e ol | g5k ol 51 S sles ()

LQ;UAJ oolo olfula

o slagh)lss
S~

SrSy xSy el jlan 65550 ()b 5l Sope

Sladlay g ol 28T Jlae Bl consg 51 L oS il
S Xs Ao (o Col 0og Gliae 4z 4 oyl gls g ales>
daly> A easiSales 5 Ceul Oy (ped 4 55 sl
Qlgn b ogd allae 095 dlom Sl g Sb,E Consg 51 L oS
Gl OMSie Lwly (pl 0 Lol 0,8 plie Slaouas
R TIOCINE HENEHV I SO 905 RYPTY N

&Méuoolo&g}b &?Mﬁoolow

il
salo Ggla_jj
¢ > Condg
(200

Sl esaline L ols 8 Lasl o o] amatws 3 S
olass a S ol saslin dlox s jo 5 alos 5l L8 ol las
S el jo sl () 5 sl e Sl ale (00 0 Sl S
anlllas b eizen ol 5t o 05 30 condiale
S ol 55 slgine 45 A a2 e i se (saye Sk
Sy e 5 cols, cal (S (S, 5 il Gglate Loy !
a0 il 05y b sl Soe 1)l S plel Sl s
S a5 SIS s Gl cmas Sl Gz es (S
gz 0 ailazle Sy Lol g anslo ol & Kot
ooll e 0 5 BBl jo il s |y Comdg Seuy
izl GleaSd S j3dx g (00,0 DL K )5 2>
as8)S ;LA )o ea S et el plgrear )5 Culd) (e
SLsS wiles o oyl LS l s slass oS 5 a8 Cowl oo

b alox 535 0920 g Ll ph 51 (6l

Lo S ilso 5 Jawol ~T-¥

b opl Blaal 51 (S a0 lal 5 ol 5l Gy a5 eboles
A e ol gl ol & o oS 3,5 s
3085 b K cpl 5l olaws 4y aalol )55, o DDOS odles
LB, (Fs5z 5 00,5 o)Lil wilad 5158 eolitiul 590 25k (1
Al dle> (5 lwands gy

Cwodd S  Sbows —)-Y-Y

OlFse Iy ws o &Il JL3 aS sas coas 5l gleass
g 85 iy ales b o ol B Ses plyea

b K05 L g5 op gl S oMbl )b ol 4o
Spe SooSa b b S 51 G 5 b)) @ls Ll jo g ot
elol )3 a8 (oo Jolo 1) led (b5l 9 WS (o0 )18 Bl
e ol (b5l 5 Geili b9y 5 by 51 Sip0 4y a2l

25,8 o0 &3l

By o S 50 LALLS (qwy 1Y
T olss0 05 0 ©yp0 S g o Sy & olSin
ooty eelazz cgolaml ( aliw 555LsS slal o 1, ]
CoS [ e Hoboay alos (10 )5 alasde laswly ¢ s
95yt 10l Bl 599, 5 oo (bled Gloycns oS
I o] Janll e 5 aLilS 51 E uSss o olaiigd
g odle aaly> o )0 Cpgoe lalS L ulo)l sl
OB S s & yzrle 5 golatel o T asly et
aba>do Lo 5o Cwnd pie Do (et oy bl oo
Elacgls elozz] (oo 1o paye IS o LT ol 45 0
03,5 e Saie 53 50950 SHNS 5 T 6
S9) = VW o VoY slalo )5 a5 (Mos diged (lycy
Doz (nl olSail w0y 4385 & j90 s )liel 5 Jlo Dlanta
Olpoe 3l peh) Lo sl B yissi 5 Spimed (eloiz] Slxio o
By e slaculs (F )0 9 ab esaline (Bl yiie 5 Slusse
(003,50 oSain |y 0350 sl i)l55 a5) | glacales wiile
4z 295 ke sleowl (ol ol csslie s 5 ala>dle
7o sledaacas o QL Ll az 5 b Ss Sl Ll

1- https://sitedown.co


www.sid.ir

a9 oled ssio blhraciin 5 6 Sl dpex e 3280 b oudbay 195 Cous 2o WMo j0 Camdg (s gyl &l

J3:3 BB e 251as 0 v @ b 3 3l Cunsg
L1y 055 Sleas 0aimdiwds § Cuwl 0dds cpusd (MIN-QOS;)

Cssd BB Cons coiS) ans oo 4| (FSY) ol iSTas
if (max_QoS; <= DTS <= min_QoS;) then (Sit=FS)

2 w3l Cendy ol g (Sl yowdS Camdg T
51 505 o end g B e 31 8 wcns @ oy
5O eXBICwdS> g Sl (Time Out sy Uizl LU olej o
I, (BS ') casas (w) JBlas g oo JSiwe Jl>o 895 Sloas
NQPOESRTIRCIICHFI 5 IV, J 1 PSRRI [ g

if (Time Out > DTS > min-QoS;) then (Sit=BS)

R VE ROV (S ycwas abd Consg -F
S50 pe (Time Out) sl L Loy oo jlicwas 4wl
S8l g5 553l S50 5 (DS) solid S| Gl ycunss o s &
CTaad sl cns)

if (DTS >= Time Out) then (Sit=DS =)

Sosts LR
|
Ji! g e g g
|
[ |
239 g deaar el
o b
I
| | | |
PSS 75 gy || o8 || i3 || e
ol S .
by e
ol
e sipS g

rvs-'éaef'—o baigie o
_

& K daas ganaiws (F) Kb

(s K oools 5ol 0ed o (2,8 (olpiiy b o
L (el cosd) Conss Sy & oguly Bl w3l e gl

8- Full Service

9- Full QoS

10- Bad Service
11- Bad QoS

12- Disrupt QoS
13- Disrupt Service
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- Delay Time

- Throughput

- Loss packet

- Jitter

- Good Service

- Excellent QoS

- Delay Time Service
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Value FUSionijk =w; * W * Wy

if Value Fusion < o, then Situation A

if aye < Value Fusion < By, then Situation B
if Value Fusion > B, then Situation C
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Total-Situation B= Y g;tyuations Value Fusion
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Situation C)
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Combinations = {(a, b, c) ; a € Class MediaNews,
b € Class Statement , ¢ € Class Volume}
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3- ValueFusion
4- Social networks

1- Media news
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Value Fusiony = w; + (w; * wy)

if Value Fusion < oy, then Situation A

if ag, < Value Fusion < g, then Situation B
if Value Fusion > B, then Situation C
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Total-Situation A= Y siruationa Value Fusion
Total-Situation B= Y s;tuations Value Fusion
Total-Situation C= Y. g;tuationc Value Fusion
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Final Fusion = Max (Total-Situation A, Total-Situation B,
Total-Situation C)
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Class Admin Statement = {Disrupt, Maintenance,
Deny, None}
Class Client Statement = {Consensus, Low UnConsensus,

Medium UnConsensus, High UnConsensus}
Class Volume = {Low, Medium, high}
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Combinations = {(a, x) ; a € Class Admin Statement,
{x = (bc); b € Class Client Statement, ¢ € Class
Volume}}
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Final Fusion = Max (Total-Situation A, Total-Situation B,
Total-Situation C)
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Class Reporters People = {Consensus, Low UnConsensus,
High UnConsensus}
Class Volume = {Low, Medium, high}
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Value Fusion;j = w; * w;
if Value Fusion < oy, then Situation A
if o, < Value Fusion < By, then Situation B
if Value Fusion > B, then Situation C
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Total-Situation A= Yg;tuationa Value Fusion
Total-Situation B= Y s;uations Value Fusion
Total-Situation C= Y siruationc Value Fusion
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4- Rules
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1- Covering Area
2- Decision Area
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ABSTRACT

Cyber attackers are able to have a significant impact on the computer networks’ hosts by using DDoS
attacks. whereas, defenders use different defensive methods to defend themselves. In such circumstances, it
is difficult to determine the network status of the defender (victim). In order to assess the cyber battle scene,
it is necessary to evaluate the attacker and defender. The focus of this paper is to provide a framework to
assess the status of the victim. In this study, monitoring of the victim is done by using different types of
cyber sensors including both technical and human sensors through modeling and simulation. Initially, we
review the cyberspace sensors, such as news sites, social networks, reports of the people and technical
sensors. The attributes of each sensor are extracted-and finally the importance of each feature is evaluated
by using the experts’ analytic hierarchy process. Then the combination of attributes for each of the sensors
is formed and status of the victim corresponding to the features is determined. The conditions of data fusion
using the methods based on fuzzy logic are provided. Implementation of three scenarios show that the
proposed method has the desired performance. In the first scenario, in which there was no attack, data
fusion sensors have correctly estimated with a probability of 99.3%. In the second scenario, in which the
server provides the service slowly and under pressure estimates with probability of 78.6%. In the third
scenario, in which the server isunder effective attack, data fusion sensors with a probability of 84.2% have
estimated correctly. The lack of information about each of the sensors will cause conditions for uncertainty.
In this study, we have evaluated 15 different cases. The results show that the proposed method for situation
awareness of the host under attack has appropriate evaluation capabilities.
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