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1 - Virtualition
2- Software-defined Networks
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1- Multi-Layer Fair Queueing
2- Self Organization Map
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1- Exponential Weighted Moving Average
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2) ¢=0; t, = 0; M=0; L=0;
3) Lq:
4) Hard — time out = 60; Idle — time out = 60;
5) L,:
6) t1 = to,'
7) L3: Input (packet — in);
8) If ip address exists then
9) M++;
10) Else
11) Add to hash table;
12) Cc = ti;
13) t, =c;
14) L++;
15) Ift, —t, =5 then
16) {
17) g =M/L;
18)  HD(,q) =1/2XL,(Jpi — )%
19) Hﬂﬁ"’ = A Hyyq + p-Snyss
20) If HD,, > HEWe then
21) {
22) Detect attack; Blocked IP address attacks;
23) Hard- time out=0;
24) Idle- time out = 0;
25) ty=c; L=0; M=0;
26) Goto Ly;
27) }
28) Else
29) {
30) No attack;
31) to=c; L=0; M=0;
32) Goto Ly;
33) }
34) }
35) Else
36) Goto Ls;
3N}
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1- Open virtual switch
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ABSTRACT

Software defined network (SDN) was born to make changes to existing network architectures and
devices with specific function to reach an intelligent network. Recently, this networks have gained populari-
ty in enterprise networks because of the flexibility in network service management and reduced operational
cost. In this architecture, operating system and applications from the network switch are decoupled. They
centralized in a virtual layer that called the controller. In the SDN, due'to the centralized decision-making
and resources controller limitations are exposed to all kinds of threats such as Distributed Denial of Ser-
vice (DDoS) attacks. In this paper we will review SDN architecture and DDOS attacks in SDN. We pro-
posed a novel detection and mitigation algorithm that takes advantage of unique features of the SDN archi-
tecture. In the proposed algorithm, for detecting DDOS attacks in SDN, a statistical method based on
Hellinger distance and Exponential Weighted Moving Average (EWMA) technique are used. In this paper,
DDOS attacks in SDN is simulated by MiniNet emulator with Pox controller. Our experiments performed in
the simulator, showed the efficiency of the proposed method and its superiority compared to previous ap-
proaches.

Keywords: Software Defined Networks, Distributed Denial of Service, Hellinger distance, Control plane,
Data plane .
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