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False positive rate Number of false positives

- )
= Total number of attack
connections
False negative rate Number of false negatives 3
= Total number of attack
connections
Number of false positives
Detection rate = 1- 4

Total number of attack
connections
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*Pre-pruning
*Ppost-pruning
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!Intrusion Detection Systems(IDS)
% Audit data

®Log

4 Network based
°Promiscuous

®Header

"Host based
8Administrator

Misuse detection
“Decision tree

“Genetic algorithm
2Fuzzy logic
3Clustering

“Bayesian network
Data cleaning
®Dataintegration

YData transformation
8Datamining

*Pattern evaluation

2K nowledge discovery
Z'Bayesian decision theory
ZMulti-variate methods
3( assification trees

2| inear discrimination
EMultilayer perception
%|_ocal models
2"Hidden Markov models
®Reinforcement learning
“Flow chart

®Node splitting

# Entropy function
#|nformation gain

#Gini function
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