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Abstract

Passive defense measures are used to preserve equipment and
vital installations of a country from the financial damages and
prevent or minimize human loss. In this study, a risk analysis
model was prepared and applied to Salman Farsi treatment
plant as the case study, in order to select and rank the
considerations of passive defense in water treatment plants. In
other words, risks of all threatening factors to water treatment
plants were designated separately, based on Fuzzy AHP
method. Then, the contribution of each unit of Salman Farsi
water treatment plant in total risk was determined: Obtained
results of the proposed model indicates that.the factor of
earthquake has a threatening risk of 13.7% in Salman Farsi
water treatment system which is the highest risk percent. Also,
the chlorine gas storage tanks have the highest contribution in
total risk of Salman Farsi water treatment plant system.
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Table 1- Linguistic classification of hazard factors and corresponding triangular fuzzy numbers
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Level Qualitative explanation for Qualitative explanation for nuMbers
ranking degree of risk severity (s) degree of risk probability (1) (TFNs)
1 Definitely mild Definitely low (0.0,0.0,0.1)
2 Very mild Very low (0.0,0.1,0.2)
3 Nearly mild Nearly low (0.1,0.2,0.3)
4 Mild Low (0.2,0.3,0.4)
5 Slightly mild Slightly low (0.3,0.4,0.5)
6 Medium Medium (0.4,0.5,0.6)
7 Slightly severe Slightly high (0.5,0.6,0.7)
8 Severe High (0.6,0.7,0.8)
9 Nearly severe Nearly high (0.7,0.8,0.9)
10 Very severe Very high (0.8,0.9, 1.0)
11 Definitely severe Definitely high (0.9,1.0,1.0)
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Table 2- An example of pairwise comparison of main criteria for determining their weights using AHP
method

AHP (5595 4 Bl (359 s 81y (hol (51 )luxo 93 a1 93 dmwlilo 51 (slaiges - Jgao

Ci C C C4 Gs Weights
Cy 1 2 13 2 12 0.149
C, 12 1 15 1 13 0.082
C3 3 5 1 5 2 0.438
Cy 12 1 15 1 13 0.082
Cs 2 3 12 3 1 0.250

Table 3- Prioritizing strategies and scores assigned to them
il & aitee (51 jlial 5 121, (o olgl Y Jgoa

Rank Score Approach
1 0.112  Immunization and sealing the buildings, rooms and stores that are not used steadily
2 0.116 Investigating the possibility of using guard dogs
3 0.130 Determining the sampling frequency of water qualitative indicators
4 0.134 Locking all the electrical panels
5 0.137 Data analysis
6 0.141 Distance from borders and seas (as far as possible)
7 0.143 Separate entrance for clients' vehicles
8 0.145 Reporting and alert
9 0.146 Installing a shield in the air inlet and outlet ducts in the ventilation system
10 0.146 Establishing security units for sensitive installations (such as disinfection units)
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Table 4- Risk of each of the threatening factors as percent of the total risk
IS Seamny 5 e DS 355 Jolgs 1 S g Soumngy a0 p3 —F Jouts

Threatening factors Participation rate (%)
Cyber attacks 4.1
Explosion caused by military attacks 115
Chemical and biological hazards caused by water contamination 6
Earthquake 13.7
Water contamination 54
Landslide 48
Drought 3.2
Equipment failure 9.5
Lack of installation of monitoring and inspection system 9.9
Lifetime of parts 10:8
Growth of organisms and chemical leakage 51
Design problems 6.8
Inadequate / inefficient manpower 9.2
Total 100
12
0y == EEE =
o | Bl @0 EE
E s
8 £ nEna
BT e e e e I - - - D - N - o
S 4 | e e b B e e Bemm ) B Bom Eea Brem BEem
=
A 2
0 ||||| - S s e [ e N ' e O | s N e s M s
& o U o ~ x & e ‘
& ‘.}c?’{x & @S’g‘ O@Q" _\0&‘#"” & \,}\\ @“Q \\\\\% & Q\\@ & &
& >° & & ~ =7 @ & &% & & & &
& & & & & o y o &> or & &
. ’\‘\t'o a\c\ ?‘9 v C,Q'\\ g '(l‘\u \Q’Q OCQ' r\Q’\V (}" ():‘\} . -&Q
U (ORI S N N & F
& 5 oo < & r\C:’\, é\e ,\,_b- {\b o
& @ ) < o°
N ~ o ,‘\Q 0
4 & & & F
4&\ 0?\9\ @0\‘\/ Q\‘Q c’o@c’o
< ‘&\Q,;
&
Fig. 1- Percentage of the effective risk contribution to each unit of the water treatment plant in the overall
risk
F Sy 5> Albaduai sbasly 51 Sy 3 9 50 Sy e o> =) JSS
jl 9 Uil ple Gual pas A Srlo e
Oladad pos L)~ ol cMes 15U jlxail LY
o bond dlge culs g lap3slE )l Ay VY o A S o>9ﬂ Sl (Silan 5 (olend cljlas ¥
Shb oYl Y di; ¥
2,85 [ BB Sl (6905 Y o §°9ﬂ 0
ol S Sy Gl il Sy Jdod Jae Gulul oy OBl S
asbdl 3 Dged astie iz job & |y i 0SS ap5 Jolge Ssis Y
CJ"“ ‘.‘ - § F ./\

IVAY oyl oY o5lond (o0, Jlw oyl 32! Of gilio Cliudos
Volume 14, No. 2, Summer 2018 (IR-WRR)
\ay




45

35

0.3

25

0.2

15

0.1

05

45

2.4

35

23

25

2.2

15

21

05

Sy 5l doyd ¥ ay S005) Wbl (08 s 4 Ao ]
12 Sy s 3 Slaasles plogl W, 45 Canl (S5 4y p3Y (S

ool O 51 U Lol -Y-Y-Y
=94 5 23 oyble & 1) O el Wl o o8 alge S5
lacions 4 ol SMes sl O el piiaw (ly s
o 55 Sl (pollas Mes JLiday bl o dlbaiial wio
Jols s Vb IS 50 )l dgn g Al ditny wiuw jl iso b
ol 0 &l ollas SMas &y s ol )8 il las Julos
s Llelis)lS sl sas ooy lis Vb JSS 3 &S jeblen
Cromd o> Cprondy Slosds jguatio  polls Mo (gl (o9 LB
w8)S 518 (Yl Sy b jlas) jlage0 Canly dos )3 o glac]
5 IS GRS KWL | O PR ESIP W <)L S = R X VO SCN | [N PRI
(F g ) ool 305 48,5 5 )3 (ol o> (sl
Slaal gl jeelobliee any ore9> coollss Mo 9,00l |

il e poylh lols

Sl Jpati 4 oasS s Jolse | canss 390 Hlan jlod 500

ol 00

Srolw SHos —V-Y-Y

bl 51 sl syl o> ot 015005 Joloe | (S
Sg Sl ©jgobs prasw 335 5 il glocend | (S &S
4513l 392y e 13 pmlo OMes go8y (Sl il oo
ol Al S 45 ©y0 5 0 b s () L5 0550
o 1385 75 WSl yog 9 siilod g pulis EMas el Jls
oot S y9iS (gom ) sltad Slagli ade (e3Mo Yo -
Judow 5l Jeols gl ¥ JSS 550,15 2939 <28 )5 5148 oalatwl 350
odd dl) gyule OMes Cumnl ogad d lolil s ol las
(S g Joinl @nd (oS F LS cul S5 4 p3Y el
odnliie YA JSS ) a8 jabsslan (ol 0030 )5 (e piiaanns San
Sl OMox Sy cp i Qlolid)5 a3 olul 2 395 oo
4 g ba(ao)d ¥oray oo ) Wil o (VL) oS b Cuond o
08,5 ol5 aged o s g 53 Sy ol Caan (JSB 3
I Sy pd Jele ol el dopd (el (03945x0) Can]

0.25

(a) Risk of H1 (b) Risk of H2
N 0.2
Z 015
- - =
2
N |
= 01
[| l] l] l] ]
;_____—!]_ 0 | m—
EL VL sL M SH VH EH EL L sL ] SH VH EH
Class of risk Class of risk
03
- (c) Risk of H3 (d) Risk of H4
0.25
0.2
g
“
2 015
2
=
01
ll m m i
EL VL sL M SH VH EH EL VL sL M SH VH EH
Class of risk Class of risk
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Analytical Hierarchy Process

Preference Ranking Organization Method for
Enrichment Evaluation

Compromise Programming

Dynamic Fault Tree Analysis

Hierarchical Fuzzy Expert System

Ordered Weighted Average

Fuzzy Multi-Attribute Decision-Making Techniques
Evidential Reasoning

Constraints in Data Quality, Time, Personnel or
Resources

Qualitative Risk Evaluation

. Fuzzy Values

. Aggregative Risk Assessment Model

. Triangular Fuzzy Number

. Characterize the Fuzzy Values of Quantitative Data
. Linguistic Terms

. Approximate Reasoning

. Severity

Likelihood

. Severity

. Vulnerability

. Magnitude

. Intensity

. Defuzzify

. Center of Area

. Aggregated Risk Rate

. Criterion

. Sub-Criterion

. Nine-Point Scale
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