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�#"M- I1��� �� %R1��� (�� �- 
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� K�.�#� �*��.�; ���� <�.8�D� ����� *��."F�� H1F H; K1 
",� ���.9 *
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�3#* �F�� �� *0 *'���3 4

3; AC.��A�#�"��.,�$� %�.� K"F�� H; ������ �#K"�� � ����

1�;#�SU�3 ��u��u ��3� K�.�� K"���O�� ���r�� ��3.- �.'� ��
(Cameron 2002).4��m,:��.�;�
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�; ����� &�10�U�3 ��u�ee%���.,$� ��2�� &2B� ��t��� 

��1 �U�3 ��u�ee ���.,$� �e�� � ��.0*�.,�$� ��
���
��F; H;�'"�*3�"� U�3 ��u�eu *'.,' *� (��! 4#� 
� �#�: ��,F

�� "�#;(Silva 2011; Hoffman 2011; Faiez & Vogt 2012).
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�- ��1� 6�$#� �
��J ���Q�0 H;��*'����3 ���: ��#
.- H;
K�.�,' *)��� "�'� .��M'; ��� ��1�^' 4 J1�� U��, 9� �<"�F <�1�PD 

�
 B� "#"M- K"��0 ��Q�0 H;��*'���3 ��: �'��31�; *�� <�.�8 
(#"�- %�
�J H1r
8�9 �M'; *�(SF ��"�� w#18 �dl3 *�$#�O� 

6$#� *�3��� K"F ��6#�13 6$#� ��: �'���� �
��J 
�W��]
4���- K"F )%+0 %�3. � ���#
(%6�$#� ��
0 4�#� *'����3 ��: ����

6# A��! *���P� ���.� *�3��� K�1�0 "�'� (Sadigh et al. 2004).
*������P� �� ����U����3 u��� 6���# ��2����� (����
�- 6���$#� ��

+ $�3 ��: �'��31�; *�)��� ��3� K"�F.(Vairavamoorthy et al. 
2007) 
�� ��U�3 u��f%*��/� Z�O�- �1����0 %�
�! �1�S#�� (��
�- 
6$#� �
�J *
�$
3 ���-�1� ����<�"�#"M- ����#
�� ���Q�0 H;

�S# 
�+ $�3 ��: 4��@- ��#
.- H;�� �1MF �./0 �S#1�; ��.� 
�3�1� ��1! K��� �*�(�
�- ��3�$9 ��$' i#� ' *�1��a- U��, 9� 

�1�?� <�1�PD *� D��1] ��3�(Lee et al. 2009)�� . U��3 u�ee 
�F�� ��1� (�
�- 6$#� *'���3 �'��31�; ���: 1�� ������ �D��3 
4�'�.! �
�J 1������ 5��-�� <"F %U�, 9� �A��3; �1#��] *�)��� 

"F ��1���0 &;��*'���3 ���.�/0 �� &� �$M� *�� ���0 *� J1� "�F 

(Tchorzewska 2011).U���3 �� &�����S,: � �'���M�
��u�eh %
��,0 ���Q�0 H; �� �� �� �1MF �'�31�; *'���3 �� 1�^' 4 J1�� 

X"���� ������P! ������#
�� ��.���� ����: K��� ��1���! 6���$#� "���'� 
(Roozbahani et al. 2013).

U�3 �� 4��m,: �'�M�
��u�et H; *'����3 6�$#� ���#
�� %
�1MF �3.- �,7- �PD �D�� �*��F �'.� �
�3 .����0 ��.�� ��

 ��� ��1! �3�1�(Roozbahani 2015).
U�3 �� &���S,: � �M���.'u�et��1� �#.T�� %1PD ���#
�� 

1� (6$#�) �1#�] L�3� Z�Q
- ��:�1S#�� ��1S
,� ��/#��; 
�� �D���31#
 K��� *��)��� �-����9 ����: *'�����3 Z���O�- 4��#� �� ."��'�

*� �1MF �'�31�; �D�31#
 
� �S# &�.�� 9 ��: ���#
�� ��.� �-��
 ��3� K"�F *� J1� ��1!(Nurollahi et al. 2015) �� ��/:�j] �� .

 U�3u�et *� ��� ."F K��� ��1! 6$#� ���#
�� ��.� U�O '� 5.PD %
ED�F �M�- 6$#� ���#
�� 4#� �� *�� *��.� 5.PD ��J ��: �.�^��

 �3� K"F K��� ��1! �3�1� ��.� %�"�� �#.���(Rossi 2015).
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�- ��: X�7'� K"F �U"� ��: *����\ *� J1� %K"�F K��"�#� �2�7� 

*� �1T' ��2C� %4��@- %U�O '� *�Q�- ��#
.- * F�� c"'� *�� *�C.- ���
�3�1� �� %*'���3 4#� ��,:� �:�3� X
Y �1M�F �'��31�; *'����3 

*� <�.8 *b��lz# ��.� �3�1� ��1! .�1�� <�.8 ���;.' *
,C 
�
 *'����3 ��2�C� *��
0 4 J1�� 1�^' �� 1�� K�>� Z�O�- 4#� �� * J1�

� �1MF �'�31�;*� %*b��lS# <�.8*ED�F �1����0 �� ���:x� 1?
-@A��3; ����#
�� � <�"�#"M- ���#
�� �� ����1�? �1#��] *�0 K�.��

�� �'�31�; *'���3 E B� ."F�� 4�#� *�� 6�$#� ����#
�� <�.�8
ED�F *� *C.- �� K"F X�7'� � ��:*K"�F *� J1���0%%*'����3 4�#� ��
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 U�"Ce���B- K
.�9 � ��"�-���3��F %K"�F EB�/� ��M';�#�
�����#�:�"M- 1��1� �� +M�#� �.� � <�" �# �3�1� ��.�� K
.�9 4�

*�� .�J1� ��1! 7��31^' A�$0 �.�^���%&���1�D 
� *����/31] ��
:� &
� �MC����� *�� ��# � I1��� �� ��: �# "ug��1�! K1��D �1�J

1��JU�"C)e1� 
� .(#�� Z*����0�1�*����� �� *�0 ��S�� 	��
V.-�� %"F ":�.D K��� w�3; &�2�A��]#1�1�: �#���� 
� 6��# ��:

�*�M' �� � K"�; �3�#� %�#6$�]#1-1#���� 4%��# � "�F EB�/�
 ��m,:�"M- 4�#�] <�" �# �- *'����3 �� *��� 4�F".(Brashear et al. 

2007) 

, 	-��&��1�D *���C ���; 
Table 1. The statistical population of expert subjects 

Field of
expertise Level of education Number 

Civil 
Engineering 

PhD 8

MSc 7

Passive 
deffense 

PhD 6

MSc 5

��
�<=
� � � 
�#���- �Q
 B� 
� (�
�- 6�$#� �� K
.�9 ���: ��
 B� ��,
� 

�3"�M� *� &�.�� WB� �
�8� �#1#"�� 6�$#� *�)��� K"�F ��3� 
(Aven 2011)
� . *
,C +M� 4#1- 4#� �#���- 6$#� �� *� &�.��� 

���01- 
� %1PD U�, 9� <"F <�1?� �F�' 
� 1PD �A�3; �1#�] 

��2C� �� "'�� �'��� �����$� 
� ��:���"'� �3� �#1#"�� 6�$#� 

"�'�� �S�� �#�3� �,J �.(Torres et al. 2009; ASME 2006; 
FEMA 2003) 

*� �.� *8>D U�, 9� %1PD 1-�.- ��"�#�� 6�# "�#"M- K"���0 

��2C� *'���3 H; �1MF *� .�3� �.^�� 
��#����"�#1#��#6$
�� H; W�B� �%H>�V�J (,����. �3� ���: "C �#�"�"�-#4�

*�3.-#* J� ."'� �#(,����. 3� 4�:X.3.� "�� *��#1#��
�� �#���
�#6$��13#*��: 9��-���z�� ���� D� *�� ��# �[.��3� 4�#� ��

 
1 Risk Analysis and Management for Critical Asset Protection 

(RAMCAP) 

��.�� � 	�� 4�#� 
� ����1�.�T�� �� +: Z�O�- ����#
�� %&; �
��3
�#���� *�
0 6$#� �3� * J1� <�.8 �: (Brashear et al. 2007; 

Assistance Information 2012).*��� ����$' 	�� 4��#� ���#2�
	�� 1T#� � (,����. 3� 4#� *0 K�.� 4#� 6$#� ���#
�� ��: �F�

6$#� ���#
�� ��1� E B� W�B� H; ���1�� � K�.�� H>�V�J
�-�.8 �� .�3� K"F �9�1� H>V�J � H; *'���3 � ��:����� *�0

(,����. 3� 1T#� �� K"F K��Q 3� ��:.T�� �� �# �:*��.�,� <�.�8
 *'�����3 
� 1���` ����D W��B� 6��# E ��B� ���# � K�.��� � H; ����:

.�3� K�.� H>V�J 
�
 B� (9�1� ��1� 
��#����#.T�� �� 6$�<���� �S�� �"'

:
� 
X�� U���
��#���	
�� �����#�::R"�: 
� ��#4*�
91� �� ��!�� 

���;1� <"F <���$D '��C��������)��������: K���� *�� �#6
�,$! 
� *'���3 �� 1?� o.!� #6"M-#"��D �� .�3� �#4X�� �� 

�3��F�#%*'���3 �� �"-#4����:�� �*'� 3; ��: *�.�1� ��1�� 1�: 

�,$! 
� *'���3 <"F <��$D �� '�1���1��1� "M- �#<�" �- ���4
���.F.

X�� X����3��F�#�*�-� �"�� "M-#<�" :���#4*
91� "M-#<�" 

*'���S��1D (, �� 1� *'���3 ��.� 1^' �3��F�#K"�F ���� �"�-#4
�����:�� � �� ��:�
����3.- &��3��F��0 ��.�� *��-� �"��� ��1�! 

����"M- * ��� ."'1#<�" ���  �� ��
�Y��� ��1�� (�9�1� �"��� Z��� 

H�B '� �S�� (,����. 3� "�:�.D ."F 
X�� X.3�
��#���3;�A�]#�1:���#4X�� $'� ]�(3;�A�]#�1
���� ��# ���: �'�1�����1���1� "M- �# ��3��F <�"�#K"�F *��3��� 

��� .�.F#4*
91� '�2���V� #6�13 �����:�� �*'� �3; ��:�#
K�1,: �3�.

X�� X��Mb�
��#����#6$:��,S-�(*3*
91� %(�! �� �#4X��� 

��"O� �#6$1:�,$! 
� *'���3 EB/� ����"O� .�.F �#6$
��1� 1: �,$! 
� *P��� [*��3� ��;#"

)eA�3; (�$#� ��"O� = "#"M- * �#���� 	
�� * �1#�] 

	
�� ����#���*P��� Y�� ��,:� 1: �2C �� + $�3 �&�2�� 

<��$D �'�C (8�9 
� A#1B- �� "F��.*C�� %"#"M- &�2�� 1PD 

�<�"�#"M- �� ��1�� �2�C ��.�� 1�^' 4����- ��� *�C�� ."��0 

A�3; �1#�] 1�� L��3� &�2��� <�"��M,- �.�C.� ��1�� �
��O�*��� 
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���� 

"M-#�:" �<��B/� �2C ��.� �3�1��%*�C�� �3;�A��]#�1&;
�2C �� � &�/'���1� .":� �,0�&�.,' ��&�2 ] �S�� %1PD���M�/ 

��"�0 ��1� 1: *3 (��� k.J K� L>0 �
 B� 	
�� �� #6�-K�
�� 1^' * J1� "'.F ���1� 1: �2C ��&�2 1PD *� <�.�8 �,0�
�

(8�9 H1V *3 *�3��� (��� .�.F 
X�� +7�]�=1P� &�10 2�#*�� ���: K"��:�0 �#6�$ :����#4X��� 

��&�.- ,�-�+���1�10 *0 �� �,�$! X�"�0 ��: �#6�$ ��: �� �#"
U1 �0 "'.F �<���"!� ��.� '�
���1� W:�0 �#6$*�*b�.�' 

X�7'� ���1.X�7'� �#4*
91� "�� 
� EB/� &"�F ��"�O� �#6�$ 

��1� �,$! ��: '�1���*'���3 ��"F�� �1�� ' L�3�#i(8�9 
� 

*
91� 
�!�3��3� ��: *
��O� �� 1: �#6$�"-#4����1�� .�.F 

%U�N� �#6$��: �� ��"�O� �$������]�#4�����&�.�- ��]#�J1.��
(SF e�#1J 4#�.�3� K"F K��� &�/' (��0 �.P� "� 

%�*+�  &'�() 
� ��#3�1� *� W:�j] 
� WB� 4�� '#� i**� D��1] K"�; �3� ."�F

�#� ' 4#� U��"C �� i*���� 	
�� *�3��� <�.8�#"M- ���;1� %#%"
3; ���;1��A�]#1�� �"� *�3��� �#.�3� K"F *)��� 6$ 

%�
�>'���! >��'?��  @�A�; :, � C�3 �"

*'���3 K
.9 �� '�31�;��:"9���Q
 B��<���� *0 ���� �.C� �"�'
:
� &�, D��3 *�
0 �:"�'��1J � ����� ���: %�:"�3 %*�Q��- *�'�D ��:%

���l,] K�T �$#� K�1,M� &
�B� %U��O '� 5.�PD �#
.- *S��F � H; %�
+ $�3 *S�F � �-�1��B� ��: �'�3� o>�� ��: %��M:�b %<��$�3@-

k1� �S#1 S�� �:�.-�1'� � ��;.
*� 
�� �.^��#��������#*3 �:����� * J1� 1^' �� "�F 1�: *�� �

#���� 
� 6�#� 1��1� �� �:#*3 4����� ���:�
�� �� � "F���M' 
��#
1:#���� 
� 6�#� 1� �:� L�3�T'��� 4#*3 4������ ��*��3� "��; .

�#*3 4�����V.- *���� ���� K��� w��.F 

@D��2!�E(�� �?�� 
��� !� 	
�� 
� �.^���� 	
�� %#��������#��10��� X
Y ."�F��

:�� �3��,' <�!���� &�.-*�B/� �.����� !� 	
������� ��# 
�- �������.��,' 4(Assistance Infromation 2012) 1��: .��# 
� 6
�����#�:�'�31�; *'���3��������� !� 	
����3� 
� *0#�- 6

 �� K��:�
����U�"C �� ."'.Fu1: *�#���� 
� 6�#��:�*'����3
'�31�;�K��� K1,' �3� K"F(Assistance Infromation 2012).

Fig. 1. Risk assessment model following Ramcap method 
(Brashear et al. 2007; Assistance Information 2012) 

#$���1J U"��	�� 
� ����1�.T�� �� 6$#� ���#
�� "�# �S�� 
(Brashear et al. 2007; Assistance Information 2012)

Step 1: Asset Assessment 

Step 2: Threat Assessment 

Step 3: Vulnerability Assessment 

Risk management process 

Cost-benefit analysis Analysis of options for 
changing vulnerability and risk 

reduction 

Risk Assessment 

Decision making 
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U�"C �� *0 �.P'�,:u� K":�/������ �.F ��# 5.�PD � "�3
���� U�O '����1 /# �� 4������ !� 	
�� 1�^' 
� 
�����*�0 "�F��

,:� K"�:� &�/'�� 	
�� � �#���� 4�#'�31�; *'���3 �� �:�1M�F�
�3�.

, 	-F����� !� 	
�� ����� 
Table 2. Index and criteria used for economic value 

ValueAssetsRow
4Office and Command buildings1
9Dams2
7Water treatment plants3
4Reservoirs and pumping stations4
6Water transmission lines and distribution 

networks
5

3Telecommunication systems and 
Information networks

6

3Wells7
3Hydroelectric power plants and 

generators
8

��2!�=G9H �?�� 

�1S
,� 	
���� *�#��� 4��3� 1�� *0#���� 6�#�� 
��%��1�� 4
- *b@?�1�3 �1S
,� ���'�31�; + $�1�: *� .�F�� ":�.D �# 
� 6
�����#
� �:# �� K� ��- 6��:�
��"�F(Assistance Infromation 

2012) � ��^ '� *0 �.P'�,:�- �J�@3�Q��- � "�3 <�$�**�'�D ��:
�������1 /# �� 4�
�"�'�.� ,:� K"��:� &��/' +�: 
��� *�0 ��� ��#4
�����#'�31�; *'���3 �� �:��3� U�"C)h.(

I�6!�� !�J� �E+8
 

� ��#�- R": X�� 4��	
�� 4�C#2T#��&�.�� �1Q� 1���� ��#6
�����#%�3� 4#� *�����*0#���� 6��# "M- o.�!� 1�?� �� 1��� �# "

3; ��b��� A#�"��1� %�.F�,�-�� 1#� 9 ��C����#2T#�0 4�&�1
b &;�->S/� *��C��� � ���� �.
�#- 6�K� � ���:�
����.�.F 

, 	-K������ <�$�3@- � 20�1� ��1S
,� 	
�� 
Table 3. Performance of centers and facilities 

ValueAssetsRow
3Office and command buildings 1
9Dams 2
8Water treatment plants 3
6Reservoirs and pumping stations 4
2Water transmission lines and distribution 

networks 
5

2Telecommunication systems and 
information networks 

6

3Wells 7
3Hydroelectric power plants and generators 8

U�"��C �� ��1����
0������� *���# ���:������� ���C 	
��#2T#����.���

��#������� �� .�3� * J1� ��1! ��# Q��- � �:"�3�**�'�D ���� ��:�

��1 /# �� 4�� 
��."�F�� 

, 	-L������ 1���� �1Q� &�.�����#�
Table 4. Unique componenets of the assumed property 

ValueAssetsRow
4Office and command buildings1
9Dams2
7Water treatment plant3
4Reservoirs and pumping stations4
6Water transmission lines and distribution 

networks5

3Telecommunication systems and information 
networks6

3Wells7
3Hydroelectric power plants and generators8

�M' ��#*� �.��� � 	
�� �.^�� �# "��� ������ ��# ��:�*'����3
'�31�;�*3 
������ V.-�� K��Q 3� K"F K��� w� �� � �.F��M' 
��#

�����# �� o.,7� 
� �:�*3 
������ �*� �3��"�#; 
� K��Q �3� ��� �
U�"Ct*�-� "�����U�"C .�.Fg�1��
0����� *�#�:%
�#	
�� 4�����*3 L�3� 1������  �� � "F X�7'����M' 
��#
�
,7��3 o.�*����� �*3��;�� L�3� 1� *0 "#���� U�"C 4�#� "�3 
Q�-�**'�D � �:*���� &�.���#.��� ��� �# ��$��K"�F EB�/� Y��� �� 

, 	-M��
�3 �,0 � �:�
�� �� 
Tabel 5. Scoring and quantification 
Mark Value Score range 

A 1 1-5
B 3 6-10
C 6 11-15
D 8 16-20
E 9 21-25
F 10 26-30

, 	-N��#���� ���#
�� �:
Table 6. Evaluation of assets 

Index
Assets

Total 
score

Variation 
range

Final 
score

Office and command buildings 11 C 6
Dams 27 F 10
Water Tteatment plants 24 E 9
Reservoirs and pumping stations 17 D 8
Water transmission lines and 
distribution networks

12 C 6

Telecommunication systems and 
information networks

8 B 3

Wells 12 C 6
Hydroelectric power plants and 
generators

12 C 6
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���� .�3��#*�-� �� K�b � &
�B� �:�"����#.��� 4#�"�����1!
����."'1 

%���	'	�; >'���8� :C ! C�3 

��3�1� 
� d��]��������# � �� %���:��#W��B� 4
0���"M- *��#"��,� <�" �
&�$'�)*'����3 �.�� � (
�3 ��:�'��31�;�1M�F��3�1� ��.����


��#���"M- .�J1� "�:�.D ��1!#",� <�"�1�- Z�� �# "��-���� �
�
:
�2	9H 	'	�; 

"M-��#"��,� <�"���1- <>��,9 A����! ��# ��$���# � *��'���S��1D �
����^' <>��,9 �����C)1�- (����! (���:��# � =1��� ���� *��0 K�.��� �

*��'1� �#2�
�!�� �1C��."'.F#S�+M� 
� 1�-#"M- 4�#�.�� � <�"
",���1��'�31�; *'���3�"M-#��.�; <�"�.�3� K�.� 
� ��#�� W:�j�] 4*�����3�1� (�'��31�; *'����3�"��J�"] 1�^�� 
�

`�"M- �M�- %�S�� 	�� �� (���1#",� <�"��*���,:� (��� &��/ 
���# ��3�1� ��.��� %*'�����3 4�U�"��C �� .���J1� ��1��!��� ��$�
�

"M-#'�31�; *'���3 �� +M� <�"�%&���1�D *����C 1�^' *�� ��� �3� ��
�,C ��;�.�3� K"F 

�3��F 
� d]�#"M- �D��F �#�� %<�""#�1C� U�, 9��#&"�F
"M- 
� X�"0 1:#",� <�"�
� 1� 4,F� �3.-����� *�#
�� ��: �#���

�.�F�
 �� .�"M- *�� �# "�,� <�"�"M- %�#-�"������U��, 9� o.�!�
��1 /��3� 1-Y�� *0#��� !� <��$D Z,� 4�3 %�3�����^' %�%
'��1�'�$'���� �� /�1 ,0 �� ��#2: 4#1 ,0 � *�#� &��
 4#�7���

,'��#� ."�� 1#3� 4��� L���:���
�-�"M- (#T'.Tb � <�" �U�,�� 


�� &;#�����"'.F � *�b 1�: . ��� &�2 �# ED��F 41-Y��� ��: %"�F��
 � 
� K��Q �3� U�, 9� �#"M- 4�#�� .��J� "�:�.D 1-Y��� <�"���:���


�-��1� (�"M-#",� <�"�
 =1F *� %#� 1�:"�F�� 

@D��O��PQ O	� 

<��$D � <�Q
- %<��"8 +79 *� <��$D <"F �:�#9�' 
� *0 �� *
"M- (���#' *C. � "���1�'��$'��M7- %��3@- � <�2�&���
 � <��$

���� �.��F��� *�� Q� %��.��F (Assistance Infromation 2012) �� .
 U�"Cv1: *� �#"M- 
� 6�#
� <�" �#  �� K� ��- 6��:�
��"�F 1�� .

� ' L�3�#� i*"M- %K"�; �3�#S�F.� *�
,9 "��.�: ��#��*&�.���
"M-#"�� *0�1 /#K"��:� &��/' *0 K"F EB/� ���� �� <��$D 4

,:��"M- &; 
� "��� .��3� &; ��#*�
,9 <�"��1-# �$ ���.��;)�
(H; <>��,9 %����S��1D������� A��,� ��1��D; �� �"��� <>��,9
��2J���3 �#1��.���� ��1! 

, 	-R��
�3 �,0 � �:�
�� �� 
Table 7. Scoring and Quantification 

Row Threats
1 Air and missile attacks 
2 Sabotage and bombings 
3 Cyber attacks 
4 Terrorist attacks (water pollution) 

, 	-S�*Q�x� ��:����� <��$D <"F 
Table 8. Components of damage intensity index 

Row Intensity Threats Value

1 Destructive Air raids and missile 
attacks 

9

2 Severe Terrorist (water pollution) 7
3 Average Sabotage and bombings 5

4 Low Cyber attacks 3

��	'	�; ����� 

�1�S� K��Q �3� �.��D�� <��>�� A$0 �# �
�! K��Q �3� X"�� ��

� 4,F�#"M- 6�#�,' %" �# >� � 4,�F� K���� 1T'� �# �1����0 *�� �� Z

"M- K�����#� "�� �� ."F��#3�1� *� �,$! 4�1�: 
� K��Q �3� *O��3
#"M- 
� 6#��C �� <�" �:�D���� *� D��1] 1�U�"�C �� .�.�Ff

1:#"M- 
� 6�#1�� <�" L��3� ������ "M- *O���3 �# 
� %" �# K� ��- 6
 ���:�
��.��� �#�"����"�FK"�'� � L��3� 1�� . �# "M- %U�"�C 4�#"

SF.���.�: ��#��.��; ���������1 �/# �� 4��.��� � 
� �# U�� �
�3 � *'���S��1D *
,9 ."F H�B '�#1����*-1- ��.��� �� A�#���:�

"���."'��� ��1! 

, 	-T�*Q�x� ��:����� "#"M- *O��3 
Table 9. Componenets of threat history 

Row History Threat Value
1 Air ridas and missile attacks Very high 9
2 Terrorist (water pollution)

attacks
Very high 9

3 Sabotage and bombings Low 4
4 Cyber attacks Low 4

I�U9�! >'�)��; 

�'�.-�#��� %*
,9���.� 4��- �� *0 �3���:�� 4�"M- �#4,�F� "
� ��1! *C.- ��.����
�� �� .�1#�����'�.-�#"M- K�1�� %�#�3��F "�
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��'��# ���'�.- *��� ���M�- "�#���:�O ��$� � ��S��F;�*��S
� %"���0 *��C.- +
�'�.-�#�:�#3� WO' *0��� ��`�O $� 1�' %"'��� +��� 2�#1�^' �� "

U�"�C �� ."'.F * J1�e�1�: �#"M- 
� 6�#1�� <�" L��3� ������ 
�'�.-�#
� %4,F�# �� K� �- 6�:�
��.��� �#�"����K"�F "�'� 1�� .

� L�3�#"M- %U�"C 4#SF.� "��.�: ��#�������1 �/# �� 4��� 
�
.���#*
,9 ."F H�B '� U�� ���1-# $���.�;)�(H; *'���S��1D %
�3 �#1���*-1-�.��� �� A#��:�"���."'��� ��1! 

, 	-�V�*Q�x� ��:����� 4,F� �#�'�.- 
Table 10. Components of enemy power index 

Row Ability Value
1 Air raids and missile attacks 9
2 Terrorist (water pollution)

attacks 8
3 Sabotage and bombings 5
4 Cyber attacks 5

�M' ����#*��� �
�� �.��^����#���"M-��# *��3 L���3� 1��� %<�"������� 
V.-� �� �,C 
� � K"F K��� w�� 
�#*3 4������ U�"�C Z���P� �t%

 ����M' 
��#�1��"M- 1:#� "*�3� ;"��� ' .#U�"�C �� ieeK���;
�M' �� .���3� K"��F��#"M- ���#S��F.� <�"�*��'�B].- ������*&�.����

.���#� U�� �"M-#��1- "# $�.���#"M- ."F EB/� X�� �#<�"
����S��1D�A��,� ����������2��J� "��� <>��,9 �����3 �#1����

.���#��:�"���.�J1� ��1! 

%�%�W��X >��'?�� (@�Z) 2�'\� 

� ��#� �,$! 4�3; &�2�A��]#1�
#��1�! *����P� ��.�� �D��31
 ��J1� *b 1: .�3; &�2�A�]#1�
#Y�� �D�311-"F�� �,: *�� %�&�

OJ.� U�, 9� K
�"'��� ��O-�� +C�M- �� 4,F� ��#ED��F ."�� ��:�

��#���3;�A�]#1�<���� �:
� "' 

@D��>' ��' � @�Z 

�� ��V ED�F#����#*� %��&�.- &�2#o.�!� �� *C�.� �� ��V �
"M-#
� "����� *�#�:�
0�"�� k>���U�"�C �� .�.Feu���&�2

�� ��V#����#:� &
��� *^9>� *0 �.P'�,: .�3� K"F�%�.F
�����#K�b � "3 ���� �:���1 /#�� �� ��V 4#����#�1��4,�F�
�1����, 9� *
,9���."F�� 

��>H��! O�	��9;  >(]�J� @�Z 

�����  _�Q9 ��V�M,- ����J� <�"�� *��<.! &�2#��V �

, 	-���
��#���"M-#<�" 
Table 11. Threat evaluation 

Index

Threats

Final 
score 

Variation 
range 

Total 
score 

Air raids and missile
attacks

27 F 10

Terrorist (water 
pollution) attacks

24 E 9

Sabotage and bombings 14 C 6
Cyber attacks 12 C 6

, 	-�F��#���#�� � ��V ��:����� 
Table 12. Weakness and encounter criteria 

ScoreDescriptionRow
5Office and command buildings1
8Dams2
7Water treatment plants3
6Reservoirs and pumping stations4
3Water transmission lines and 

distribution networks
5

3Telecommunication systems and 
information networks

6

8Wells7
4Hydroelectric power plants and 

generators
8

Y#*�:� _�Q9������#�:�
0�"�� �� ���� .�3� ��-1�#%(8� �7�
�.��
C�1�' *��
,9 
��� R"��: *��S
� ���$��� ���3� *��
,9 ���J� &�2 

(Assistance Infromation 2012) U�"C �� .eh��&�2 �� ���V 
&
� �_�Q9 :���� *^9>� *0 �.P'�,: .�3� K"F����� %�.�F ��# 

Q�- %"3�**'�D ���� &
��B� � �:���1 �/#��_�Q9 �� ���V 4��
(��O��1� 4,F����, 9� *
,9�.�3� 

, 	-�K������ ���J� <�"�M,- � � _�Q9 ��V 
Table 13. Indices for protection weaknesses and 

defensive measures 
Value Protection Weaknesses and defensive 

measuresROW 
5Office and command buildings1
8Dams2
6Water treatment plants3
6Reservoirs and pumping stations4
4Water transmission lines and distribution 

networks
5

3Telecommunication systems and 
information networks

6

4Wells7
4Hydroelectric power plants and 

generators
8

I�>��(�! 6�=
� 

� *������ &�.� L1 3� &�2 ��# *�
,9 <�.�8 �� ��31 3� &��z�� %
�� * Q� �.F-�.8 �� R": .�31 3� (��!�"�'�. � 4,F� *0 �3�

' ����1�'�$'��M7- ��J�0 <�2�3� &; *���.�@� � K" �# *��.�1� �
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OJ.� �� ���
��! .":� X�7'� ����31 3� �����#�
0 =>P�8� 6�%
31 3� ��.M3��#�2' � �019 &�.� (S/� �#�,�3 *�� &"F 6

R"��: ���3�(Assistance Infromation 2012).U�"��C ��e�
��31 3� &�S�� &�2�&
� �:��*�^9>� *�0 �.P'��,: .��3� K"�F
������ %�.F�#Q�- %"3�**'�D ���� &
��B� � �:���1 �/#&��S�� 4

31 3� ����1���1� 4,F����, 9� *
,9���."F�� 

, 	-�L�*Q�x� �31 3� &�S�� ED�F ��: 
Table 14. Componenets of accessibility index 

ScoreAccessabilityRow
5Office buildings and Command1
8Dams2
7Water treatment plants3
6Reservoirs and pumping stations4
2Water transmission lines and 

distribution networks
5

4Telecommunication systems and 
information networks

6

2Wells7
5Hydroelectric power plants and 

generators
8

!�>'���8� 6�=
� 

���3��F &���S���#*��� ���������0 *��� &�2�1���D1��"���J�"] <���^9>�
`�* ��$��� W��F.] � ���Q D� %��  ��3� U.��8� &.��m,: (�����1c���3� 
*� �.� �� ��"O� 1: *0#� � 1� M� U.8� 4�� ��1�! 1�^' "�� 1 �/ ���1%

���3; U����, 9��A����]#1�"���:�.D W:����0#����J�(Assistance 

Infromation 2012) �M' ��#U�"C �� �et��� ��/0 &�S�� &�2
�3��F�#&
� :��� *^9>� *0 �.P'�,: .�3� K"F����� %�.�F ��# 

Q�- %"3�**'�D ���� &
�B� � �:���1 /#�3��F �� &�S�� 4�#�1���
�1� 4,F����, 9� *
,9��3� .

*� 
�� �.^��#���3;�A�]#1������#*3 L�3� 1� %�:����� �V.-�w
 �� �,C 
� � K"F K����� 
�#4b��M����� U�"C Z��P� �eg �� �� 
�

�M'�#�1��"M- 1:#� "*�3�"�; �� ' .#U�"�C �� ie��F K���;�K"
� .�3�� ' L�3� 1��#� i*�� �; �3���C 
� K"��U�"e����� ��# ��:�

Q�- � "3�**'�D ���� �:�#�:�
0�"�3; �� ��A�]#1�
#��' �� �� K"
���m,: � "'.F����� 4�#� X.3 *�-� �� &
�B�#4"��� K�����1�!

."'��� 

%�.�>'���! ^P'� >��'?�� 


�� 
� d]#��������#
�� %�:#���"M-#
�� � <�"#���3;�A��]#1�
��C *)��� ��TF
�� U��"�������� 3� ��� ���^' *��� %&��1�D *���C 1

, 	-�M�*Q�x� ��:����� �#�3��F � �/0 &�S�� 
Table 15. Components of detection probability index 

Score Detectability and identifiability Row 

5Office and command buildings1
9Dam2
8Water treatment plants3
6Reservoirs and pumping stations4
2Water transmission lines and distribution 

networks
5

2Telecommunication systems and 
information networks

6

1Wells7
4Hydroelectric power plants and 

generators
8

, 	-�N��
�3 �,0 � �:�
�� �� 
Table 16. Scoring and Quantification 

Mark Value Range 
A11-6
B37-13
C614-20
D821-27
E928-34
F1035-40

, 	-�R����#
��A�3; �1#�] 
Table 17. Vulnerability assessment 

Vulnerability
Assets

Final 
score

Variation 
range

Weighted 
mean

Office and command 
buildings

20 C 6

Dam 33 E 9
Water treatment plants 28 E 9
Reservoirs and pumping 
stations

24 D 8

Water transmission lines 
and distribution networks

11 B 3

Telecommunication 
systems and information 
networks

12 B 3

Wells 9 B 3
Hydroelectric power plants 
and generators

17 C 6

�M'#�1� ��
��#����#���� 6$�#�:�'��31�; *'����3�R"�: *�0

8���#W:�j] 4�.�  D� �� ����C *���/31] %��*����C ��ugK1�Q'

 ��1! &�T�B'�J1�.
�� �1� *���/31]�1:#���� 
� 6�#�:%
0��"M- *�#1�^' �� <�"

 �� ."F * J1��
��:� U�"�C ��ev� L��3� 1�� ��T'�� �� 4��K��� 
�
 &��1�D *���C �3.- K"F"F X�7'�� 1D; &. 3 .#*��3��� U�"C 4

����� &�2#���� 6��$���# "M- 1����1� �� ���:��# <�"���3�� .��#��3 4&. 
���� 	
�� &. 3 *3 H1r
8�9�#"M- *�C�� %�#�3; � "�A��]#1�

�����F��M' �� ."���#� ��^' �� ��� 1�4 J1*�� 3� ��"���#$�6��
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, 	-�S��#���� *�
0 6$#� ���#
�� �1MF �'�31�; *'���3 ��: 
Table 18. Assessment of the risks associated with all the assets of the urban water supply 

Risk
level

Risk 
assessment 

Asset 
assessment 

Threat 
assessment 

Vulnerability 
assessment Threats Assets 

Medium 
Risk294 767Air riads and 

missile attacksOffice and command buildings Low 
risk36 433Sabotage and 

bombings
High 
risk336 876Cyber attacks 

 Low 
risk2211Terrorist (water 

pollution) attacks
High 
risk576 988Air riads and 

missile attacks

Dams 
Low 
risk72 643Sabotage and 

bombings
Low 
risk48 434Cyber attacks 

High 
risk729 999Terrorist (water 

pollution) attacks
High 
risk392 877Air riads and 

missile attacks

Water treatment plants 
Medium 

Risk180 656Sabotage and 
bombings

Medium 
Risk180 656Cyber attacks 

Medium 
Risk210 756Terrorist (water 

pollution) attacks
Medium 

Risk180 656Military attacks 

Reservoirs and pumping stations 
Low 
risk96 644Sabotage and 

bombings
Low 
risk4212Cyber attacks 

High 
risk729 999Terrorist (water 

pollution) attacks
Low 
risk24 432Air riads and 

missile attacks

Water transmission lines and 
distribution networks 

Low 
risk36 433Sabotage and 

bombings
Low 
risk2211Cyber attacks 

Medium 
Risk288 866Terrorist (water 

pollution) attacks
Low 
risk36 433Air riads and 

missile attacks

Telecommunication systems and 
information networks 

Low 
risk18 323Sabotage and 

bombings
Medium 

Risk210 765Cyber attacks 
Low 
risk2211Terrorist (water 

pollution) attacks
Low 
risk2211Air riads and 

missile attacks

Wells 
Low 
risk18 323Sabotage and 

bombings
Low 
risk2211Cyber attacks 

High 
risk392 877Terrorist (water 

pollution) attacks
Medium 

Risk252 766Air riads and 
missile attacks

Hydroelectric power plants and 
generators 

Low 
risk150 655Sabotage and 

bombings
Low 
risk140 754Cyber attacks 
Low 
risk2211Terrorist (water 

pollution) attacks
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, 	-�T�6$#� K��"�� 
Table 19. Risk Range 

High risk Medium Risk Low risk 

301≥151-300 1-150 Sum of 
risk factors 

U�"Cef� * �3� *3 *� ��"�� %	
�� L�3� 1� &; �� *0#6�$
� %Y��#� � ��3. � 6�$#�$O- +�0 6�$��� +�� %"'.�F �� &�2

�#���� 1: 6$�#"M- 1: 1��1� ��#EB/� "."F 
3�1� 
� d]��� '#�� i*U�"�C �� K"��; ��3�ev&��/' %

��1-Y�� *0 ":�#� �"� 4#�1�� 6�$����� ��# ��:��� �.�C.�
3�Q��- %&
��B� %�:"�3 *�� 5.��1� H1F H; + $�**�'�D � ��:

K�b � �:��� *0 "F��#T� ��1�! *C.- ��.� "�o.�!� 
� (��! � "�'1
 ��:��S:�� 
� K��Q �3� �� &�1���#��#� 4���3; &�2���] A#1���

�m,: .��� W:�0�� 
� 4#� ' 1T#� i#&"�F EB�/� %W:�j] 4
"M-#-�" �3� �&; o.!� U�, 9� *0 
 *'���3 ��#Z��� %��3� ��

U�"C ev��1- <>,9# $���.�;)�� (H;*+M� &�.�� 1�-#4
"M-#�1� "���#"M- .��3� K"�F EB�/� *'����3 4�#<>�,9 "

SF.��dl3 ��3 <>,9#1���*.��� &�.��� �#���:�"����

��#���K"F ."'� 

L��1�() 2��3 
1� 3"�M� "� $� ���"� � ":�.F Z���
�J �� D�3��D1��
�
-@3�0���9 <���$���3; 
��A���]#o�.��'� (����O� �� ���M'; &�.��� 1

"M-#] <�"�W� ���."�F���1����#o.!� 4�#6"M- �# "�C "��
��� H1��B��] � ����?; "��'�.-��:"�����'���C�%��������'�1,� ��

K�1 ��$� ��U����'� *���."��F�� * ��F�� "��F EB��/� *��0 �.P'���,:
1-Y��#� �"� 4#�1� 6$������#��:��� �.�C.� 3�H; + �$

 � K�1��,M� &
���B� %�:"��3 *��� 5.���1� H1��F#%����l,] K�T ��$
Q�-�**'�D K�b � �: � �:��� *0 "F��#T� ��1! *C.- ��.� "�� "�'1

 ���:��S:�� 
� K��Q ��3� ���� &�1���� o.��!� 
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