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pmW MU=B p=vo}U R= ,=@r=e lHwt p}O@D Q=R@= R= xO=iDU= =@ |@=QN |}=U=vW |=Q@
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xm |Owt pmW |DL w OQ=Ov =Q xrRrR u}L |@=QN |R=UQ=mW; |}=v=wD '|m}D=DU=
|x}L=v ẁv R= |@=QN |}=U=vW |}=v=wD R}v 'OQ=O C}LHQ= Qo}O VwQ wO x@ ,=D@Uv
pmW Cy=@W u=R}t R= xO=iDU= '|@=QN X}NWD |=yVwQ R= |m} "OQ=Ov =Q |Q}tN
xOW h} QaD MAC QDt=Q=B 'Qw_vt u}= |=Q@ "CU= |@=QN R= Oa@ w p@k xR=U |Owt
|Owt pmW wO |=Q@ "CU= |Owt pmW wO Cy=@W u=R}t |xOvyOu=Wv xm 'CU=
1 |x]@=Q CQwYx@ QDt=Q=B u}= 'xR=U R= b; a Cr=L x@ \w@ Qt �e w �a |Q=OQ@

xDi=} xaUwD u=yH QU=QU QO R=U w CN=U CavY 'swO |v=yH nvH R= TB
QW@ CUO x@ xOWxDN=U |=yxR=U R= |Q=OQ@xQy@ u=tR COt 'u}= OwHw =@ "CU=
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[8]"u=Q=mty w T}rwU VywSB QO xOWO=H}= lQD |xvwtv "1 pmW

pmW hqDN= R= xO=iDU= =@ pYit QU wO Q}D |xDUw}B lHwt ?}=Q[ "2 pmW
[8]"x]kv 65 MU=B R= xO=iDU= =@ |Owt

uOQm`tH |=Q@ "OQm |@=} RQ= =Q xR=U |rm Q=DiQ u=wD@ =D CU= xOW `tH Qo}Om} =@
|QDW}@ CmQ=Wt xm Owt Qy Q}F-=D '|vRw `@=D VwQ R= xO=iDU= =@ '|Owt |=ypmW
|x]U=w x@ u; |W=aDQ= |=yOt=U@ xm |}=yOwt w xOW xO=O Cr=NO QDW}@ 'OQ=O
R= xO=iDU= =@ xOW|UQQ@ pOt QO "Ov=xOW hPL 'Ov=xOWv Q}}eD Q=JO |@=QN
w =OD@= \=kv QO lHwt p}O@D ?}=Q[ V}=Ri= Q}F-=D '|Owt |=ypmW |xaUwD
R= u=Q=mty w T}rwU VywSB QO "CU= xOW hPL |Owt |=ypmW |=yDv=
|=ypmW u}@ hqDN= lHwt ?}=Q[ |x@U=Lt |=Q@ T}J@;wO lHwt `@=D
hrDNt |=yOwt Cw=iDt C=Q}F-=D uDiQoQ_vQO |=Q@ |vRw `tH |=yVwQ R= w |Owt
xOW xO=iDU= |Owt |=ypmW uOQm`tH |=Q@ R}v 2 |x]@=Q R= "CU= xOW xO=iDU=

%CU=

CWTsum(u; s) =
XN

i=1

���CWT i�diff (u; s)
��� =�1� !iu

!id

�2
(2)

CWT i�diff '|OwthqDN=`@=D|xOWKqY=lHwt?} Q[CWTsum 'u; QO xm
|=Q@ s)=i Owt Ot=U@ ?}DQD x@ !id w !iu '|Owt hqDN= `@=D lHwt ?} Q[ Q@=Q@

"OvDUy xO}O?}U; w xO}Ov?}U; Cr=L
xOWxO=O uRw |Owt hqDN= `@=D |xDUw}B lHwt ?} Q[ Q=Owtv '2 pmW
O=H}= QDt|r}t 30 jta x@ |mQD 'u; |xv=yO \Uw QO xm CU= |}xO=U Q}D |=Q@
xOW VyH Q=JO lHwt ?} Q[ 'lQD O=H}= pLt QO u; j@=]t xm 'CU= xOW
"OvDUy xO=U Q}D pw] QO x]kv 65 MU=B C�=Qk R= pY=L xOt;CUOx@ G}=Dv "CU=

%OwW|t h} QaD

MAC(�a; �b) =
���Ta �b��2

(�Ta �a) (�Tb �b)
(1)

Cy=@W Qou=}@ 'u; QDnQR@ Q}O=kt w CU= 1 w QiY u}@ |OOa 'MAC QDt=Q=B Q=Okt
"CU= xR=U QO QDtm |@=QN R= |m =L xm 'CU= Owt wO u}@ QDW}@

?}U; u}}aD QO =yVwQ u} QDOQ@ Q=mQB R= |m} '|Owt pmW |=vLv= R= xO=iDU=
QO |Owt pmW |=vLv= QO C=Q}}eD xm CU= Q=wDU= ZQi u}= Q@ w CU= |}xR=U
|Owt pmW swO jDWt CQwY x@ =vLv= "OQ=O |QDW}@ RmQtD '|@=QN =@ Q_=vDt pLt
C}U=UL '|Owt pmW =@ xU}=kt QO |Owt pmW |=vLv= "OwW|th} QaD|v=mtQ}}eD
x�=Q= 1991 p=U QO |Owt pmW |=vLv= swyit "OQ=O |oO}O?}U; x@C@Uv |QDW}@
pmW |=vLv= 'xO=U Q}D l} w |}xQ] Q}D l} OwOLt u=tr= pOt R= xO=iDU= =@ w xOW
\w@ Qt G}=Dv "CU= xOW G=QNDU= =yu; |xO}O?}U; w sr=U Cr=L =@ Q_=vDt |Owt
'CU= xOW pOt |v=UWm pwOt Vy=m CQwYx@ xm |OQivt ?}U; =@ xO=U Q}D x@
'|oO}O?}U; x@ C@Uv MAC =@ xU}=kt QO |Owt pmW |=vLv= xm OyO|t u=Wv
|=vLv= R= xO=iDU= =@ u=QoWywSB R= |NQ@ [10]"CU= QDT=UL |yHwD p@=k u=R}t x@
R= R}yQB |=Q@ w xDN=OQB xQ] Q}D l} QO xv=oOvJ |=y|@=QN |}=U=vW x@ |Owt pmW
OwN R= |Q}tN pYit ẁv R= |@=QN |}=U=vW u}vJty w lHwt p}O@D |=yXkv

[11]"Ov=xOQm xO=iDU= =vLv= `@=D
wO Q}D l} u=mtQ}}eD |=y`@=D ltm x@ =OD@= '=vLv= `@=D |HvUCLY CyH
TBU w |}=U=vW �Q=@ p=ta= R= p@k Q}D QO OwHwt lQD� lQD ẁv R= |@=QN 'xO=U QU
=vLv= `@=D \UwD Q}D QO |Q}tN |x}L=v =D OwW|t |aU Qw)=VwB p}rLD l} QO
Q}D l} QO xOWO=H}= |Q}tN |x}L=v '=vLv= `@=D ltm x@ 'C}=yvQO "OwW |}=U=vW
|=Q@ |}=yVwQ 'Q=DWwv u}= QO "OwW|t |}=U=vW xrRrR OQwmQ QF= CLD xO=U QU wO
xOW x�=Q= xrRrR ẁkw u}L QO ?=k w Q}D QO |Q}tN |x}L=v O=H}= u=tR w pLt u}}aD
pOt xR=U QO |awvYt pmW x@ lQD |Q=PoQ=@ R= p@k xmv; |=H x@ '`k=w QO "CU=
u=tR w pLt 'xOWO=H}= |Q}tN |x}L=v ?=k =} w Q}D QO |Q=PoQ=@ |xr}Uw x@ 'OwW
X}NWD |=Q@ |WwQ |x�=Q= 'Q=DWwv u}= QO hOy "OwW|t |}=U=vW u; p}mWD
xOW xO=O u=Wv xt=O= QO w CU= xR=U |=vLv= =} ?}W R= xO=iDU= =@ =yxR=U |@=QN
u=R}t |DL w pLt uO=Ou=Wv QO |i=m CkO 'QwmPt VwQ R= pY=L G}=Dv xm CU=
xOW x�=Q= |Oa@ |=yVN@ QO QwmPt |=y|vLvt |x@U=Lt |xwLv "OvQ=O =Q |@=QN

"CU=

|awvYt lQD pLt |}=U=vW "2
|Owt hqDN= R= xO=iDU= =@ |}=U=vW "1"2

|=yCr=L QO lQD X}NWD |=Q@ lHwt p}O@D R= [8]'�2013� u=Q=mty w T}rwU
1 28 Q}D pw] x@ |Oqwi |xO=U Q}D w xOQm xO=iDU= xO=U QU wO Q}D l} QO Cw=iDt
'QDt|r}t 6 8 p=@ Ct=N[ 'QDt|r}t 50 p=@ |=vyB 'QDt|r}t 100 `=iDQ= 'QDt
CLD =Q sQowr}m 1 8 pw] QDt Qy QO Q}D uRw w 'QDt|r}t 4 5 u=H Ct=N[
x�=Q= 1 pmW QO QwmPt VywSB QO xOWxDiQo Q_v QO lQD "Ov=xO=O Q=Qk V}=tR;
G=QNDU= R= Oa@ w xDiQo Q=Qk l} QLD CLD x=oW}=tR; QO QwmPt Q}D "CU= xOW
TBU w xOt; CUOx@ |@=QN R= Oa@ w p@k =yu; hqDN= Q=Okt '|Owt |=ypmW
|Owt |=ypmW u}@ hqDN= lHwt p}O@D ?}=Q[ lHwt p}O@D R= xO=iDU= =@
hrDNt |=yOwt |=Q@ lHwt p}O@D ?}=Q[ 'C}=yvQO w xOW G=QNDU= xar=]t |=Q@
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Xr=N VtN CLD pYit QU wO Q}D |xDUw}B lHwt ?}=Q[ Q=Owtv "4 pmW
"x]kv 65 MU=B R= xO=iDU= =@ 30 kn

|UQQ@ QwmPt VywSB QO u=wD|t =Q EL@ u}= C=}�RH� OQ@ u}@ R= =Q |RQt |oDiW;
"�OQm

|Q}tN pYit |}=U=vW "3
'Q=Hiv= 'xrRrR u}L QO =yxR=U QO |@=QN ,=@r=e 'CU= xOW QmP ,q@k xm Qw]u=ty
<=[a= w '=yuwDU '=yQ}D QO |Q}tN |x}L=v O=H}= pmW x@ Qo}O l} QLD Qy =} w
xOWpOt Q}D QO xOWO=H}= |Q}tN |x}L=v |}=U=vW x@ VN@ u}= QO "CU= |}xR=U
Q}D 'Q}D QO |Q}tN |x}L=v O=H}= |=Q@ "CU= xOW xDN=OQB u}W}B |=yVN@ QO
|oOQDUo u}vJty w |Q}tN |x}L=v O=H}= u=mt w xDiQo Q=Qk Qw)=VwB R}r=v; CLD
|m}D=DU= |rkF |Q=PoQ=@ ẁv w VwB |wor= pt=a wO Q}F-=DCLD uOW|Q}tN |x}L=v
p@k pL=Qt QO xOWxDN=U pOt u=ty x}@W ,=k}kO Q}D |R=UpOt "CU= xOW |UQQ@
lQD 'Q}D QO xm CU= u}= QO \ki p@k |=yVN@ |=ypOt =@ pOt u}= Cw=iD "CU=
xOw@ xOQDUo Q=@ CQwYx@ |m}D=DU= Q=@ |wor= VN@ u}= QO "OQ=Ov OwHw |awvYt
"CU= xOW ?=NDv= Q}D \Uw QO |}x]kv w RmQtDt CQwYx@ R}v Q=@ VwB |wor= w

u=mtQ}}eD � |WQ@ |wQ}v Q=Owtv 'OwW|t xOy=Wt 5 pmW QO xm Qw]u=ty
xOQDUo w CN=wvm} VwB |wor= w CN=wvm} |rkF Q=@ |wor= =@ Q}D |xv=yO \Uw
xOW |]NQ}e |x}L=v OQ=w 'VwB QDt|r}t 4 3 R= Oa@ Q}D \Uw xm OyO|t u=Wv

"CU=
xO}O?}U; Q}D |=vLv= hqDN= R= Q}D QO |@=QN |}=U=vW |=Q@ VN@ u}= QO
jDWt� =vLv= hqDN= =OD@= '4 |x]@=Q =@ j@=]t "CU= xOW xO=iDU= xO}Ov?}U; w
R= xO=iDU= =@ TBU w xOW x@U=Lt xO}Ov?}U; w xO}O?}U; Q}D �u=mtQ}}eD swO
=vLv= hqDN= `@=D lHwt ?}=Q[ |x@U=Lt |=Q@ xDUw}B lHwt p}O@D '5 |x]@=Q
wO hqDN= Q=OQ@ S Q=OQ@ u; QO xm 'CU= xOW x@U=Lt db2 lHwt R= xO=iDU= =@

"CU=RHt Cr=L wO QO Q}D =vLv= Q=OQ@
fsg = fy001 g � fy000 g (4)

fCg = CWT (fSg) (5)

w 'hrDNt |v=tR |=ys=o QO Q}D |=vLv= |=yQ=OQ@ fy001 g w fy000 g '4 |x]@=Q QO
j@=]t "OvDUy hrDNt |v=tR s=o wO QO =vLv= |=yQ=OQ@ u}@ hqDN= Q=OQ@ fsg

"2"2 VN@ QO xOWpOt Q}D "3 pmW

Q}D ?}W Q}}eD |vLvt R= xO=iDU= =@ |}=U=vW "2"2
|awvYt lQD u=ty =@ �2013� u=Q=mty w T}rwU |xar=]t OQwt Q}D VN@ u}= QO
30 jta x@ |mQD 'VN@ u}= QO lQD "CU= xDiQo Q=Qk xar=]t OQwt Q}D \Uw QO
|WN@ w |WWm p=@ hPL CQwYx@ 1T}UuB)= Q=Ri=sQv QO xm 'CU= QDt|r}t
T}rwU pYit QU wO Q}D "�1 pmW� CU= xOW pOt Q}D \Uw `]kt u=H R=
QO xOQDUoxt}v CQwYx@ Q}D sQH xm Cw=iD u}= =@ 'CU= xOW pOt u=Q=mty w
"OvQ=O Q=Qk sy R= |QDt|r}t 20 |xrY=i QO xm 'CU= Q}D pw] QO x]kv 65
CQwYx@ w xDiQo Q=Qk Xr=N QDt uDw}vwr}m 30 VtN CLD Q}D '3 pmW j@=]t
=@ |@=QN xvwoJ xm CU= xOW xO=O u=Wv xt=O= QO "CU= xOW R}r=v; |m}D=DU=
xOW |}=U=vW xO}O?}U; w xO}Ov?}U; |xR=U <=[a= ?}W |vLvt R= xO=iDU=
lHwt ?}=Q[ |xU}=kt 'VN@ u}= QO |@=QN |}=U=vW |=Q@ Q=m T=U= "CU=
RmQtDt |Q=PoQ=@ CLD VN@ u}= QO xOWQmP Q}D "CU= |@=QN R= Oa@ w p@k
Q}D \=kv |=}=wR� u=mtQ}}eD ?}W w (y) u=mtQ}}eD w xDiQo Q=Qk �RmQtDt Qovr�
Q}D ?}W C=Q}}eD TBU w xOW G=QNDU= |OOa pOt R= Q}D QU=QU QO u; �y0
|x]@=Q� CU= xOW x@U=Lt �xO}Ov?}U; w xO}O?}U; |xR=U |=}=wR Q=OQ@ hqDN=�

%�3
fSg =

�
y0
	

(damaged)� �y0	 (undamaged) (3)

lHwt?} Q[ C=Q}}eD 'OwW xDiQo xDUw}BlHwt '?}W C=Q}}eD |vLvt R= Qo = p=L
xm '3 pmW |xU}=kt "Ow@ Oy=wN pLt u}= QO lQD |xOvyO u=Wv Q}D \Uw QO
u; Qou=}@ 4 pmW =@ 'CU= �2013� u=Q=mty w T}rwU C=ar=]t G}=Dv pY=L
|x@U=Lt =@ \ki w Q}D |Owt pmW |x@U=Lt uwO@ xOWx�=Q= VwQ QO xm CU=

"OQm |}=U=vW Q}D \Uw QO =Q lQD u=wD|t Q}D ?}W
?} Q[ Q}O=kt pmW |=yRQt QO 'OwW|t xOy=Wt 4 pmW QO xm Qw]u=ty
Q}F-=D =} w |RQt |oDiW; s=v x@ |}xO}OB p}rO x@ u}= xm 'OvQ=O VyH lHwt
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