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Abstract—SCADA networks have important role in modern
industries and infrastructures. Thus, secure SCADA
communication is important for industries and infrastructures.
Key management scheme is essential for secure SCADA
communication. This paper presents and evaluates new and high-
performance key management scheme by using CCS scalar
multiplication and compact SD modular multiplication for
encryption and decryption. The results demonstrate that the
proposed CCS compact SD key management scheme provides an
improvement in terms of the number of required multiplication
steps compar ed to other key management schemes.
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l. INTRODUCTION

Supervisory Control And Data Acquisition (SCADA)
networks have important role in modern industries and
infrastructures such as power generation systems, gas and oil
[1, 2, 3, 4]. On the other hand, it is necessary for modern
industries and infrastructures to utilize the  open. access
networks such as Internet for today’s comparative markets [1,
2, 3, 4]. As a result, the security plays.an important role in
today’'s SCADA networks [1, 2, 3, 4]. Key management
schemes play important role in secure communication [2, 5, 6].

Recently several key management schemes have been
proposed to increase the security of SCADA networks [1-4, 7-
13]. A good review on key management schemes is presented
in [1]. Among them, Rezai et al. [3] key management scheme
is an efficient key management scheme for radiad SCADA
networks. They reduce the network traffic by reducing the
communication links. However, this key management scheme
is suitable, but the performance of this key management
scheme can be improved.

In this paper, the performance of Rezai et al. [3] key
management isimproved by increasing the performance of data
encryption and decryption required in key management
scheme. Our analysis show that the proposed scheme provide
an improvement in key management scheme in terms of the
required multiplication steps.

The rest of this paper is organized as follows. Background
of the SCADA networks is described in section I1. Section Il
presents the developed key management scheme. Section IV
compares the developed key management scheme to other key
management schemes. Conclusionisgivenin section'V.

Il. BACKGROUND

SCADA netwarks are computer-based networks that utilize
to control modern infrastructures and industries [3, 4]. Figure 1
illustrates the simplified SCADA network [3].
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Figure1l. Thesimplified SCADA network [3]

Asit is shown in this figure, SCADA networks composed
of three sections. Master Station Units (M SU), Communication
Links (CLs), and Slave Station Unit (SSU). It should be noted
that the SSU has resource limitation and the CL has security
issue. As a result, low complexity cryptography system is
required for secure SCADA communication. For secure
SCADA communication, the security devices should be
installed on inlet or outlet of MSU and SSUs. Figure 2
illustrates a secure SCADA network [1, 3, 4].
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Figure2. A secure SCADA network [3]
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Figure 3. Key management schemein [3]
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I1l.  THE PROPOSED KEY MANGEMENT SCHEME

Key management scheme is essential for secure SCADA
communication. There are severa key management schemes
for secure SCADA communication [1-4, 7-13]. One of the
recent key management scheme is Rezai et al. [3] key
management scheme. Figure 3 illustrates this key management
scheme.

Asitisshown in thisfigure, the master station isinitiator in
communication in this key management scheme. New secure
key is generated in MSU side based on a refresh time.
Moreover, the MSU and SSU tasks are shown in this figure,
Most important task in this key management scheme is
encryption and decryption. Moreover, the key management in
[3], utilized Elliptic Curve Cryptosystem (ECC) for encryption
and decryption. The main operation in ECCs is scalar
multiplication. Figure 4 illustrates the three-level model for
elliptic curve scalar multiplication [14, 15].

Scalar multiplication
Level 3
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doubling
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and inversein finitefield
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Figure4. Thethree-level model for scalar multiplication [14]

As it is shown in this figure, the scalar multiplication is
performed using point operations, point addition and point
doubling. The basic operation for performing point operation is
finite field multiplication or modular multiplication [14, 15].
This key management scheme utilized binary method for scalar
multiplication and Montgomery modular multiplication for
finite field multiplication [1, 3].

On the other hand, we recently developed the compact SD
modular multiplication [16-18], and the CCS scaar
multiplication [14] that are efficient modular multiplication,
and scalar multiplication, respectively.

In addition, the delay in data processing in SCADA can
cause serious concerns. Thus, the speed of SCADA networks
has an important issue.

In this section we propose to utilize the CCS scaar
multiplication to perform the scalar multiplication, and utilize
compact SD modular multiplication to perform finite field
multiplication as structural units.

IV. RESULTSAND COMPARISON

The required point addition and point doubling in ECC are
16 and 8 finite field multiplications in projective coordinate.
The number of required multiplication steps in modular
multiplication is calculated asfollows:

S=(A1xA+B1xBy)*xC (@)

Where S, A;, A, By, By, and C denote the number of
required multiplication steps, point addition/subtraction
operation, finite field operation in each point
addition/subtraction operation, point doubling operation, finite
field operation in each point doubling operation, and loop
iterationsin scalar multiplication, respectively.

Table 1 shows
addition/subtraction in
GF(p=256).

the number of
encryption

required point
and decryption in

Table 1: The number of required point addition/subtraction in
encryption and decryption in GF(p=256)

Scalar Operation

multiplication - . .
method encryption decryption summation
Binary 256 128 384

CCs 42 22 64

It should be noted that the authors in [16] show that the
number of required multiplication stepsis reduced to n/3 for n-
bit modulus in compact SD modular multiplication compared
to Montgomery modular multiplication.

Table 2 summarized the number of required multiplication
steps for two scalar multiplications (binary and CCS method),
where using Montgomery modular multiplication and compact
SD modular multiplication for finite field multiplication based
ontable 1.

Table 2: The number of required multiplication steps for two
scalar multiplications

Scalar Finitefield multiplication

mgtlﬂgg cation Montgomery Compact SD
Binary 3145728 1048576
CCs 1835008 611670

Based on our results, the number of required multiplication
steps in the proposed CCS compact SD key management are
reduced by about 66%, 41%, and 80% compared to CCS
Montgomery kay management schem, Binary compact SD key
management scheme, and binary Montgomery key
management scheme, respectively.
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V. CONCLUSION

important role in modern

infrastructures and industries. Security issue plays an important
role in this network. Key management scheme is essential to
secure communication in SCADA networks. This paper
presented and evaluated high-performance key management
scheme by using CCS scalar multiplication and compact SD
modular multiplication. The evaluation results show that the
developed key management scheme provides an improvement
in comparison with other key management schemes in terms of
the number of required multiplication steps.
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