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P,Q = processes
0 null process
u(z).P message input
E<M> P message output
P|Q parallel composition
P replication
vn.P name restriction
if M =N then P else @ condition

A, B = extended processes
P plain process
A|B parallel composition
vn.P name restriction
vz.P variable restriction
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event (M) P event
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(* Private Channels *)
vskvCh. vskcaCh. vskasCh. vpkasChl. vpkasCh2.

vpkcaCh. vprivCh. vcertCh. rvauthCh. rlistCh.
(* Processes *)

(!'o | 'ca | 'AS | !vs | !V | !CorruptV | R
)

(*Equational Theory*)
equation decrypt (encrypt (x,pk(y)),y) = x.
equation checksign(sign(x,vy),pk(y)) = x.
equation dec(enc(x,skey(kl, k2)),

pkey (skey(kl,k2))) = x.
equation
unblind(sign((blind((g(r),g(kl)),b),g(k2),1
d)

1Y) ,b) =

sign((g(r),g(kl),g(k2),1id),y) .
equation checkg(g(kl),g(k2),

pkey(skey(kl, k2))) =
true.
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Vb. Vr. Vkl.

(* Construct Request for Authentication *)
let blcommit = blind((g(r),g(kl)),b) in
out (authCh, (idv, identas, certv,

sign((blcommit, idv),seckv)));

(* Get AS Signature on Blinded *)
n(authCh,T");

let (k22,assigonb) = decrypt(T',seckv) in
let assig = unblind(assigonb,b) in

(* Voting Public and Private Keys *)

let skeyv = skey(kl,k22) in

let pkeyv = pkey(skeyv) in

(* Construct Ticket *)

in (listCh,vote);

let T =

(vote,g(r),pkeyv,enc (vote, skeyv),assiqg)

in

phase 2;

event BEGINVOTE (idv,vote) ;

out (voteCh,T) .
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let Q =
(* Construct Private Keys *)
Vskv. Vskca. Vskas.
(* Construct Correspondig Public Keys *)
let (pkv,pkca,pkas) =
(pk (skv) ,pk (skca),pk(skas))
in
(* Public Keys on Public Channels *)
out (c,pkca); out(c,pkas); out(c,pkv);
(* Register Legitimate Voters *)
let idv = idnt(pkv) in
event NEWID (idv);
(out (privCh, (n2,nonceCA2, idv, pkv)) |
(* Keys on Private Channels *)
out (skvCh, skv) | out (skcaCh, skca) |
out (skasCh, skas) |
out (pkasChl, pkas) |out (pkasCh2, pkas) |out (pkc
aCh, pkca)) .

let CorruptV =

(* Voter Private Key *)

n (skvCh, seckv) ;

(* Authorities Public Keys *)
in (pkasChl, pubkas) ;

let identas = idnt (pubkas) in
(* Voter Certificate *)

let idv = idnt (pk(seckv)) in
out (certCh, (idv, pk(seckv)));
in (certCh, certv) ;

event STARTCORID (idv) ;

Vb. Vr. Vkl.

in(listCh, vote) ;

(*Reveal Secrets*)

out (¢, (seckv, idv,certv,vote,b,r,kl)) .
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let R = (!'Vs. ((lout(listCh,s))
out (c,s))) .
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let CA =
(*** Private Key **¥*)
n (skcaCh, seckca) ;
(*** Legitimate Voters ***)
in(privCh, (idvoter, pkvoter)) ;
(*** Construct Certificate **¥*)
in (certCh, (=idvoter,=pkvoter));
let cert = sign((idvoter,pkvoter), seckca)

in
out (certCh,cert) .
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let Vv =

(* Voter Private Key *)

in (skvCh, seckv) ;

(* Authorities Public Keys *)
in (pkasChl, pubkas) ;

let identas = idnt (pubkas) in
(* Voter Certificate *)

let idv = idnt(pk(seckv)) in

out (certCh, (idv,pk(seckv)));

in (certCh, certv);

phase 1;

event STARTID (idv) ;
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let AS =
(* Private Key *)
in (skasCh, seckas) ;
let idas = idnt (pk(seckas)) in
(* Authorities Public Keys ¥*)
in (pkcaCh, pubkca) ;
phase 1;
(* Process Authentication Requst *)
in(authCh, (identvoter,=idas,certificate, req
))
let (idvt,pkvt) =
checksign (certificate, pubkca) in
let (blindcommit, idvcheck) =
checksign (req, pkvt) in
if identvoter = idvt then
if idvcheck = idvt then
out (authCh, (encrypt ( (k2,

sign((blindcommit, g(k2),idas),seckas)),

pkvt))) .

(* INALTERABILITY *)
query evinj:ENDVOTE (v) ==>
((evinj :BEGINVOTE (id,v) =
evinj :STARTID (id)) |
evinj :STARTCORID (corvid)) .
(* NON-REUSABILITY *)
query evinj:ENDVOTE (v) ==>
(((evinj:BEGINVOTE (id,v) ==>
evinj :STARTID (id)) &
evinj :NEWID (id)) |
(evinj : STARTCORID (id) ==>
evinj :NEWID(id))) .
(* ELIGIBILITY *)
query evinj:STARTID (id) ==>
evinj :NEWID(id) .
query evinj:STARTCORID (id) ==>
evinj :NEWID (id) .

=>
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! Nonce-handshake

2 Prolog rules

let VS =
(* Authorities Public Keys *)
in (pkasCh2, pubkeyas) ;
let identaserver = idnt (pubkeyas) in
phase 1;
phase 2;
in (voteCh, ticket);
(* Check Validation *)
let (vt,g r,pkeyvoter,msig,assign) =
ticket
in
let (gr,gkl,gk2,idaserver) =
checksign (assign, pubkeyas)
in
if checkg(gkl, gk2,pkeyvoter) = true then
if g r = gr then
if idaserver = identaserver then

if dec(msig,pkeyvoter) = vt then

event ENDVOTE (vt);

(* Output Voting Ticket *)

out (tallingCh, ticket) .
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-- Query evinj:STARTCORID(id 150) ==>
evinj:NEWID(id 150)
Starting query evinj:STARTCORID (id 150) ==>
evinj:NEWID(id 150)
RESULT evinj:STARTCORID(id 150) ==>
evinj:NEWID(id_150) is true.
-- Query evinj:STARTID(id 35146) ==>
evinj :NEWID(id_35146)
Starting query evinj:STARTID (id_35146) ==>
evinj:NEWID(id 35146)
RESULT evinj:STARTID(id 35146) ==>
evinj:NEWID(id 35146) is true.
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