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1) First access on file - KEG = Dec. (RG]
R ED EﬂcxM{Eﬂ.R{CIass's files kev).r)| | C;o = H(H(Class's usgrs],KG],Dgccw{r,R, @)
U NE Speor (Engl(Class' files key),r) | K| Verifies user's signature and checksr
_ [ Decrypted file o if both be true then Decy(Class's files key).file = Dec, (Cipherg,)
s | = Access on file N Checks session validity
. e 8) Decrypted file o p | file = Dec, (Cipherg,)
3 n) Accesson f N Checks session validity
_ | n+1) Decrypted file Tl ou [file = Dec, (Ciphery,)
- Replaces r' with new random after session termination
CK;, = H(Class's files key,a)
Efy  (Eng(Class's files key).r).En. (r.R. &)
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