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3 Detection object

8 Path history ! Tamper Resistant Hardware
" Mutual itinerary recording % Phone Home
8 Replication server 3 Multi Agent System

? References state 4 Code Obfuscation
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! Integrity attacks
2 Information modification

3 Control flow

a8 s sgzy n aldlae Sl 6 Sslr slo s, Sl gl
pilSe by, ol S o eslitl it sle pacilSe
) ALS e e &S Wisdoe oomel Jlbié (5, Ssl slo
e S osliiul (5 5lens 4 aily 5 Slesle sla b,
Sl g )desgs e Jole glacose JWips sla
L Jole o JW 55 sl slapusiliio o blie )3 0S8 (o0 (el
L 1) Lol glo Cujo Lol WS oo 50 olstay ol alo>

@l b Jole ks pins pb 4 Jow V] 095 L3 15 o L
s < Consl Slatel dlone bl 5 T 15 slis 457 ual 05505
oo g 313 (g s i Jale g lagline don aile 4 (el
Oy s Sl (380 0,5 o 0g slael LB o)l ys a5
slo (ljee pandis cilide lahy, 4 (o9 e b le Jule
LT 51 Sl 4y oo jiasd 3 (el sloale oy 51) olsso,
oatiee |y Glies 52 (5090 (el lie s don LS 0 45
5 Ol el Grbls @ 5ls 9 ele 5o (nlply leise
ol i 5l Ml b Lad (oS slo 05T o @ 56 L
Colled 4 coial () @ Gl o caslie g8 4 oy Slo
A 515l olezel dacwle (glp puds cpimms oyl 0 a0 dolsl 5o
@l ambre lp Sl 5 Ot oleiel pealis 5l alise g4

S oo oolail slaxel

(©268) (30 9550 e 0)ley0 Alaad (s (3,155 )
() ailosls plovl 23ST5 Glbiwe opl b aS Sla Jule =Y
(sbezel) codlsd wue Y

() orly slole o155 -

((sloxel) sawss axzl e Jole pains 425 -0

390 0 (nl oS5 5 dralne 0)lyd Jade jeba [V] alis o
oy saele (515 anle sl o] o (s Canl oad Gy
Las [A] jo .ol oo oslanal [A] o solgrivs Ldg, 3
AND/OR s 5l ooliiwl b oybime 5o 1y alo> 7989 Jlois!
5 orize 0gd ool (o Al g5 05l50 5 05lge ey
5Ly i dline L8 LI a8 59 o onlinul olo ailis
Lo ol onis gummo dlas ol o o ailid 9,5 Caway 0920
ooy sl Jele odlad ogmi sl |y ganoz by, Wi (nl o
S (o0 (Brre Ol o o)y B)1F sl

o sl Jele (g5, &5 (6,80 ulal o ales Wi )l o
Wewd g WS o0 513 (oyn 00 ((ahes lo ailas) Wi
O g ge 00liw )8 lje 4y ey slo ole g o0 (0
Cowdy gle ailis 5 050 oo gl sl Wil sl wilas ciasil
Ol 5l o 5 95dse )ls ey 025 s 4y 00l
e g0 00ld jadeis ools bl ele (59, liwe a5

K


www.SID.ir

chvieor SID

f;,.;.:b
WS oo mm Jole (59, 005 (emgelz L Glie alex 0l 5o
rox b ol Ko b el albls | L Jole o)l jo Sl
alox (pl oS solitul (Bog3 adi a4y Sledbl oyl 51 B oS (6 4]
s et B o 1) slo B, U

Poledbl (s 830
L, oledbl T asly S o 05 | Jole Sledbl L5 4 )b
FL ooy Jele conl (S olgmay e A0S oo 58 B>
ol y.auS 0l |, Jole aSul b osS ool sogs Claal gl )]
L Sefie b yo Jole gzl anslio o> pl aseis
Sl (65505 Glizee 3 ele oo 51!

Sid gy whwl p b dlos guis diws ) Jguz

Sl gd Paiild s by
S o Jlas ad |y ele o slzl ol b,
Jole SleMb| s oolaul duglin 5l e 0o (g5l
20 Sleds pue WS e
Sleas o r—’l* g5 LSS
2o sl Sl

S o S5 o st |y Jole by ol oo,

Jole SleMb| s aS e b,y Jele gl l g ais
@8 Sleds pue s Az G
SleMbl ageje aels s 48 g
Cagp ez o i 8,5 dguS
Jst 5l gbeel
ke Sledbl s e el il ) ool
Poad (i 3
20 Sleas pas e Cudgima
20 Sleas jo 1 SU
g8 (i
Sl

T 9g5R (ki
b ools gl Ceway | I i Jule olgmay e o5 WK
b oS 5,5 |y sle oanyT 50 b aiSe Ll I, o 2>
&S cwl Sy aseis ol Lo wauS obml 1, ele 0> o>
90 Jole woSae (wiige plaxl B0

* Eavesdropping
5 Information theft

8 Reverse engineering
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! Denial of service
2 delay of service

3 Transmission refusal
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Agent code {
/Mirst part of agent codes
If (secret)

{

Request Honey data from home;

}

//lend part of agent codes
H
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3 Anonymizer System
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! Masquerading

? Digital signature
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Execute partl, part2, part3 and part4 concurrently

Partl1: //execute sedentary agent

1. Startettimer

2. Execute agent,,;

3. End et timer //calculating executing time
// agent after execute: agen,,; (idn.1,Cs, Ds, Ss)
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Part2: //set ED for each host

1. If received any sign from agent; then set ED
in t; in AT to be 1;

Part3: //set bt of each agent

1. If each agent back to police system then
set bt of t;in AT equal to pst;

Part4: //if deadline is met go for extract step

1. Fori=lton
1.1. if pst; is equal to Mt then
1.1.1.End pst;
1.1.2. Execute <extract symptoms
function>
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Agents table: AT
Table of Symptoms of Attacks in Hosts: TSAH
Sending time: st
GoBack time: bt
1-  Create Dp and Sp
2-  Create Cp={
//first part of agent codes
Request secret from host
If secretis true then

{
Request Honey data from home
}
//end part of agent codes
}
3- Fori=lton
//

3.1 Create agent; with (id;, Cp, Dp, Sp)

3.2 set St to be time of now

3.3 setbttobe0

3.4 send agent; to host; (h;) through anonymizer
system

3.5set ED to be 0;

3.6 insert t(id; , PoH; , PoN, h; ,st,bt,ED) into AT

3.7 start pst; timer//police system timer
3- Create agent,., with (idy.1, Cp, Dp, Sp) // sedentary agent

4- End
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Extract symptoms function:
Inputs: agent,.; = (id,.1 , Cs, Ds, Ss)
For each tj(id;, PoH; , PoN, h; ,st,bt,ED) in AT
et; = CalculateElapsedTime (PoN, PoH, st,bt)
WCD, WDT, WST, WHI, MET, WIT set to be 0
if bt 1= 0 then
Find agent with id,
Ch is code of agent
Dh is Data of agent
Sh is state of agent
Hil is decrypt of id of h; with public key of h;
if Ch 1= Cs then WCD set to be 1
if Dh |=Ds then WDT set to be 1
if Sh 1=Ss then WST set to be 1
if hj!=Hil then WHI set to be 1
if eti<= t then MET set to be 0
else MET =1—e (¢t
if ED = 1thenset ED to be 1
insert (WCD, WDT, WST, WHI, MET) into SAHT

else MET set to be 1 //agent didn't come back to system
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//For calculating WIT:
1. Select n host to calculate WIT for them
2. Fori=lton

e , . s &
Ol olEails A 1 V8 5 V0 iyl 5oy ol hodl s il yiS poniteds SYie degosne ‘g\@/\@

2.1. Setitinerary of agentl;= all selected host except host;

2.2. Setitinerary of agent2;= all selected hosts
3. Sent each agent to environment
//after backing agent to police system:
//extracting WIT
1. IEH is Visited hosts of agentl,;
2. lHis Visited hosts of agent2;
3. IfllHis wrong AND IEH isn't wrong then
3.1. SetWITtobel
4. If IHisn't wrong AND IEH isn't wrong then
4.1. SetWITtobeO
5. If IHisn't wrong AND IEH is wrong then nothing

//This is not possible because IEH is subset of IIH

6. IflIHis wrong AND IEH is wrong then

6.1. If for other hosts in itinerary IEH aren't wrong then

6.1.1. Set WIT to be 0
6.2. Else //forall hostin itinerary IEH is wrong

6.2.1. We only can understand that 2 or more hosts in itinerary are malicious
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WST v WDT vWCD v WIT
- Information modification attack
WST A ~WDT A ~WCD - Integrity attack
WST A MET — Denial of service attack

MET — Delay of service attack
V Cloning attack

WIT — Transmision refusal attack
ED - eavesdrop attack

ED A(WDT v WCD Vv WST)
— Theft information attack

MET — reverse engineering

WHI —» Masqurading attack
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Agent# Host1 Host2
Malicious Wrong Wrong Wrong Wrong Wrong host | Eavesdrop?
time Elapsed state(WST) | data(WDT) | code(weD) | 02YW\ Inwrny | (ED)
Time(MET) IT)
Agenti 1:1:30 0.7 1 0 0 1 0 1
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