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1 Tamper Resistant Hardware
2 Phone Home
3 Multi Agent System
4 Code Obfuscation
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5 Detection object
6 Path history
7 Mutual itinerary recording
8 Replication server
9 References state
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1 Integrity attacks
2 Information modification
3 Control flow
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1 Denial of service
2 delay of service
3 Transmission refusal
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4 Eavesdropping
5 Information theft
6 Reverse engineering
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�� ]D�N 3�4�	 +�8@'
���;.

@-�"��"��67 !
/�. =D7���<�8 ��-����. 
� �. �- �<�N ?�<; @)��" .�

�� 3�4�	 ���C �����@�-� .� ��" 
� #H ?�<; ��- +��,
����� 
� ?�<; @)��" � ��1���#����� �	��"��� +�8 ��-

��B R��4)"� ���C .����� ('� ?�"�� ���7 @)��" �.�� �-��B
�<�N �[ ��B ���� 3�4�	 �#B k'�H	 ��- ����8 j'�T 
� �	 -

2"� ���)%� y��	� +��, ��. �'�-.
�#B 34�� +�8 m4 .� � .�I���-�<�N ��9�� ��- /�.

��$B#$-� ��� 3�4�	 �. .3�4�	 ���B��$
� ���	 ��
�� ����)"� ��HT.K' ���N +��, 
� �)��8 � ].�� ('� �

.� �#B� 
�. ('� � �)��� +��, # L�� 2��8 ���9� � #B� 
�.
��1�� �'C #$-� 3�4�	 � 2"� ('� L�� 2��8 ����� *8��

� �. 
�. ('���7 �' �.�� .��)7� . .�� ��1��j'�T 
� �. 
�. #���	
�"�)"�]�T��	.� ��$B j'�T 
� �' 
�M� ��J�.�C 2"# +��, .

�� 5�:� .�T �.��8 �# (�$[ �+��, # L�� 2��8 .� ���	
���!:

1 Masquerading
2 Digital signature

Agent code  {
//first part of agent codes
If (secret)
{

Request Honey data from home;
}
//end part of agent codes

}

('� 5�:� .�T �honey data��� 5�; 2"��7.� #���	 ��
�)"��7.� (�$[ � � #B� ���7# ��1��home�� 3�4�	

� #-���$B2"� ���)%� y��	�.

�����?�<; @)��" A"�	 3�4�	 +�8 ��-5�#9 .�Z2"��%
2"� �#B.('� 
� L�# �- ��"��� ��- @)'.��>� #H m4 .�

2"� �#B ���� E�B �- �����.

?(�2K:�"��"���	�L#������1�����������
(� ��#,�-Y� ����
 ]#� #$ �� 34�� � 

��1�� �[ �	 2"� ��� �T /��" ��� +��,
2"� ��� ���-��7#.

Malicious
Elapsed
Time(MET)

�	.��.�Yt��� 2�H6� � +��, 2�H6� � 2"�
#B� ]���)� �C.

Wrong state
(WST)

�	.��.�Y���� � 2"����� � +��, ��-��-
#B� ]���)� �C t���

Wrong data
(WDT)

�	.��.�Y�C t��� # � +��, # � 2"�
#B� ]���)�

Wrong code
(WCD)

�	.��.�Yt��� ������" � +��, ������" � 2"�
#B� ]���)� �C.

Wrong
itinerary
(WIT)

�	.��.�Y� 2"�� ��1�� 
� �#B �)7�$B �"�$B
#B� ]���)� ��1�� �H8�� �"�$B

Wrong host
ID (WHI)

�	.��.�Y� ��1�� 
� �#B �)7�$B �"�$B � 2"�
#B� ]���)� ��1�� �H8�� �"�$B

Eavesdrop?
(ED)

C -� ��M �"(���� �����N 2 ���	�"��" ��(O�
�� ��%@�$ +��, 5#� .���-��1�� �?�<;����� ]��#7 �-

#$-#�� �G�.� �..�. ?�<; ��- +��, 
� �-��! �#)� ?�<; @)��"
j'�T 
�K'�#$$ ���� � @)��"\�� �&�B ��- �	 #)"�%

� ��9� 
� ?; � #$-� .��8 �".� �.�� �. ��1�� K' L�# 
#���!
� @)��".L�� � 5�#9 K' .� �- +��, ��>�� ]�,DT�

+��, 5�#9�-)AT(�� ���7p��B.('� � ��D,+��, K'���
��� ?�<; @)��" .� ��	C ��- ��'�0���B �� �)B��.t�6�	

3 Anonymizer System
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� @)��" �&$'��C K� � � 2"� ��)��" ��#$$ ����
������ � ].�� � �. +��, K' ���	)�&$'� ��# �$H'K>��

+�8 ��1�� j'�T 
� +��, A"�	 �#B �T ���� �' � +��, �H8��
#B� 3�4�	 (���� 5�".� k<)4� ��- ��1�� � .
� �� �����

.� �- @)��" ('�]� [2"� �#B �G�.�.
+��, �-� ��B �� ���)"�% ��1�� K' �j'�T 
� ��9� 
� ?;

#$$ ���� � @)��"������ 
� ?�<; ��1�� � �. )+&BY(.
Agents table: AT
Table of Symptoms of Attacks in Hosts: TSAH
Sending time: st
GoBack time: bt
1- Create Dp and Sp
2- Create Cp= {

//first part of agent codes
Request secret from host
If secret is true then
{

Request Honey data from home
}
 //end part of agent codes

       } 
3- For i=1 to n

//
3.1 Create agenti with (idi, Cp , Dp, Sp)
3.2 set St to be time of now
3.3 set bt to be 0
3.4 send agenti to hosti (hi) through anonymizer

system
3.5 set ED to be 0; 
3.6 insert t(idi , PoHi , PoN, hi ,st,bt,ED) into AT
3.7 start psti timer//police system timer

3- Create agentn+1 with (idN+1 , Cp , Dp, Sp) // sedentary agent

4- End

�%B* :���� ?���� ( ��PD� ���	 ���� ����� ��D��AI��

�.�C *�9� ��B �� L�M�� ?�<; ��- +��, A"�	 L
� ]�,DT�
��'Q; �� L�M�� ?�<; @)��" .� ]�,DT� ('� /
���; ?�" .
=#- �#$$&�� ��9� ��1�� .� �. ���, # K' A0% �- +��, ��[

#��� �� ��4� ��1�� 
� +��,
+&B .� � �������-Z#H ?�<; @)��" �2"� �#B ���� ����

+��, ���)"�% 
���1�� � ?�<; ��-�-W� #'� �. 2�>�H%
#-� L�M�� �
��� ].��:

•@)��" .� �0)�� +��, ���9�)agentn+1(��"��� �
|$����
 A"�	 �C ���9� ���
et)part1(

•����� 2%�'.� ].�� .�.�#0� ���$B f�8� � �$)�� ��
� �-�ED+��, � z��� �I" .�)part2(

•2�!
� ].��.�+��,� 2%. ���
 ��"��� ��-
+��, �- ��� 2�!�)part3(

•+��, 2�!
� ��� .�S)�� 2<�� �#B L��	 ].�� .� -
�- ����� R��4)"� �<N�� � ()%. �-)part4. (

concurrentlypart4andpart3,part2,part1Execute

//execute sedentary agentPart1:

1. Start et timer
2. Execute agentn+1

3. End et timer //calculating executing time
// agent after execute: agenn+1 (idn+1,Cs, Ds, Ss )

//set ED for each hostPart2:

1. If received any sign from agenti then set ED
in ti in AT to be 1;

//set bt of each agentPart3:

1. If each agent back to police system then
set bt of ti in AT equal to psti

//if deadline is met go for extract stepPart4:

1. For i=1 to n
1.1. if psti is equal to Mt then
      1.1.1.End psti

1.1.2. Execute <extract symptoms
function>

�%B٢ :3�I�<Q������ ���2� ���1 ������ ����� �1����
��	
�� ���

�F4�� ���
 ]#� @)��")MT(- 2�!
� ��� �.�- +��, ��
�� ���+��, ��" L��	� 
� ?; � #$ ����� R��4)"� � �-
� �-

+��,��1�� ��- ����� 5�#9 .� �I" K' +��, �- ^�
� � ��-�-
)TSAH (�� ���7p#$ �#$����_�C.�5�#9�����$,�����

���������#B2"�.
����� �- ��"��� �����#�C 2"# ]�,DT� 
� ����)"� � @)��"

K' �#B �.�#��� +��, � �C ��'�0� � �#B ���)"�% +��, 
�
(� 5��)N���Y�.�C �� 2"# �..

 �'��0������ R��4)"� �<N�� .� �#�C 2"#���7 @)��" � �-
)"�%������<�N �	 ��B�)"��; f�8� � ��-��1�� �- .�

��B ���� 3�4�	 ..������ R��4)"� ���� #H m4���� E�B �-
2"� �#B.

R-�"��" #�������
� +��, ��'�0� 
� �<�N �- ����� ��"��� ��� ?�<; @)��" .�

�� ����)"� �C t��� ���9�@�$ .�#B � p � .�I���-�#)� .�
n� @)��" j'�T 
� ?�<; +��,� �#$$ ����n.� ��1��

�� ���)"�% A���+��, K' � ��B )agentn+1(��7 .�
�� �0)�� ?�<; @)��"#����� ��9� �M�C .� ���B .� ?�"

.� �0)�� +��, ���9� 
� +��N �M�)� � +��, �M�)� ��'�0�
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VV�3�4�	��1����-���7#�<�N ��- ����� R��4)"� P�"� � �- +��, ?�<; @)��" .�

�� @)��"����� ���	� R��4)"� �. �<�N ��-�.�-� .�#0� �
+��, � ��>���0)�� +��, ���9� � ?�<; ��-�.� �'
 �.���

�� .��8 ?�<; @)��" .��)7����!:

Ss :��9� 
� #H �0)�� +��, 2�H6�
Ds :��9� 
� #H �0)�� +��, ��- ����
Cs :�0)�� +��, # ��9� 
� #H

t :�0)�� +��, ���9� ���
 ]#�
st :���)"�% ���
��1�� � �- +��,

PoN :]����F7�&�B K�%��	
PoH :��1�� ]����F7

hi :��1�� �"�$B

.� ��1�� �- ��� �?�<; ��- +��, 2�!
� 
� #H � �	�,DT�
@'.�� .��)7�:

Sh :2�!
� 
� ?; +��, 2�H6�
Dh :2�!
� 
� ?; +��, ��- ����
Ch:2�!
� 
� ?; +��, # 
bt:���
� 2%.�2�!

HiI :��7 
� ��1�� � �� �"�$B�%�H� +��, �2"� ��� .

+&B @)'.��>� .� � .�I���- ]�,DT� ('� 
� ����)"� ������
�� 2"� �#B ����@����	��- �����MST�MDT�ED�

MCD�MET�WHI�.@�$ ��"���:
+��, 2�H6� �' � ���� �' # 
� K'�- (� �	���	 �!�� ?�<;

.�S)�� �.�� 2�H6� �' � ���� �' # � l�	�	)�0)�� +��, (�#-���
�� K' ?�<; @)��" .� ���C � z��� ����� ��B��B)MST�'

MCD�'MDT. (��� �%�H� +��, � ��1�� � �� �"�$B �!�
����� #B� ]���)� +��, �H8�� �"�$B �WHI���V����B.

� ?�<; @)��"��"��� ��MET
�H�	L�� � �
CalculateElapsedTimeInHost�� ����)"�#$  .('�

*�	���
����" ��1�� .� +��, � �� ��"��� �. 2"� ��� 
�$ # .���.�]����F7 +��B *�	 ('� ��-�&�B K�%��	�

� �".� �.�� ��1�� ]����F7� ��1�� � +��, ���)"�% ���

B ���" ���
?�<; +��, 2�!� � 2%. ��� �#�B ���:

ET=CalculateElapsedTimeInHost(PoH, PoN, st, bt )

�!�ET
�t )�0)�� +��, ���9� ���
(5��)N� #B� �)��
2�>�H% =�� ���
 ('� �&$'�#B� �#B ���7# ��-�2"� ��'
  .

�!�MT+��, 2�!
� �S)$� @)��" � #B� ����
 �: �#N��
#���:

��� = �0 �� �	 
 �
1 � e(����) �� �� > �

Extract symptoms function:

Inputs: agentn+1 = (idn+1 , Cs, Ds, Ss)

For each ti(idi , PoHi , PoN, hi ,st,bt,ED) in AT

eti = CalculateElapsedTime (PoN, PoH, st,bt)

WCD, WDT, WST, WHI, MET, WIT set to be 0

if bt != 0 then

Find agent with idi

Ch is code of agent

Dh is Data of agent

Sh is state of agent

HiI is decrypt of id of hi with public key of hi

if Ch != Cs then WCD set to be 1

if Dh != Ds then WDT set to be 1

if Sh != Ss then WST set to be 1

if hi!=HiI then WHI set to be 1

if eti<= t then MET set to be 0

else ��� = 1 � ��(���� )

if ED = 1 then set ED to be 1

insert (WCD, WDT, WST, WHI, MET) into SAHT

else MET set to be 1 //agent didn't come back to system

�%B@:��AI�D�"��" #������ ����WCDSWDTSWSTS
WHI(MET

]����q	 .�����METl�N �ET+&B .���#B ���� ����
2"� .�[�-TE
�t�M�)� .� #B� �)!.1MET�� �)!.1� ��B


� � �	.�� .�t2�" � #B� �)!.1 �<�7V�� +��#$  .

�%BT :���� "9���6��MET

�����"���WIT34�� �� ������" � ?�<; +��, �)+��Bn
����1(��1�� �i?�<; +��, 5�N (�, .� ��B �� ���)"�%

��1�� =QN � �>� ������" (��- � ���'�i���)"�% A��� �
����B:

itinerary include hosti ( IIH ):
��1�� 
� � �<��, A"�	 �#B 2�O ������"i�� .Q!#$ 

itinerary exclude hosti (IEH):
��1�� 
� � �<��, A"�	 �#B 2�O ������"i��� .Q!#$ .

#�< � � �. ��7 �"�$B ��C 
� +��, .��, L��$- ��1�� �-
+��, .� �. 2"� �#B 1�. ��1�� ���F7�� 2�O('���$ #$ 

�.�� fDT� 2"� ��� .��, ���C 
� � �'�- ��1�� 
� +��, .�%�T 
�

t ET

MET
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�� 1�. �. �"�$B ��7 ���F7 #�< � ��1�� �- ��[��� �#$  -
��B �C �&$� �#$'C .� #���	 .��1�� 
� +��, � �)>�N .�i.��,

��� .��, �C 
� � �'�- ��1�� �,��M� #$ IIH#�����#B �
��1�� 
� � �)>�N .� � 2"�i#$&� .��,IEH�� �#������B .

R��4)"� @)'.��>�WIT+&B .�U2"� �#B ���� ����.
� �-� .�#0� ���1�� �- ��� @)'.��>� ('� .�WIT��'�0� �

��� 2".�IIH�IEH�� L�M����'Q; .� �	.�� .�IIH
��1�� 
� �&' �$H' �#B��� 2".����� �������" ��.� ��-

�!� 2>�N ('� .� 2"� ���� ���q	 �. +��, 2 �NIEH2".�
��1�� ��0 � 2"� �$H� ('� � #B����q	 �. ������" �-

���('� ��$ #$-�WIT� ��1�� ('� ���V�� �-�.�#0���B .
�� �- �!�IEH�IIH�� 2".�WIT�g�-� .�#0�

����B .�!�#$[ �' K' � 2"�$H� ('� � �� 2".��� ���-
#$)�- ���7# ������" .� ��9�� ��1�� .�!� 5�NIEH��1�� -

�19 @- ��1�� ('� ��[ �� 2".� ��'� ��-IEH��1�� ��0
('���$ 2"�-WIT� �. �Cg��0 .� @�$&� �� �-� .�#0�

��� @)'.��>� ('� � �.������ ��S� ���	.

U-�� V� ��4"���W���� ������"��" $��� �	�
m4 .� � .�I���-?�<; @)��" @'�� �#-��� +�8 ��-

��1�� 2�H6� �".� ��� �. ?�<; +��, ���#H	A��� � �-
�#)"�������
 ]#� @)��"�F4��)MT(2�!
� ��� �.

-�� ��� �- +��, ��+��, ��" L��	� 
� ?; � #$ R��4)"� � �-
�����+��, 
� �-��- ����� 5�#9 .� �I" K' +��, �- ^�
� � ��-

��1���-)TSAH(#$ �� ���7p�#$����_�C.�5�#9��
���$,��������������#B2"�.

�#�C 2"# ]�,DT� 
� ����)"� � @)��" ����� �- ��"��� ���
�#B �.�#��� +��, �� � �C ��'�0� � �#B ���)"�% +��, 
�

(� 5��)N� K'��Y�.�C �� 2"# �..
����� R��4)"� �<N�� .� �#�C 2"# �'��0����7 @)��" � �-

�� ���)"�%�<�N �	 ��B- .� �)"��; f�8� � ��-��1�� �
��B ���� 3�4�	 .����� � �- �<�N k'�H	 P�"� ���9�� ��-

���7 @)��" (����8�� k'�H	#��B.���q	 �<�N 5�:� .�T �
�' +��, ������" �' +��, 2�H6� � ������ ].�� ����
 ]�,DT�

���� �' +��, # �!� �' � #B� ��� ���q	 t����� .�T � +��, ��-
	 +��, 2�H6���1�� .� +��, � @- ����
 � #B� ��� ���q

]��#7 *$� �<�N ('� #B� ���-��7# #B� ��� ���"2"� �-�.
#$[ 5�� =�T � ���� ].�� �<�N #$[ ���1�- 2"� (&��
��- ?�<; @)��" ].�� ('� .� � #)�� y��	� ���- ����8

�<�N�� 3�4�	 �. �-#-�.���7 @)��" (����8 ('� � �$�.
���� 34�� �'
 ].�� � ���	:

!"# $ %&' $ *+, $ -./
2 3456789:;<? @ABCDEFGH��I JKLMNO
PQR S ~TUV S ~WXY 2 Z[\]^_`ab cd����
�	� S
f� 2 ����� �� �����g� ������
� # 2 !"#$% &' ()*+,-. /01923

$ 456789: ;<=>��
��� 2 ��	
������ ������� ������
� 2 !"#$%&'() *+,-./
01 S (234 $567 $89:)

2 ;<=>? @ABCDEFGHIJ KLMNOP
QRS 2 TUVWXYZ [\]^_`�����
��	 2 h
�������� ������

//For calculating WIT:
1. Select n host to calculate WIT for them
2. For i=1 to n

2.1. Set itinerary of agent1i= all selected host except hosti

2.2. Set itinerary of agent2i= all selected hosts
3. Sent each agent to environment
//after backing agent to police system:
//extracting WIT
1. IEH is Visited hosts of agent1i

2. IIH is Visited hosts of agent2i

3. If IIH is wrong AND IEH isn't wrong then
3.1. Set WIT to be 1

4. If IIH isn't wrong AND IEH isn't wrong then
4.1. Set WIT to be 0

5. If IIH isn't wrong AND IEH is wrong then nothing
                   //This is not possible because IEH is subset of IIH
6. If IIH is wrong AND IEH is wrong then

6.1. If for other hosts in itinerary IEH aren't wrong then
6.1.1. Set WIT to be 0 

6.2. Else //for all host in itinerary IEH is wrong
6.2.1. We only can understand that 2 or more hosts in itinerary are malicious
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