
���� ������	 �
�� ���� ������ �� �
��� � �����
���� ���	
������������� ����	������ ���	�

������ !� "�#	� � �	$ %��� �&' � �#���( 
)���* %�+,(��* �-��./

{m.sabzinejad, m.bayat}@rcisp.com
�0�12 3�	� %�4,��� �-��./)5(67 ��8�8�/ �9�	 �

mgardeshi@ihu.ac.ir

��
�	
:+/��*�;	 �<=;* -�+	� -���$�9 ���� �$ >�7,	 ��?9 �#@ "A�� ���B� $�� �( $� �<�/�#@ ��?9 C��/ ��(�;##9 .0;<� D;�E�� %�;<�

:+/��*"�� $��7�� ��$�9 �( "<�( ��<�/ ���� )�1�($� F��/ -��� ��G	� )� %��H7�� I��� �� �( .:�E� 0��( D�)� %��H7;�� 3�;� �;#J<)
)�1�($� F��/ (K�! �7,���#71�� $��$�A�� 3)L "�#	� )� D#�	) 0<� $� %�� D'�$� ��( .:;+/��* 0;<� �;� F	�B �$��	 DE�8	 0<� $� �	�;(

�	 D'�$� �/ �2 �.�M )� �A�� ��$ �� � "��� &�(��A&�#9 .K�! "�#	� ���.� ���� NO��;	 D'�$� ���.#,�* :+/��* P< ���B�	 ��(-
� � &�(�K�! D�( )� �7.� �7�#	� �Q� )� :+/��* 0<� D9 ��� &�(��A -�,"�� ���<)$� �$�	 ��( .

���������
��
$�4��	$��:+/��*��(:+/��* ���?9 C��/��(K�! ��<�/�#@ ��?9 C��/�G	� ��(

�- ��!�
$� 0;	� R��/$� �$��S�� ����D+�;�)� %��H7;�� �0	��;� ��;(

";�� �<=;*�� T�#7B� ��	� �$�4��	$ .��$�;4��	$ ��;(���$�9 $�
���?9 0<� -��7� �UA D� D+<$�U� �$�� ����� V8� D��	��	 ��?9

�;	 �;UA D;� �$ �$�;4��	$ &7;1�� 3��/ "�#	��)��;�� .0<����;#�
";��(� )� �$�;4��	$ $� D;��	��	 ��?9 W���/ �4��4@ � "<�<�	

)"�� $��$�A�� ���<.
<;+��;;($���� )����;;� &;;.	��;	<?9 W��;;�/ � "<�;;��D;;��	��	 �

:+/��*�(�?9 "A�����"��  .�<:+/��* 0-�;+	� -���$�;9 D� �(
	�$� �/ �#(�<?9 �;#���7� 0	��;� D+�;� P;�D;��	��	 ���D;� �$

��;;� -M )� � D7;;��=� >��7;;���$��;;S���D+�;;� $� 0;;	� R�;;�/$�
�##9 %��H7�� .<� )� &.	 D7�� P<:+/��* 0:+/��* ��(�(�C��/

?9��#71( � .� $�<:+/��* 5�� 0* )� %��H7�� �� -���$�9 �(�3��;(�<
��� D9�<�+<	 W��$� �4��##9<?9 P�	 >�7,	 ����)��.
E���?9 C��/ :+/��* 0�$�;4��	$ )� %��H7;�� �� ��?9;�	�;�� ��

� X��/<H��0�?( ��[5]�� D'�$� .� �	�<D?�2 ����� $� :+/��* 0

1 Key Establishment Protocols
2 Diffie

��	�	 $��D��Y�M�=;* Z<) ";�� �;<�;! ����( :;+/��* 0;<"
��(<�$�� �$ �4�[����##9 .%�$��� W��J	 $�9�� :2<�:+;,	 0

)� %��H7��<?9 \�) P�	��� ��]�^A ����$�9 �( X��/ ��7J	
"�� .�$<_�/<
�$ 0�(���� ��B�	��<) �$�;9 0<?9 "A�;��;��
	����`)$�4��	$�?9�	��� ��#7�	�(��� ���D	�# ($�4��	$ ��
?9�	��� ��#7�	�D��#� ��a"�� .

W�� $�bccdI�#	eV��$�+�( �[11]�;�?9 C;��/ :;+/��* P;<
3�#�MQV�;H<� ��(��?9 ��G	� ���� -M $� D9 ����� D'�$� -0;�?(

�1�($� F���/ )�)f��� %��H7����� .0�;� ��(�$����7�� $� :+/��* 0<�
�??�E� 0��ANSI X9.42[2]�ANSI X9.63[3]�IEEE 1363

[10]"�� %�� �$����7�� .%�;<� )� %��H7;�� ��MQV)��;G	� �;#J<

3 Hellman
4 Man in the Middle Attack
5 Verification
6 Public Key Infrastructure (PKI)
7 Identity-Based Cryptography
8 Menezes
9 Hash Functions

Archvie of SID

www.SID.ir

www.SID.ir


bgh�<�B �<�/�#@ ��?9 C��/ :+/��* P< :�?�/ � ��J	

)�1�($� F��/ -���(-$�( ��0�E ��W�� $�bcch[6]:;+/��* %�<� -
:+/��*�<�/�#@ ��?9 C��/ ��(�����9 K�U	 �$ .:;+/��* 0<� $��;(

�	 >�7,	 ��?9 �#@ �"1,� �( $� -���$�9��)�� .0;<� )� %�;<� 0;<�
>�7,	 ��?9 �#@ :+/��* ���B� $�� �( $� D9 "�� DB�/ �$�	 ".B

�	 D7A��)� %��H7;�� �;� �;�?9 ���J/ 0<� "A�� ���� D+�E�2 $� ���
:+/��*�� �#@ �<�� ��E��J	 ��?9 C��/ ��(D;9 ��;� ��;B� :+/��* $

�	 �!��/$� � �/�����	 D#<�( 07$ L�� Z�� 0<���� .
Yen�Joye[16]-$�;( :+/��* D9 ����� -�,�-;E��;���� $� 0

�M �G	� :JB D?�2�=* Z<��� � "�� ��-M :+,	 :2K�! P<
���.#,�*����� D'�$� .�	�WuV��$�+�( �[17]D;9 ����� -�,�

�<� K�! 0���( �-$�;( K�! :+,	 --;E���;A � �$�� �$ 0;<P
���.� :+/��*<E� ����� D'�$� D7��� i A��<E�� %��-$�( D-E��0

� �� �	� �����9 %��H7�� -M $� )�1�($� F��/ )�<� ��B� 0�:+;,	 �
��� �B�� �* )�#( :JB D?�2 .

E � -$�(�0[7]�$ �� %�� D'�$� � �2 D� DB�/ ���E�� K�;!;�D
���A�:+;,	 -��9 i�!�� $�Q#	 D�;<j/ P;���;G	� $� ��-M

��	 � ���$�M ��B���� $� D;9 ���;�<�;���� $� :;+/��* �$�;^#
E�! �	� "�� 3��8	 :JB D?�2�,+��D;9 �ZhouV��$�;+�( �

[18]� D9 ����� -�,�<�G	� 0��B<� �;�:;JB D;?�2 �;���� $� �
�M�=* Z<"�� � .

�� F	�B �$��	 DE�8	 0<� $� �	:+/��*�<�/�;#@ ��?9 C��/ ��(
�	 3����K�;! P;< ��;.�M 3�;�� kJ;l R�8� -��� 0�l � &�(�

D;'�$� -M ��;�$ �;�m :;�?�/ %��;�( D;� D;7�< ���.� ���.#,�*
��� &�(��A.

"-�����!� #
��$�
:;+/��* �7�#	� :�?�/ $��;�m 
�$ D;� �;�?9 C;��/ ��;(

��B�	 � �2 ����� $� :+/��* "�#	� ����$$��;S ���;<)$� �$�	
�	����.&.	0<�/0<����<���(�7�#	�[4]�#/$���)�:

��%  &'��% �
�� (
���Y:�;	 -�;�� ���<� 0<��;�� D;n �$��
";��� �<�;���/ ��;n ��;�* �;��7�� "1,� ��?n o< D� &B�.	

���� D7���� �$ ��J� "1,� ��(��?n -�$�M.
��)
� (
���[ :-�;�� �;7�#	� �;��<� 0<��;	�$�;]$� D;9 �$��

��L�;! �;]�^A ��(�;�?9 -�;� $�+�M";�#	� �-���$�;9 ��;	
"1,� ��(��?9�;7H�� �UA D� �?�S .�;�?9 -�;� $�+;�M �;� �;��

";1,� ��(�;�?9 D�;���	 �-���$�9 )� �+< ��	 ��L�! �]�^A
��L�! �]�^A ��(��?9 07��� �� �	� ����� 0+�	 �?�S�;( ��	

1 Harn
2 Lin
3 Multiple Key Agreement Protocols
4 Known-Key Security
5 Forward Secrecy

��;B� ���;+	� 0�#@ i�! ����$�� :;+/��* &�<�;� �;��� D7;���
�;'�B ��;,�* "�#	�`";�� .��(�;�?9 07;��� �;� D;9 �/$�;] $�

��L�! �]�^A";1,� ��(�;�?9 D�;���	 ��� i�! �� �( ��	
�	 D7H� ����� �<=* -�+	� �?�S��;,�* ";�#	� ��$�� :;+/��* ���

:	�9a"�� .
��*% +�,*%- �*
�� �*. (��� ��� �.�!� +/ (
���e:

�$�]$�i�;! ��;	 ��L�;! �;]�^A �;�?n -�� $�p�MA�
i�;! ���� �$ ��A ����7� �$�� $��7A� $� �$ ��?n 0<� Dn ��B�.	

BD�A�#n ��J	.
 &'��%�0 �
�� (
���f:��#n q�A�B���B� W�2 $�
��?n C��/ :p/��* ���B��#71( .W�J &B�.	CD;� �;���7� �<���

�#n "E�A� :p/��* ���B� $� ����/��:p/��* 3��/� )� �J�A��
�� Dn ���� $��� 0<�B%��� 3���� ��?n C��/�	�B�;� "�� �87J	

C"�� D7A�� r�7,	 D��	��	 ��?n o< .
 �12» *0�
� +/ �/�*�« :�;�#n q�;A�BW�;2 $�

��?n C��/ :p/��* ���B��#71( .D?�2 0<� $�W�J &B�.	CD�
�A� :p/��* ���B� $� ����"E�	�;#n�;/Z�;�0��;! ��;�

�##9 C��/ �/��H7	 ��(��?9 ��$ :+/��*.
���<� �� %� ��(<����ns D9���;� �;�� �4<� ����� ���<� ��

:p/��*)� �#/$��� Dn �$�� ��B� ��?n C��/ ��(:
�
�3���14 �
���t :���<� ��$�� ��?n C��/ :p/��* o<

��<u/Dn �#��� 0v�U	 :p/��* 0��! ��� "�� �#�l ��?nX8
�$�� �$ "1,� ��?n D����	 �<����/ �.�M :��8	 i�!.

�
�3���
15� �
���� :��$�� �;�?n C;��/ :;p/��* o;<
���<���<u/0v;�U	 :;p/��* 0��;! �;�� ";�� �#��;G/ ��?n

%��n D����	 �$ "1,� ��?n �.�M :��8	 i�! Dn �#���"��.
:+/��*$��;S ���;<)$� �$�;	 ��� ��	M$�9 D�#B )� ��?9 C��/ ��(

�	����� .�!�;�/$� � �/��;���	 ";.B )� :;+/��* P< ��	M$�9
�	 $��S ��$�� �$�	���� .&;�2 D;� :;+/��* �/�����	 ��	M$�9

�47;1� ��$�;9 �( X��/ :+/��* ���B� ���� )��� �$�	 ������	
�$�� .3��* -���	� W���/ ��(��B� $�� �( $� :+/��* 0��! 0�� %�

�	 0��J/ �$ :+/��* �!��/$� ��	M$�9 ����#9 .
:+/��* -�2��! �?]� i�( 0<����#�P;< �2��! ���?9 C��/ ��(

0	� ��?9 C��/ :+/��*)���<� ��$���;��� L�;� �;7�#	� ��;( (�
�	M$�9)�!�;�/$� � �/��;���	 D;#<�( :S��2 ��$�� (";�� .P;<
���<�:+/��* &.	".B )� D9 "�� 0<� �<�/�#@ ��?9 C��/ ��(

6 Partial Forward Secrecy
7 Perfect Forward Secrecy
8 Key-Compromise Impersonation
9 Unknown Key Security
10 Implicit Key Authentication
11 Explicit Key Authentication

Archvie of SID

www.SID.ir

www.SID.ir


�-��<� �	$ 0���� �??�E� 0�� N���H#n 0��,� �L�8	 D����	bd�bg�.	hh-�.H]� %�4,��� �bgc

:+/��* )� �7.� ��	M$�9�;� ��;<) �#7;1( �E��J	 ��?9 C��/ ��(
�	 ��E�/ ��?9 �#@ ��?9 P< ���� "1,� P< 3�����##9.

6-+���������� �.����� ����
����	 ���
:+/��* ��$ �� ��^7w	 $��	 &<$�� �^S Vw� 0<� $���;(
&�;��� D7;��� D;	�#�(��� �� �#7�	 �<�/�#@ ��?9 C��/ .0;<� $�

:+/��*%��9 ��<�/ �$ �4<��( ���� !� $=� $�� �� �! 0��! ��(
�	 >�7,	 ��?9 �#@ NO� ���)�� .�7�#	� VE�@ D9 �<���M )�

K�! 0<�D� X8 �	 �=E �"�� %��H7�� �$�	 ��G	� K�! )� ���� �(
	 �.�M ��(�G	� ��$���&<)���* .$� �;�$�� %��;�( D� �(�G	� 0<�

W��B)x-y (%�� %��� -�,���� .�$�=�����0;<� $� %��H7�� �$�	
W��B $� DE�8	)x-b ("�� %�	M .

W��B)x-y (-�7� $� �"��$ "�� )� D9 "�� -�7� $�.@ ��$��
i�;! ��;	 %�/�9 �	��� ��(��?9 3�� -�7� �K�! 3�� W��A�

�G	� DU��$ 3�� -�7��$�� $��;S �;G	� ��$�� 3$�.@ -�7� � .$�
:+/��*��)� D� ��$�� �$�	 ��(n���;J/ ����^/ $��8	2n�;<
2 1n −�	 D7A�� "1,� ��?9��� .W��;B $�)x-y (:;+/��*-

�;8	 �� ��)� D� �$ �<�/�#@ ��?9 C��/ ��(���;^/ $�1 2,A At t
%��� $��S ��$�� �$�	>�7;,	 �;�?9 $�;.@ "A�� D� D9 &<�)$�

K�! )� �A��>�7,	 ��?9 D� �((�	 ��#	����.

W��B $�)x-x (:+/��* kJlW��;B $� %�;� K�U	 ��()x-y (
"�� D7�� $��S ��$�� �$�	 .kJ;l 0;<� )� �A��)� D;7���� �;(

"�� �JB��	";�� %�;� %��� 5�B$� �.�M D� W��B $� D9 .$� �;	
kJl �A�� D	���";�� %�� K�U	 DE�8	 0<� 0�HE�	 X��/ D9 �(

�	 $��S ��$�� �$�	 �$&�(� .

�7��8-9 :/�10��
gD�/�	 )� ���l %����<) �E�	q

,A Bx x��	 ��L�! �]�^A ��(��?nA�B

��	 ��L�! �	��� ��(��?nA�B

,A Br r
%�/�n �]�^A ��(��?n��	)���^/ �<��8	 (

A�B

��	 %�/�n �	��� ��(��?n)���^/ �<��8	 (
A�B

,A Bs s-���$�9 ��(�G	�A�B

>�7,	 ��	 ��L�! D��	��	 ��?9A�B

K"1,� ��?9

7���6-: :#&�+�;<������� �=+�� � �5�� ���������	 �
�� ���� ���*

�=+���5�� �5�� (>�� ����
�� ?�@
HL98

[6]

YJ [16]

1 2 1 2( )( )A A A A A As x H t t r r= − ⋅ + WHH
[17] **

HL01
[7]

ZFL
[18]
YSH
[15]

Tseng
[14]

Shao
[12]

HC [8]

HCH
[9]

*K�! 3��/ ���B� T�@$�.@:+/��* �#���( W��B 0<� $� ��B�	 ��()z-b ("��� ��<D9 ���H/ 0�	 ���j/ ��$�� � �G	� DU��$�#9.
**F��/( )H"�� )�1�($� F��/ P< .-$�( D�E�� %�<� i A�� K�! 0<� $� -0�E)<#J�%�<�")�1�($� F��/ )� %��H7�� 3��(""�� %�� $�7$.

,A By y

,A Bt t

A Bx x
A BK g=

1 2
?

1 2( ) A A
A

t ts g
A A Ay g t t

⋅
= ⋅ ⋅ 1 2

1 2( )A At t
A A A As x g r r= − + 1/ 2

1/ 2
Ar

At g=

1 2
?

1 2( )A A As t t
A A Ay g t t ⋅= ⋅ ⋅ 1 2 1 2( )( )A A A A A As x t t r r= − ⋅ + 1/ 2

1/ 2
Ar

At g=

( )1 2
?

1 2( ) A AA h t ts
A A Ay g t t ⋅= ⋅ ⋅

1/ 2
1/ 2

Ar
At g=

1 2
?

1 2
A A As t t

A A Ay g t t= ⋅ ⋅ 1 1 2 2A A A A A As x t r t r= − − 1/ 2
1/ 2

Ar
At g=

( )1 2
?

1 2( ) A AA t ts
A A Ay g t t += ⋅ ⋅ 1 2 1 2( )( )A A A A A As x t t r r= − + + 1/ 2

1/ 2
Ar

At g=

( )1 2
?

1 2( ) A AA t ts
A A Ay g t t ⊕= ⋅ ⋅ 1 2 1 2( )( )A A A A A As x t t r r= − ⊕ + 1/ 2

1/ 2
Ar

At g=

1 1
1

?

1 2 ,B B A A Ax x t s t
A A A A At t t y t g

− −

= ⋅ = ⋅ 1 1 2( )A A A A A As t x t r r⋅ = − +
1 2

1/ 2
1/ 2

A A

A

r r
A

r
A B

t g
t y

+=

=

1 1
1 2

?
( )

1 2 ,B B A A A Ax x t t t s
A A A A At t t y t g

− − += ⋅ = ⋅ 1 2 1 2( )( )A A A A A A As x t t t r r= ⋅ − + +
1 2

1/ 2
1/ 2

A A

A

r r
A

r
A B

t g
t y

+=

=

1 2 1 2( ) ( )
1 2( )A A A AB A At t s K t t

A A Ay g t t− ⊕ ⊕= ⋅ ⋅ 1 2

1 2 1 2

( )
( )( )

A AB A A A

A A A A

s K t t x
t t r r

⊕ = −
− ⊕ +

1/ 2
1/ 2

Ar
At g=

1 2
?

1 2

( )

( )

B

A A

x
A A A

s h
A A A

h t t

y g t t

= ⋅

= ⋅ ⋅

1
2

1 2

( )
( )

Ar
A B A

A A A A A

h y t
s x h r r

= ⋅
= − +

1/ 2
1/ 2

Ar
At g=

Archvie of SID

www.SID.ir

www.SID.ir


b{|�<�B �<�/�#@ ��?9 C��/ :+/��* P< :�?�/ � ��J	

7���8-8 :A�4������������	 �
�� ���� ���

?�@
(B)0 �
�� /����

��%  &'�=*A�4

HL98 [6]2 1n −:JB�G	�[16]

YJ [16]2 1n −:JB�G	�[17]

WHH [17]2 1n −:JB�G	�[15]

HL01 [7]2 1n −:JB�G	�[18]

ZFL [18]2 1n −:JB�G	�[15]

YSH [15]2 1n −?9 D?�2�D7A�#��� �[15]

Tseng [14]2n�G	� :JB[12]��( :JB D?�2<?9 �� "�%�� $�+�M �]b[

Shao [12]2n?9 D?�2�D7A�#��� �[13]

HC [8]2n�( :JB D?�2<?9 �� "�%�� $�+�M �]b[

HCH [9]2n
?9 -�� $�+�M ���]�^A ��0��!�<?9 P��"1,��D�
?9�� �<�4���	 $�+�M�����.]b[

*K�! )� �A�� $� D+#<� "?�%�� D7A�� >�7,	 ��(��?9 ���J/ W��B $� ��B�	 ��(2 1n −��?9 D?�2 ����� $� "�#	� ���<� �"�� ��?9
"�� %�� D7A�#� .$� Z?U	 0<�[7]"�� D7�� $��S ��$�� �$�	.

8-9�. (��� ���  �12��*% +��*%- �
����+ �*.
������Tseng

K�!Tseng[14]W��B $�)x-y (";�� %�;� %��� -�,�  .
D?�2 $��%�� $�+�M ��?9 �� "<�( :JB&B�;.	E7A� $� �;�;�$�
?9 07����]�^A ��A��� �$ ��A �$�� �^S�BD;�A;�J	�

�#9.����:;+/��* ��$ �;� D;?�2 0;<� W�;���Tseng&B�;.	 �
��8	<�1 2( , , )B B Bt t s) �$�^� �$<	 D����	 ���#9:

( )1
1

1
1

2 1

1

,

,

A
B

B

x
t

B B AB

t
B B B B B

t y t y

s t t t g y

−

−

= =

⋅ = − = ⋅

�<��8	 D����	 )� N* &B�.	1 2( , , )B B Bt t s���� �$ �.�MA
�	 W��$��#9.A���}�	 D��$ �;G	� �;�<�/ �<��8	 0<� "�<$�

�	 3���� �<) �$�^��(�:
1 1

1 1
A Ax x

b B At t y g
− −

= = =

( )
1

1 1 1
1 1

2 2

A
A

A B B

xx
x t t

b B BBt t y y

−

− − −⎛ ⎞
= = =⎜ ⎟

⎝ ⎠
1
1

1 2
Bt

B b b Bt t t g y
−

= ⋅ = ⋅

( ) 11
1 1

1 1

B
B BB B B B

B B

t
t ts t s t

B B B

t t
B B

y t g g y g

g y g y

−

−

= ⋅ = ⋅ ⋅

= ⋅ ⋅ =

A�* $�<?9 -���(��) �$�^� �$ "1,�<	 D����	 ���#9:

�	 %�(�,	 L�� $� D9 $�U���($�;�7A� $� :�E�� &B�.	 ���
�<��8	 07���1 1 2( , , )B A At t t�	";1,� ��(�;�?9 ����/3K�

4K�#9 D����	 �$ .:+/��* 0<����#�Tseng:JB D?�2 ����� $�
"�� 0	��� %�� $�+�M ��?9 �� "<�(.

8-"��*% +��*%- �
�� �. (��� ���  �12��+ �*.
������HC

K�!HC[8]W��B $�)x-y (";�� %�;� %��� -�;,�  .$�
D?�2�( :JB�%�� $�+�M ��?9 �� "<&B�.	7A� $� ���07;��� $�
?9�]�^A ����$�9A�;�� �$ ��;A �$�� �;^S���$�;9BD;�A

�J	��#9.����:;+/��* ��$ �� D?�2 0<� W����HC�&B�;.	
�	����/�<��8	1 2( , )B Bt t�$�;#9 T�w7�� ���1	.$��$�;^#<�

1 2 0A At t− =�1 2 0A At t⊕ =�� �(��A .N*DU��$�G	� �

( )
( )

11 1
1 1 1 1 1

21 1
2 2 2 1 1

1 1 3 2 1

2 1 4 2 2

,

,

A
A A A B B

A
A A A B B

r
r r r t t

b b B A

r
r r r t t

b b B A

K t g K t y t

K t g K t y t

− −

− −

= = = = =

= = = = =

Archvie of SID

www.SID.ir

www.SID.ir


�-��<� �	$ 0���� �??�E� 0�� N���H#n 0��,� �L�8	 D����	bd�bg�.	hh-�.H]� %�4,��� �b{b

W��B $� D9 $�U���()x-y (";�� %�;� %��� -�,��;<) �$�;^�
��� �(��A

1 2 1 2 1 2

1 2

( ) ( )( )
(0) (0)( ) 0

B AB B B B B B B B

B B B

s K t t x t t r r
x r r

⊕ = − − ⊕ +
= − + =

���;1	 �<��8	 &B�.	 0<����#�1 2( , )B Bt t�;	 �$�;� �;���/
B ABs K=��L�;! �;]�^A �;�?9 D;9 �<���M )� � �#9 �G	�
��$�;9 ��	AD�;���	 �$�� $�;�7A� $� �$Ax

B AB Bs K y= =

��� �(��w� :+,	 �� ���� .�	 D��7� N*&<���D9&B�;.	 �;��
��$�9 ��	 %�/�9 �]�^A ��?9A�;� �;��� D7;��� $�;�7A� $� �$

T�w7��1 2B Bt t=�B ABs K=�72����	���� �$ ��A ����/
BD�A�#9 ��J	 .

�4<� kJl��G	�K�!HCD9 "�� 0<�?9 &B�;.	 ���;��
]�^A��L�!���	��i�!:+/��*���� D7��� �$��72��	�
	 ����/�<��8)<�#9 D����	 �$ �:

( )
( )

1
1 2 1 2 1 2

1
1 2 1 2 1 2

( ) ( ) ( )

( ) ( ) ( )
A A A A A A AB A A

B B B B B B AB B B

r r t t x s K t t

r r t t x s K t t

−

−

+ = − − ⊕ ⊕

+ = − − ⊕ ⊕

�-M )� %��H7�� �� NO���8	<) �<"��� �$ �����$�:
1 2 1 1 2 1

1 2 1 2 2 2

1 2 1 1 1 2

1 2 2 1 2 2

( )
1 1 3

( )
2 2 4
( )

1 1 2
( )

2 3 4

A A A B A B

A A A B A B

B B A B A B

B B A B A B

r r r r r r
B

r r r r r r
B
r r r r r r

A
r r r r r r

A

t g g K K

t g g K K

t g g K K

t g g K K

+

+

+

+

= ⋅ = ⋅

= ⋅ = ⋅

= ⋅ = ⋅

= ⋅ = ⋅

$��$�] 0<���� &B�.	<?9 P�?9 $�.@ )� �;��";1,��$
�$�M "����72�$ D�	��/ D� ����/��<� �$ �4��$�M "��� �.

8-8C��������	 �
�� ���� ������ C���
:+/��*HCH���;J/ "A�� ����2n�$�;	 ";1,� �;�?9

�	 $��S %��H7������ .W��B $� D9 $�U���()x-x (;	 %�(�;,	�-
�$�;	 �	 D9 "�� �?+/��* 0<�7.� �7�#	� �Q� )� :+/��* 0<� ���

%��� $��S ��$��&<� .�;� D;9 ";�� 0;<� K�! 0<� �'�B kJl �.#/
� :;+/��* 0��;! ��;	 ��L�! �]�^A ��(��?9 -�� $�+�M

9 D� �"1,� ��?9 P<�;	 $�+�M �4<� ��?���;�)6�;l�/ ���;�
Vw� D� �7,��d-y-z)�]b[��� DJB��	.(

D-���� ������	 �
�� ���� ������ �� �����
W��B $� D9 $�U���()x-x(;	 %�(�,	�( ��;��)� 3��;+~

:+/��*��B�	 �<�/�#@ ��?9 C��/ ��(E�;A�� W�+;�� )��";1 .
����#�<2��! 0�<?9 C;��/ :;+/��* P;��/�;#@ ��<-��;� 0;	�

�)�1�($� F��/ )� %��H7��8�/ � "S� D���$�� )�;�� ��7,�� C .�;	
� $�<$�� �^S Vw� 0<#@ D� &��( 0�* "���#9 ���&.

D-9�/�E�)
� ������ A
F��
:;+/��* $� ���.#;,�* K�!)z-b (";�� %�;� %��� -�;,� .

]�/�� k<) K�� D� :+/��* 0<"�� �:
•A-��#� D����;^/ ���;�� %�;##n)�mM*

1 2,A A R nr r Z∈�$
�	 T�w7���#9 .�<��;8	 NO;�1

1
Ar

At g=�2
2

Ar
At g=�

1
1
Ar

A At t=DU��$ )� %��H7�� �� � D����	 �$)<�

( )( )1 2
2 1 2

Ar
A A B A A As x y t r r= − ⋅ +

������)G-�:(�/�E�)
� ������	 �
�� ���� ������

�;;	 �;;G	��;;#9 .A�<��;;8	 D;;?2�	 0;;<� -�;;<�* $�
( )1 2, , ,A A A At t t s���� �$B�	 W��$��#9.

•B���^/ ����� ���*
1 2,B B R nr r Z∈�;	 T�w7�� �$�;#9.

�<��;;8	 NO;;�1
1

Br
Bt g=�2

2
Br

Bt g=�1
1
Br

B Bt t=�$
�� � D����	DU��$ )� %��H7��)<�

( ) ( )1 2
2 1 2

Br
B B B B B Bs x y t r r= − ⋅ +

�;;	 �;;G	��;;#9.B�<��;;8	 D;;?2�	 0;;<� -�;;<�* $�
( )1 2, , ,B B B Bt t t s���� �$A�	 W��$��#9.

•A}�	 D��<��8	 "�<$�( )1 2, , ,B B B Bt t t s"�;] ��7��
�$�^� �$ �G	�)<�

( )( )21
?

2

Ax
BBB

t ts
B B By g t t

⋅
= ⋅ ⋅

�;;	 �;�$���;#9 .D;;9 �/$�;;] $�0;<���;;1/�$��;;S��
�����A��B��	 �($ �$ :+/��*��#9�m$�;���$�;] 0;<�
?9��(��) �$�^� �$ "1,�<	 D����	 ���#9:

( ),B B

B
x Y

*
1 2,B B R qr r Z∈

1
1

Br
Bt g=  , 2

2
Br

Bt g=

1
1
Br

B Bt t=

( )( )1 2
2 1 2

Br
B B A B B Bs x y t r r= − ⋅ +

( )( )21
?

2

Bx
AAA

t ts
A A Ay g t t

⋅
= ⋅ ⋅

, {1, 2}

Aj BiBi r rr
ij AjK t g

i j
= =

∈

( )1 2, , ,A A A At t t s

( )1 2, , ,B B B Bt t t s

( ),A A

A
x Y

*
1 2,A A R qr r Z∈

1
1

Ar
At g=  , 2

2
Ar

At g=

1
1
Ar

A At t=

( )( )1 2
2 1 2

Ar
A A B A A As x y t r r= − ⋅ +

( )( )21
?

2

Ax
BBB

t ts
B B By g t t

⋅
= ⋅ ⋅

, {1, 2}

Aj Aj Bir r r
ij BiK t g

i j
= =

∈

Archvie of SID

www.SID.ir

www.SID.ir


b{y�<�B �<�/�#@ ��?9 C��/ :+/��* P< :�?�/ � ��J	

: , {1, 2}A j A j Bir r r
ij BiK t g i j= = ∈

•B���}�	 D��<��;8	 "�<$�1 2( , , )A A At t s"�;] ��;7��
�$�^� �$ �G	�)<�:

( )( )21
?

2

Bx
AAA

t ts
A A Ay g t t

⋅
= ⋅ ⋅

�;;	 �;�$���;#9 .D;;9 �/$�;;] $�0;<���;;1/�$��;;S��
�����B��B��	 �($ �$ :+/��*��#9�m$�;���$�;] 0;<�
?9��(��) �$�^� �$ "1,�<	 D����	 ���#9:

: , {1, 2}A j BiBi r rr
ij A jK t g i j= = ∈

D-"������ �&
��� �
����/�E�)
�
��%  &'��% �
�� (
���:D?�2 $�%�� D7A�#� ��?9&B�;.	
�;;�?9 07;��� $�;;�7A� $� �;���(";;�#	� �$�� �;^S :;;�S ";1,�

"1,��)���� �UA D� �$ ��J� ��( .:+/��* $�����.#,�*&B�.	
��?9 07��� $��7A� $� ����("1,�

A j A j Bir r r
ij BiK t g= =

"1,� "�#	� �<�./ ���� ���H	 ��� !� ��(��;J� ��;(
�$�M �(��w� "��� ."A�� ���� ��<)��;(�7	�$�* )� ";1,� ��?9

"S�	1Ar�2Ar�;��j/ ";1,� �;( $� D;9 ";�� %�;� %��H7��
�	�##9.%�;� D7A�#;� �;�?9 ";�#	� ���.#,�* :+/��* 0<����#�
�$��.

(
��� &'��%�0 �
��:$��D?�2 0<�W�J &B�.	C�$�� �;^S
D��4�0�� :+/��* ���B� ���$ $� ��A�B$� D;9 �;#9 ";E�A�
-�<�*�B�� ���� D7��� $�^/C%��� 3���� "1,�D+�E�2$�A��

�� D9 "�� $��� 0<�B";�� %��� 3�;��� �;�?9 C;��/ .&B�;.	C
D?�2 0�#@ W���� �$�]$�������.#;,�* :+/��* ��$ ��3�;�*

�E��$�( )1 2, , ,A A A At t t s)�i�!A�	 �� �$�#9  .D;+#<� ����
�<��8	 ����7�( )1 2,A At t��;A �;]�^A �;�?9 )� %��H7;�� �;� �$

�G	� �<) �$�^��#9

( ) ( )1 2
2 1 2

Ar
C C B A A As x y t r r= − ⋅ +

���^/ �<��8	 �<��( )1 2,A Ar r$� ���� D7��� $��7A� $� �$
D?v;1	 :;2 �;� �;.�M -�$�M ";��� ���� ��<) �$��� �$ �.�M D+�E�2

�� �(��A DB��	 D711� &7<$�4E .&B�;.	 0<����#�C�;���;���/
�#9 W���� ���.#,�* :+/��* ��$ �� �$ D7A�#��� ��?9 D?�2.

��% +��%- �
�� �. (��� ���  �12:$�D;?�2 0;<�&B�;.	
W�JC��L�! �]�^A ��?9 07��� $��7A� $� ����	A
 ;/
�	���� �$ ��A �#9BD�A�#9 ��J	 .:+/��* $�����.#;,�*

�]�^A ��?9 &B�.	 �����L�!��;	AxD7;��� $�;�7A� $� �$
���� �$ ��A ����7� D+#<� ���� ����BD�A$��S �<�� �#9 ��J	

������G	�

( )( )1
2 1 1 2 2

Br
B B A B B B B Bs x y t r t r t= − ⋅ +

�$��)� D;;�( )1 2,B Bt t%��;;wE��;;#9 D�;;���	��;;	�:�E�;;�
�]�^A ��?9 07����BxD� $��S� D����	;<�;(��w� $��;8	 0

��� .N*:+/��*���.#,�*�;�?9 �;� ";<�( :;JB D?�2 ����� $�
0	� %�� $�+�M"��.

�*��� ��)
� (
���:�;	 -�;�� �;7�#	� �;��<� 0;<�D;9 �$��
��L�;! �;]�^A ��(��?9 -�� $�+�M �$�]$�-���$�;9 ��;	

";;1,� ��(�;;�?9 ";;�#	��;;7H�� �;;UA D;;� �;;?�S .:;;+/��* $�
��(��?9 &B�.	 ��� ����.#,�*��;	 ��L�;! �]�^AAx�

Bx��� ���� D7��� $��7A� $� �$�/D�;���	 �$ ";1,� ��?9 ���
�#9 ."1,� ��?9 D����	 ���� ��<)

Aj Aj Bir r r
ij BiK t g= =

"S�	 ��(�7	�$�*Air�<Bjr��)� D�, {1,2}i j ∈�$�;<��
���� D7��� $��7A� $�.�<��8	 )� %��H7�� �� �$ �(�7	�$�* 0<�Ait�<

Bjt���D7;11� &7<$�;4E D?v;1	 :;2 �;� ��<) �$�M "��� ����/
�� �(��A DB��	 .)� %��H7�� �� &B�.	 �<M &�#��� W�2As�<Bs

�	��;(�7	�$�* �;���/";S�	Air�;<Bjr�$�M ";��� �$ .q�;
�	&B�.	 &�#9As�;��� D7;��� $�;�7A� $� �$ .�;� �$�;^#<� $�

��� �(��A DB��	 �<) DU��$

)z-b(( )( )1 2
2 1 2

Ar
A A B A A As x y t r r= − ⋅ +

)� �;;;;;#/$��� &B�;;;;;.	 ���;;;;;� 3�;;;;;?J	 ��;;;;;(�7	�$�*
( )1 2, , , , ,A A A A B At t t x x s .DU��$ ��	�?J	 0<� )� %��H7�� �� ��

)z-b (�	 :<��/ �<) DU��$ D� �$�#9

)Y-�(( ) ( ) ( )1 2
1 2 1 2
Bx
A A A A A At t x s r r

−
⋅ − = +

���1/ �@ "�� -�#9�)Y-� (";�� 3�;?J	 &B�;.	 ���� .
���J/ D� 0<����#�q)��;B� -M ��$ :;+/��* D;9 ���l %��� D�/�	

�	��� (��7J	 \�)( )1 2,A Ar r���1/ $�)Y-� (�	 ��]�##9 .
��;(�7	�$�* )� �;+< 07�< ���� 0<����#�1Ar�;<2Ar3�;�/ �;<��

���� ��$�� ���l %��� ��G�� .07;��� $��7A� $� �� &B�.	 N*
��� :+/��* 0��! �]�^A ��(��?9:�S "1,� ��(��?9 ����/

�$�M "��� �$ .:;+/��* 0<����#����.#;,�*��;,�* ";�#	� ��$��
:	�9"��.

D-8���;0
>/�� .�/�E�)
� ������
���Ax�Bx�$&( $�&�#9 T�l(��A ��"��� &:

Archvie of SID

www.SID.ir

www.SID.ir


�-��<� �	$ 0���� �??�E� 0�� N���H#n 0��,� �L�8	 D����	bd�bg�.	hh-�.H]� %�4,��� �b{x

( )( )( )
( )( )( )

( )( )
( )( )

( )( )

1

1

1

1

1 1

2
2 1 2

2
2 1 2

2
1 2 2

2
1 2 2

2 2 2
1 1 1 2 2

2 22
2 2 1 2 2 2 2

A

B

B

A

A B

r
A B A A A AB

r
B B B BA

r
A B A B A B BA

r
A B A B AB

A B A B B r r
A BB A

A A B A A B B

x x s y t r r

s y t r r

s s s r s r y t

r s r s y t

r r r t r
y t y t

t r r t r t r

= − ⋅ +

⋅ − ⋅ +

= − + ⋅

− + ⋅

⎛ ⎞+
⎜ ⎟+ ⋅ ⋅
⎜ ⎟+ +⎝ ⎠

L�� DU��$ i�! �� ���-��/ D� �$g&������(��A�"��� &:

( )( )( ) ( )( )( )

( )( ) ( )( )

( )( )( )

( ) ( ) ( )

2 21 1
2 1 2 2 21

2 21 1
2 2 1 2 21

1 1
2 2 2 2 22
1 2 21 1 2 1 2

211 1
1 2 1 2

r rA B
A A A A B B BB A BA B

r rB A
A A B B A B A B ABABA B

r rA B
A BB A

A A AB A B B B

xA
A BBA B B A

s y t r r s y t r rx x
AB

s r s r y t r s r s y ts s

y t y t
r r r r r rr r

s t ts s r r
B B A A

g K g

g g g

g g g g

g t t t t

− ⋅ + − ⋅ +

− + ⋅ − + ⋅

⋅ ⋅

− ⋅ ⋅

= =

= ⋅ ⋅

⋅ ⋅ ⋅ ⋅

= ⋅ ⋅ ⋅ ⋅
( )

( )( )( )

21

2 21 11 1 1 1
1 2 3 4

xB
B AA

x xA B
B AB AA B A B

s t t

t t t tr r r rK K K K

− ⋅

⋅ ⋅
⋅ ⋅ ⋅ ⋅

$� D9 $�U���(L�� DU��$�	 %�(�,	D;� ���1/ 0��! ���
-���$�9 �]�^A ��?9�$�� �471� .0<����#�D9 �/$�] $�&B�.	

DU��$ )� %��H7�� �� ���� D7��� $��7A� $� �$ "1,� P< ��?9 $�.@
�;�� L��$��;8	 �;���/ABKD�;���	 �$�;�?9 D;+#<� �;4	 �;#9

��L�! �]�^A���� D7��� $��7A� $� �$ 0��! )� �+< ��	.
:;+/��* i�! �� �]�^A ��?9 &B�.	 &�#9 q� ��� W�2

�	 �72��� �$�^#<� $� ����� D7��� �$L�� ���1/ �@ i�! ����/
D�;;���	 �$�;;#9 .��(�;;�?9 ����;;1/ 0;;<� ";;��$ i�;;! $�

1 4,....,K K����#71( W�.�	 &B�.	 � .�;��M )� �;	��<D;� D;9
?9 -��/��(��;]�^A���;	 %�;/�9Air�;<Bjr;�$�%���;��

?9 )� �/ D� &B�.	 ��� 0<����#���(��1 4,....,K K����� D7��� �$
���?9 ����/��$�M "��� �$ 3$�.@ � .:+/��* kJl �	 :+/��* N*

HCH�( D� �$��� �$�E� 0�:;+/��* D�( )� :�;(�?9 W��;�/;��
�/�#@�<0	�"�� �/.

* :+/��*���.#,��8	 $�<K�! �� D1HCH�( ���E )� �<D;#
/�����	�:+/��* i�! �( D�<���$ -��/ P�	 D�l��)� � �;#9
�( ���E<!��/$� D#��� :;+/��* i�! �(;<�;<�;l� �7	�$�;* P�
�#9 W��$� .

H-��
I  J
&0
:+/��* �E��B� ��$�� D� DE�8	 0<� $��<�/�;#@ �;�?9 C��/ ��(

/ �2 � �� D7A���*�A�� D� �$�K�!�(���� D'�$� ��B�	<& .$�
�$����<:+/��* 0)�#( D9 �� %�(�,	 �(<�/�;#@ :+/��* P�<

/ )� %��H7�� -���";�� %�;,� D;'�$� 0;	�  	�9 )�1�($� F��� .D;�
�(�E� 0��	 :<* K�! P���.#,���� D'�$�<kJl 3��/ D9 &�(�
K�!�;(�;	 i�;!�� �$ :;�S��;#9 .�;<�( ��;�E )� K�;! 0<D;#

/�����	��( �<!��/$� D#��;�.B�;/ :;��S $���;� ��D;� "�;1�
K�!�(�?�S��$��� .

K����
]b[��������	 �
������:+/��* ��$���� �#7�	 ��?9 C��/ ��(

&A� ��G��\�)�)��D1<�8	 � �UA�� ��(�.�M ��D	�� -�<�*
0�12 3�	� %�4,��� ���$� ���#�$�9)5(0�.� �-��./ �bxh{ .

[2] ANSI X9.42, Agreement of Symmetric Algorithm
Keys Using Diffie–Hellman, Working Draft, May
1998.

[3] ANSI X 9.63, Elliptic Curve Key Agreement and
Key Transport Protocols, Working Draft, July
1998.

[4] S. Blake-Wilson, D. Johnson, and A. Menezes.
Key agreement protocols and their security
analysis. In Proc. of Sixth IMA International
Conference on Cryptography and Coding, pages
30 – 45. Cirencester, UK, 1997.

[5] W. Diffiee, M. Hellman. New Directions in
Cryptography. In IEEE Transaction on
Information Theory, IT-22 (6), pp. 644-654, 1976.

[6] L. Harn, H.-Y. Lin, An authenticated key
agreement protocol without using one-way
function. In: Proceedings of eighth information
security conference, Taiwan, May 1998; p. 155–
60.

[7] L. Harn, H.-Y. Lin, Authenticated key agreement
without using one-way hash function. Electron
Lett 2001;37(10):629–30.

[8] H. Huang and C. Chang. Enhancement of an
Authenticated Multiple-Key Agreement Protocol
Without Using Conventional One-Way Function.
In CIS 2005, Part II, LNAI 3802, pp. 554 – 559,
2005. Springer-Verlag (2005).

[9] C.-J. Huang, S.-H. Chang and W.-H. Hsu,
Authenticated Key Agreement Protocol for
Exchanging n2 Keys without Using One-way
Hash Function, In NCS ������� DSpace
at FCUniversity, available in:
(dspace.lib.fcu.edu.tw/bitstream/2377/3190/3/ce0
7ncs001999000185.pdf ), (2006).

[10] IEEE P1363, Standards Specifications for Public-
Key Cryptosystems, Working Draft, July 1998.

[11] A.J. Menezes, M. Qu, and S.A. Vanstone. Some
key agreement protocols providing implicit
authentication. In: Proceeding of the second
workshop on selected areas in cryptography
(SAC’95), 1995; pp. 22–32.

[12] Z. Shao, Security of Robust Generalized MQV
Key Agreement Protocol Without Using One-way
Hash Functions, Computer Standards and
Interfaces, Vol. 25, (2003) 431–436.

[13] K.-A. Shim, Vulnerabilities of generalized MQV
key agreement protocol without using one-way

Archvie of SID

www.SID.ir

www.SID.ir


b{z�<�B �<�/�#@ ��?9 C��/ :+/��* P< :�?�/ � ��J	

hash functions, In: Computer Standards &
Interfaces, 29, (2007), 467–470.

[14] Y.-M. Tseng, Robust Generalized MQV Key
Agreement Protocol without Using One-way Hash
Functions. Computer Standards and Interfaces,
Vol. 24, (2002) 241–246

[15] H.-T. Yeh, H.-M. Sun, T. Hwang, Improved
authenticated multiple-key agreement protocol, in:
Proceedings of the 11th National Conference on
Information Security, TaiNan, Taiwan,May 2001,
pp.229–231 .

[16] S.-M. Yen, M. Joye, Improved authenticated
multiple-key agreement protocol, Electronics
Letters 1998;34 (18):1738–1739

[17] T.-S. Wu, W.-H. He, C.-L. Hsu, Security of
authenticated multiple-key, Electronics Letters 35
(5) (1999) 391–392.

[18] H.-S. Zhou, L. Fan and J.-H. Li, Remarks on
unknown key-share attack on authenticated
multiple-key agreement protocol, In Electronics
Letters 2003;39 (17):1248–1249.

Archvie of SID

www.SID.ir

www.SID.ir

