
���� �� ��	
 ����� ����� ���� ����� ������� ���	��  	!
	"�#	$ ��%� $ �&���  ����

���� ���	
�������� ����	�

��������� ��	� � �	 �!��"� #$%& � '�( 
)*+���,)-)./0� � ,)(1-� 20�)%� 
��3 ��

�/��4	) �5�%�	 
��+��� �!��"� #$%& � '�( 
)*+����

{mkhalilzadeh, mahfathy}@iust.ac.ir

'(��)

6�)7	 8"� 0�6�9�5 :�;� <�=+/ '�9�5 �" >�-�./��	6�.? 0� �0) #5� 
�? 6@�0� )�")A 6"�B� � 
�);�5� )A ��0�	 0)�5 �)C .0�

�? 6@�0� >�-�C � 'D)�	 8�A 
�;� �� �)A E�	 �" 6@�0� )AFG5�C 6%��A �H/���5� ��./��	 6�9�5 :�;� <�=+/ '�9�5FG50�

�"�*=5)I6A �0��3 E)50� )"FG5#5� 
�? 8��$/ �/J)A .8"� 8��$/ 0��C :�;� <�=+/ K�� �H/���5�FG5�0��+C �)G� K�� �
�=+/ 6%"�C<��$A 6"J 6A E)50� 6%"�C�L5)%	 M% �� N)O�� � �"�*=5)I #��	#5� 
�? 6���3 �B� 0�.

'*�+,	!,(��-
6�9�5 :�;� <�=+/ '�9�58"��A �)A �)�")A 6"�B� ��./��	)Bayesian game('D)�	 �P���	 �

. -��(/�
'�9�5'�9�5 :�;� <�=+/ �)CN�� �)C)" �0����

#=5)" 6�.? 0� )C����0 �A ,0)B� �%"��� 6 �%�9C �0����
'�9�5�	 N)O�� 0) ��� 0�GA �0 ��/��4	) �)CP�D )A � �%C�

#��)$� ,)(1-� �0���	 <�=+/ )��� ����/ � )C6 �%C�)"�
K0 
�? Q"�$/ M�I � 6��R �" )A SA)G	 )" ��)( ��T ����)$�
����/ )A E��$	 ��T ����0 ��A ,0�& 0� � ��� )" #5� 
���

�	 �.� �0 '�9�5 �"�	 �L5)%	 0��+C�%%  .�)���9�5
�)����)$� 6A L5)%	 �"�*=5)I !)�	� :�;� )A 6�A)7	 � <�=+/

�0 U�=	�	 'C��� ����%")��]V�W[.
�)���9�5 �0)�$	6�9A�� 6X.? #�)5�" 6A :�;� <�=+/

#5� ..? 0�6�Y�@�5 S"�- � 6�.? �����/ ���5 �)C)C�/�0 �)C

��0� ��	 E)7��� )C�A)" .<�=+/ '�9�5 � 
�);�5� !)�	� 8"��A)%A


)*�5� 8"� 0)% 0� :�;�)C
�)�I )"��D� )��� ���� 0� !� �)5
�0�� .0� 0� 6 #9��)R 0� 8"�6�.?��0�	 0)�5 �)C8�%Z


)*�5���� 6���3 0)�A �")C��? .�A)[ � )A 6�)50 !� �A 
�1(
6�.? 8"� \��5�0)% 0� �0 0)�A��� !��A0) �5��5� !)�	� )C

�	 'C��� !��A0) �")5�%  .�/ 
���C 6A �3H"� 8"�� )"�I �]���I

�	 ^()A 6�.? ��_�	#��)$� 8�A �")�/ ��?��)(��T � ��)( �)C
���3 ��+	 0)�9A 0)�5 `��	 0� !��A0)  .�0)�$	 8"��A)%A

'�9�56�.? 0� 
�? 6���30)�A :�;� <�=+/ �)C�A)[ ���5 �)C
0� '�7�9	 
�);�5�6�.?��A �C��=� ��0�	 0)�5 �)C.

#�)5�"6�.?0)�5 �)C��0�	#5� 8��	 ��A0) L9R�A
6"J�%Z )" FG9	�?)A �� .
�3 6�C FG9	 #�)5�" 0�E�)$	 )C
�	 6���3 �B� 0�6"J #�)5�" 0� 6���)R 0� ����?�a$A ��


�3�%�9C ,�);�	 8"�")5 )A )C .
�3 �#�)5�" 8"� 0�)A )C
6?�� N��;	 � 
�);�5�6?�� 8"�%Z 6A 2�%A��	 '�97/���?

)6?��E�� FG5 �)C(�0�� 6?���5 �" 6?�� �C � �)6?���5 -
E�� FG5 �)C.(6?���56?�� N��;	 � ��� E�� FG5 �)C��%A

6?���5 U)=��� � !)?��� 8�A �C��)	)5 ���AN�� FG5 2)C
�	 
�);�5��%%  .�	 ���I 6	��� �")D )/ 6"�0 8"�6�� 6 �% 


�3./��	 6�9�5 0)��)5 0� 6�.? �)C����3 0��[ � .8�A b)./0�

�36?�� ���� 0� )C8�A b)./0� � '�7�9	 ,0�& 6A )C6?��)C

6?���5 S"�- ��	 ,0�& )C���3.

1 Cluster

Archvie of SID

www.SID.ir

www.SID.ir


WVc�" >�-6�.? 0� �0) �./��	 6�9�5 :�;� <�=+/ '�9�5)�")A 6"�B� �A �%�.	 2�0�	 0)�5 2)C

6�.? 0����0�	 0)�5 �)C'�9�5 �0)�$	�)C<�=+/:�;�
6A #�)5�" \)5��A�7�9	 6�5� 65��"P"�/
�?6��0)��C �"�

6�9�5 ��./��	d'�97/�	��?]e[.
)�$	 0�6A 
�3 �C ��0 �A ��7�9	 �0�" �7�9	 ,0�&

�	 ��D� :�;� <�=+/ '�9�5��? .�C 0� 
�? 6���3 ,)���f/
P�D 
�3 !)�C 0� 6 #5� �/)(1-� \)5� �A 
�3�	 �0��� ��?


�3 8�A �0)��C 6��*g�C��� ,0�& 6�.? �)C���3 .8"�
6�.? 0� �0)�$	
�3 6�C !� 0� 6 �")C���D� � Lf� 6A 0�)[ )C

#5� L5)%	 �%�9C :�;� <�=+/ '�9�5 �" .
�);�5� 8�%g�C
6�.? 0� !� �6�.? � �/�0) FG9	 �)C6"J�%Z �)C#5� �� .)A


�3 ,)(1-� 6�%"� ���� 6A E)�%"�<�=+/ ���A �7�9	 �)C:�;�
#9�� ��) �0��� ��)" �"�0) �0)�$	 8"�.

�0)�$	 0�/
�? P"��6��0)��C ��	)( �" ���D� )A 
�3 �C
�	 # �? h5)I � :�;� <�=+/ N���)�	 0� :�;� <�=+/�%  .

P�D E�i9	 :�;� <�=+/ �)��	)(���	 ,)(1-� ����/ � �0��
j�( ��A � 
�3 �C��)��R� �)C:�;� �A��A 0� L5)%	 ��$��

�%�9C .���3 '��f/ #�D ��) �C��? 6���)	 #�)�%"� 0�
�$G[�" 0� 6")9�C :�;� <�=+/ �)��	)( #?��� ��D�

�	 # �? 6��0)��C � ��5��5 :�;� <�=+/ N���)�	�%%  .
6�.? 0� ��� �0)�$	 8"� � 
�);�5� ��7�9	 �0)�$	 �%�)�C�)C

��.5)%	 FG9	6�.? �6"J�%Z �)C#5� ��.
6�9�5 �0)�$	�./��	���A 6 #5� 
�? P"�/ �0)�$	 `9A

6�.?�)C6"J�%Z#5� L5)%	 �� .
�3 �0)�$	 8"� 0��C 0� )C
P�D E�i9	 6?����A � ��� ���	 ,)(1-� ����/ � �0��

j�(�%�9C 
�? 
��� <�=+/ �)C:�;� �A��A 0� L5)%	 ��$�� .
6?���5P�D �A 
�1( )C���� ���	 ,)(1-� ����/ � �0��

P�D E�i9	C ��� ��� 6?�� ,)(1-� ����/ � �0���%�9 .
6?�� �C 0� �$G[ ���3 '��f/ #�D ��) �C��? 6���)	
6?�� 6A 6?���5 S"�- � 6?�� !� ,)(1-� #?��� ��D�

�	 E)50� �/J)A FG5����3<�=+/ K�� 6A !��50 )/ ���0 8"�
�	 6	��� E�.[ �A)[�A)".

0-1��� ,	!�	

��0 �0)�9A 
��	�
�R 0� )�")A 6"�B� �A �%�.	 �)C�/��4	) 

E�	 0�B%	 6A �6�.? #�%	� �6%��A � ����/ �!�� �����( �)5
'�9�5 �"�0) �6�.? 0� :�;� <�=+/ �)C�A � ���5 �)C'�5

#5� 6���3 0��[ 
�);�5� �0�	.
Kodialam�Lakshman0�]c[6A �:�;� <�=+/ '�9�5 E�	

�)A �" ,0�&W'C��� 8�A 
�;�6@�0� �3:�;� � j"��5 
�%% 

1 Stand-alone IDS
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3 Hierarchical IDS
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���C 6A ��� ���+�A <�=+/ .6A E)50� 6�%"� N�� 6�)9	 �
6"J#��	 #5� 8��	 � �0�� ���+�A !)	 6A )�� �/J)A �)C

��? ��45 L5)%	 M% �� N)O�� � �"�*=5)I .0� 6�)9	 8"�
6�.?)C�0��� 6�.? !�g�C �")Cob�A�	 ,1�R � �+=A 6 �

�	 !� !)%�+��5 � �0��� �%�"� 6A#5� #��C� �@)R 0)�9A ��? .
~�� �@)9	 �R 6A )�")A 6"�B� �A �%�.	 ���	 6@�0� )A 6	��� 0� )	

'�9�5 0�6�.? 0� �./��	 6�9�5 :�;� <�=+/ �)C0)�5 2)C
�	 2�0�	G[ N�( p�� 6A 
�? 6@�0� �)A E�	 0� � '"���I#�$

6D�/ M/��)7�(� ��)50��A 
��� � 'D)�	 #�C)	 �0�	 0� P���	
�	'�% .

5 Vehicular Ad hoc Network(VANET)
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WVv�" >�-6�.? 0� �0) �./��	 6�9�5 :�;� <�=+/ '�9�5)�")A 6"�B� �A �%�.	 2�0�	 0)�5 2)C

2-,�	"&��3 ,#	$ 4(�
� 'D)�	 8�A ,1	)$/'�9�5�)A �" ,0�fA �0 :�;� <�=+/

�	 E�	 8"��A �)"�I 
�;���'�%  .8"��A 2)A �)�")A 6"�B� 0�
�0 ��	) ,)(1-� 8�")A �" �[��R !� 0� 6 #5� 2)A6A PD

�0��� �A)7	 8�")A .8�")A |�� 6A PD�0 8�")A �C #�)R 8"� 0�
�	 l)f��� E)��R� P"�/ �" �A)7	�C�]Vq[.

<�=+/ '�9�5 8�A ,1	)$/ #�C)	 ���� 6A �8"��A 2)A U)=���

�3 � :�;�#5� 6�.? 2)C .�" ,0�& 6A ,1	)$/ 8"� P[�� 0�

"N)�/)� ,)(1-� )A 2)A"�0� 6 #5�0� :�;� <�=+/ '�9�5 !�
�0��� #�$G[ �A)7	 8�")A |�� �0�	 .�0 !)�	� 8"� 8"��A 2)A

'�9�5 2��A�	 'C��� :�;� <�=+/��)7�(� \)5� �A )/ �% 
�% U)=��� �0 L5)%	 2H/���5� ��A)7	 8�")A |�� 6A PD�0 .

)A � #5� ��)��R� 'D)�	 8�")A �" 
�? 6@�0� 2)A E�	 0�i

!)+��	 
���)A � #5� P���	 �*"� 8�")A ���?j�	 
��� !)+� -
��? .8�")Ai�0�� |�� �� :2�)( |���)A 6 θi=0�	 <=+	��?

)A 6 M"����A |�� �θi=1�	 <=+	��? .8�")A |��i}�D
�&�f� ,)(1-��	 U)9�A ���"� .8�")A �*"� ,0).( 6Aj�

8�")A !��.� )" !��A M"����Ai#9�� �.� )A .8�")A |��j2�)(
)A � #5�θj=0�	 
��� !)+���? .8�")A |��j,)(1-� }�D

���.�)A !� � 8�")A �� �C 6 )%$	 8"� 6A �#5� �)A �	��(.
|��M"����A8�")Ai<�)� �H/���5� ��Attack�Not

attack�	 �)A �0�H/���5� )�%/ !� 2�)( |�� � �% Not Attack

�	 �)A �0�%  .8�")Aj<�)� �H/���5� �� ���Deliver to

Response Module�Deliver to Next Layer�	 �)A �0�% .
'D)�	6�R�	�%Z 6��R �"6��R E�� 6�R�	 ���D� )A �0 ��
�	 )T��%  .)" Q[�/ 6A '��f/ P���	 M% �� 
�C)+	 )A j45

�	 6��R ��$A �R��	 N)O�����3 .)" 6	��� 0� 'D)�	 �H/���5�
0)B��� �0�	 
��A 8"��+�A 6 #9"��� 6A 6��R 6�R�	 �C Q[�/

�5�A �[��R 6A Mf�=+/ E)��R� � ���3 M.�f�.
�	 <�=+/ �0 6��R |�[� N�( )" |�[� �;& FG5 0� P���	�C� .

�	 �"�*=5)I ��) �C��? ��D� ,0�& 0���T 0� � �% 
E)50� 6A N��[� ,0�f%"��	 �" FG5 6A �0��3�")�� .�A 
�1(

#��	 �n ��R ���)��R� 6��R �" �0��3 8���� #�)"0� N)*%C !�
�	 6.5)�	 �0 6��R !� �A��A 0� L5)%	 M% �� N)O��!)	 � �")��

�	 '�B%/ ���� 6A �0 �"�*=5)I��+� ��45 0�7	 #��	 6 �%  .
�"�*=5)I �H/���5� �'D)�	 0)��0 ����/ )A �" FG5E)50� )"

�	 U)=��� ���%A �0 ��$A FG5 6A �0��3
��A 8"��+�A 6 �% 
���3 M.�f� 0)B��� �0�	 .�	 0���/ FG5 �C 0� 6"�0 8"�� ��?

0� �"�*=5)I 2H/���5� U)=��� )/ 2�$A >�G5 6A �0��3 E)50�

1 Incomplete information game
2 Regular

�	 6	��� U��G	 FG5�A)" .6A !��50 0� �$5 P���	 P[�� 0�
)A <�=+/ K�� 8"��+�A�0�� 8��	 6%"�C 8"��� .

{ , ,..., }1 2 kω ω ωΩ=���%	� �0� 0���Ad�"�0�� � PA)%	�)Cm

� #5� '�9�5ω∀ ∈Ω�ω−'�9�5 6A 
�0�� ,0)9� !���	
#5� .�"�)7	ω8��$/ '�9�5 �C ���%	� �)��5)�5 \)5� �A
�	����3 .�	 p�� 8�%g�C!���	 8�A ��0)7�	 b)./0� '�% 

�0�� ��D� 'D)�	 � P���	 !)" � #$;%	 .)A �	)$/ 0� p�� 8"�

�3#5� E�7$	 6�.? 0� M"����A �)C.
0���A{ , ,..., }1 2C c c ca a a am=}�� 6A 'D)�	 6%"�C 0���A�" �C

|�� ,1�R ��)/m� #5�0c C ca a a∀ ∈ >#5�.
0���A{ , ,..., }1 2 nα α αΑ=<�=+/ '�9�5 <�=+/ K�� 0���A

>�G5 0� :�;��)/n#5� .iα ∈Α'�9�5 <�=+/ K��
FG5 0� :�;� <�=+/i� #5�[0,1], 1i i i iα α α∀ ∈ ≤ +#5�.

0���A{ , ,..., }1 2 nβ β βΒ='�9�5 0��+C �)G� K�� 0���A
>�G5 0� :�;� <�=+/V)/n#5� .iβ ∈Β0��+C �)G� K��

FG5 0� :�;� <�=+/ '�9�5i� #5�
[0,1], 1i i i iβ β β∀ ∈ ≥ +#5�.

p��2)C1i iα α≤ +�1i iβ β≤+�	 ~�& �G"��? 0� -
'�9�5 6 �%% FG5 6A #.9� FG5 �C 0� :�;� <�=+/ 2)C

8�")I2��� 0��+C 2)G� K�� � ��+�A <�=+/ K�� ���� �/
�%?)A 6�?�� .:�;� <�=+/ 2)���9�5 0� `"��? 8"� ��D�

6�9�5#5� E�7$	 �./��	.
cR i

6%"�C� P���	 �"�*=5)Icd i0� P���	 <�=+/ 6%"�C
FG5i#5�.cd i6GA�0 �)V (�	 #5�A�"�:

)V(( )1 2
1

i
c c cs pk kd i k

λ λ∑= +
=

~�� 6GA�0 0�
ks

cFG5 � E)50� 6%"�Ck-1FG5 6Ak�

kp
cFG5 0� ����I 6%"�Ck#5� .8�%g�C1λ�2λ

\)�7	 S�.G/ ���A �."��{o�$A �s#5� .
ti6��R �0��3 8���� #�)"0� 6B�� � 
�? ��45 !)	

FG5 0� �"�*=5)I )/ ��)��R�i#5� .ti6GA�0 �)W (6.5)�	
�	��?:

)W(( )
1

i
t t t ti s p Rk k ik
= + +∑

=

0�6GA�0~��tskFG5 � E)50� !)	k-1FG5 6Ak�t pk

FG5 0� ����I !)	k�tR i
0� �"�*=5)I ���A NJ !)	

FG5i#5�.

3 Security value
4 Asset
5 Scale
6 Dimension
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4+(56 :7��#	$i8��9�(��($
Deliver to Next Layer

(D.to.N.)
Deliver to Response Module

(D.to.R.)

1ti τ≤+
(1 2 ) , (2 1)1 1 1 1 1

c c ci a i i R di i
α ω α ω α− − − − −+ + + + +(1 2 ) , (2 1)c c ci a i i R di i

α ω α ω α− − − − −
Attack 1t i τ>+

, 1 1 1
c c ca i R di i

ω ω α− − − −+ + +

0, 1 1 1
c ci R di i

ω β− −+ + +
0, c ci R di i

ω β− −Not
Attack

4+(50 :7��#	$i8��  �	:
Deliver to Next Layer

(D.to.N.)
Deliver to Response Module

(D.to.R.)

0, 1 1 1
c ci R di i

ω β− −+ + +
0, c ci R di i

ω β− −Not Attack

τ�n ��R#5� P���	 `5�/ L5)%	 M% �� N)O�� #��	 .
#(�5 )A �"�0��� 6���)	 �)C�0��� 6�.? 0� E)n	 !��%$A

`5��	v|�[� 6A b�A�	 �?0��3 � #5� # �R E)R 0�
�	 #�)"0� <=+	 ��)�	 0� �����06A !��50 � M�I �")A �% 

0� �0��3 #�& N�( )" #�& � ~�� !)�	�&)R !)%��-� ���)"
L5)%	 M% �� ��0��3 #�& ,0�& 0� � �% )MC) 1n	

� ��9	 ���_/ �Q[�/ �#(�5(...�C� ��A �0 .0��7	 6�.? 8"� 0�
τ6GA�0 �)d (�	 #5�A�"�:

)e(d
v

τ =

~�� 6GA�0 0�d�0��3 8���� #�)"0� !)�	 � �%��=/ 6�&)�
�A 6�&)� 8"� �#5� �0��� `5�/ L5)%	 M% �� N)O�� !)�	 )/
!� �A��A 0� L5)%	 M% �� |�� � !� |�[� !)�	 �����0 |�� \)5�

�	 6.5)�	���3 .v#5� �0��� `5��	 #(�5.
0��7	,c ca dω>
��*�� 'D)�	 6� ,0�f%"���T 0� ��" �#5� -


��*�� P���	 6� � �0�� 6��R ���A ��� <�=+/ ���A ��
�0�� �"�*=5)I.

6%"�C)" � !)	 ��]��� � �$A)/ #5� 8��	 6��R � <�=+/
�?)A 6�.? 0�/��I� � j"��5 #�)"0� 6%"�C.

E��D)� (�)� (�0 �"H/���5� ��? 6A �)A 
��A j"�/)	
��	 M")��C�:

E��D 0�)V (���A�H/���5� L� �/)Attack , D.to.R. (
��A
0)B��� �0�	 #$;%	 �A��A P���	�FG5 0� 6��R <�=+/ �i

FG5 0� 6��R �"�*=5)I � <�=+/ 6%"�C �)�%	i#5� .

1 Expected benefit

FG5 0� 6��R <�=+/ 0)B��� �0�	 #$;%	i0� <�=+/ K�� 6A
FG5i�iα�0�� �*�9A � .6GA�0)m (
��A !�0�� #5�A 
���

�	 !)+� �0 P���	�C�:

)c(
( ) (1 ) (2 1)c ci R i d ii i

c ci R di i

α ω α ω α ω

α

− − − − = −

− −

~�� 6GA�0 0�(1 )iα−#5� <�=+/ 0� )G� K�� .\)5��A
6GA�0)m (�A��A 6��R � 'D)�	 0)B��� �0�	 #$;%	(2 1)iα ω− −

�A��A 'D)�	 
��A �x� �#5�(1 2 ) ci aα ω− −��A �C���.

�H/���5� L� �/ ���A)Attack , D.to.N.(6 ���)R 0�1ti τ≤+

6GA�0 6A)+	 #5�)m (�A��A P���	 
��A
(2 1)1 1 1 1

c ci i R di i
α ω α− − −+ + + +

�A��A 'D)�	 
��A �
(1 2 )1 ci aα ω− −+�	��? .6 ���)R 0�1t i τ>+E)50� #5�

�	 P���	 �"�*=5)I #��	 �)a7�� LD�	 �$A FG5 6A�x� ���?
�A��A 'D)�	 
��Acaω−�A��A P���	 
��A �

1 1 1
c ci R di i

ω α− − −+ + +
�	��?.

8�")A �H/���5� 6 ���)R 0�i�Not attack#5�)��DE)V (�
)W( (0��7	 �A��A P���	 
��A �ω6%"�C � <�=+/ 6%"�C �)�%	

FG5 0� 0��+C 2)G�i#5� .2)G� K�� 6A 0��+C 2)G� 6%"�C
FG5 0� 0��+Ci�iβ�0�� �*�9A � .6GA�0)o (!�0�� #5�A 
���

�	 !)+� �0 P���	 
��A�C�:
)o(( ) (1 )

i i i ii R i d i R dc c c cβ ω β ω ω β− + − − = − −

8"� 0� 'D)�	 
��A#5� �;& 0��7	 �A��A #�)R.
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; -7�<�$ 9� 4�	=� >��?�.

��?)V (M")�����0�#5� 
�? 6@�0� 8"��A �)A E�	 .0�

�3 ��?N
�%C� M")��“Nature”8�")A |�� � #5�i�0

�	 <=+	�%  .�	 p��8�")A '�% j6���� E)��R� )A0μ

8�")Ai�	 �B� 0� M"����A �08�")A � ���3i|�{�	 8"� �
#5� �.�)A .

�[)( !)%�")A�
��A !��)50 �n ��R 6A �� �C k�C � �%�9C
8�")A P[�� 0� �#5� !)?0)B��� �0�	i8"��A �H/���5� ���D� )A

�� Mf�=+/ E)��R� !��)50 �[��R 6A 0� �$5 ���8�")A � �0
j!��)50 �n ��R 6A 0� �$5 ��� 8"��A �H/���5� ���D� )A

�0�� 8��	 6%"�C 8"��� )A <�=+/ E)��R�.
2)A ����/ 2��Ae�	 �B�0� Q��=	 #�)R'"��3:

#�)RV -8�")A �3�i<�)� �H/���5�(Attack if malicious,

Not attack if regular)�	 
��A 
)*�� ��% �)A �08�")A 0)B��� �0
j<�)� �H/���5� ���D� )AD.to.R.6GA�0 �)v (�	 #5�A�"�:

)v(
( . . .) ((2 1) )

(1 )( )

Eu D to R c cj i i R di i

c ci R di i

μ α ω α

μ ω β

= − − −

+ − − −


��A 8�%g�C�0�	8�")A 0)B���j<�)� �H/���5� ���D� )A
D.to.N.6GA�0 �)� (�)y (�	 #5�A�"�:

)�(

1if ti τ≤+

( . . .) ((2 1) )1 1 1 1

(1 )( )1 1 1

Eu DtoN c cj i i R di i

c ci R di i

μ α ω α

μ ω β

= − − −+ + + +

+ − − −+ + +

)y(

1if ti τ>+

( . . .) ( )1 1 1

(1 )( )1 1 1

Eu D to N c cj i R di i

c ci R di i

μ ω α

μ ω β

= − − −+ + +

+ − − −+ + +

�-� -0�#�)�%"�'�?)A 6�?�� �3�:
( . . .) ( . . .) , 1Eu D to R Eu D to N tj j i τ> ≤+

�/0).$A )"

)�(

( ) 11 1
2 ( ) ( ) ( )1 1 1 1

, 1

c c c cd d i R i Ri i i i
c ci i i i R i i Ri i

ti

β β
μ

ω α α β α β α

τ

− + − ++ +>
− + − − −+ + + +

≤+


)*��8"���A8�")A h5)Ij<�)� �H/���5� ���D�D.to.R.

#5� .<�)� �H/���5� ���D� ,0�& 0� E)�%"� )AD.to.R.`5�/

1 Bayesian Nash Equilibrium(BNE)
2 Rational

8�")Aj8�")A �i<�)� �H/���5�Attack�)A �" b�? )A �0
�� �C���:

)Vw((1 2 ) 0 0 (1 2 )c ci a a iα ω α ω− − > ⇒ < < −

b�? �0��[�A )A 8"��A)%A)� (�)�� (�H/���5�((Attack if

malicious , Not attack if regular) , D.to.R.)M� E�)$/ �"
��A �C��� <�)� �H/���5� )A 8"��A.

V-W -�3�6�?��'�?)A:

)VV(( . . .) ( . . .) , 1Eu D to R Eu D to N tj j i τ< ≤+

)"�/0).$A

)VW(

( ) 11 1
2 ( ) ( ) ( )1 1 1 1

, 1

c c c cd d i R i Ri i i i
c ci i i i R i i Ri i

ti

β β
μ

ω α α β α β α

τ

− + − ++ +<
− + − − −+ + + +

≤+

8�")A h5)I 8"���A 
)*��j<�)� �H/���5� ���D�D.to.N.

#5� .<�)� �H/���5� ���D� ,0�& 0� E)�%"� )AD.to.N.`5�/
8�")Aj8�")A �i<�)� �H/���5�Attack�)A �" b�? )A �0

�� �C���:
)Ve((1 2 ) 0 0 (1 2 )1 1c ci a a iα ω α ω− − > ⇒ < < −+ +

b�? �0��[�A )A 8"��A)%A)�� (�)�d (�H/���5�((Attack if

malicious , Not attack if regular) , D.to.N.)M� E�)$/ �"
��A �C��� <�)� �H/���5� )A 8"��A.

V-e -6�?�� �3�'�?)A1t i τ>+8�")A h5)I 8"���A 
)*��j

���D��H/���5�<�)�D.to.R.8�")A � #5�ib�? )A ���)Vw (
<�)� �H/���5�Attack�� �C��� �)A �0.

)A 8"��A)%A�0��[�Ab�?1t i τ>+�)�� (�H/���5�((Attack

if malicious , Not attack if regular) , D.to.R.)M� E�)$/ �"
��A �C��� <�)� �H/���5� )A 8"��A.

#�)RW -�3�8�")Ai<�)� �H/���5�(Not attack if

malicious, Not attack if regular)0�	 
��A 
)*�� ��% �)A �0�
8�")A 0)B���j<�)� �H/���5� ���D� )AD.to.R.0��7	 � �7�9	

µ� #5�6GA�0 �)Vc (�	 #5�A�"�:

)Vc(( . . .)Eu D to R c cj i R di i
ω β= − −


��A 8�%g�C�0�	8�")A 0)B���j<�)� �H/���5� ���D� )A
D.to.N.0��7	 � �7�9	µ6GA�0 � � #5�)Vq (�	 #5�A�"�:

)Vq(( . . .) 1 1 1
Eu D to N c cj i R di i

ω β= − −+ + +
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N

Player i:
Attacker

Player i:
regular

Player j:
defender

Attack Not Attack Not Attack

Deliver to Response
Module

Deliver to Next
Layer

0μ 01 μ−

Deliver to Response
Module

Deliver to Next
Layer

Deliver to Next
Layer

Deliver to Response
Module

(1 2 )
(2 1)

i i

i a

i i R d

c
c c

α ω
α ω α
− −⎛ ⎞

⎜ ⎟− − −⎝ ⎠ 1 1

1 1

1

1

1 1

1

1

(1 2 )
(2 1)

i i

i i

i

i a

i i R d

i

a

i R d

if t
c
c c

if t
c

c c

τ
α ω

α ω α

τ
ω

ω α

+ +

+ +
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