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! Wireless ad hoc networks
* Ad hoc On-demand Distance Vector ? topology
* Dynamic Source Routing * monitoring
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! Authenticated Routing for Ad hoc Networks

* Secure Aware Routing

? Trusted Certification Authority

* Authentication .
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* redirection by modifying hop count
> packet replication attack

¢ falsifying route errors

7 Packet dropping

¥ Black hole
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? session key

? trusted third party

* predetermined cryptographic certificate
> Authenticated Route Discovery

% end-to-end authentication
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