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(¢) Owner —» NextMix: (Eo(A(C, S,), K,),
PNextMix(IDNextMix, KO))
(d) Every time:
if (the owner decides a new special mission for its
agent) then
Activation Condition= select an environmental
condition
calculate clueless key with environmental
condition
Cclueless = EO(CNewiMission, Kclue)
Owner—p Ano_Sys: (Mission Package
(Cereless, Activation Condition, X))
Each Mixer.
/* suppose a Mixer with ID¢,nvix receives the encrypted
agent from a host (the owner or a Mixer) with IDgomer */
(ID, k) = DPCurMix(PCurMix(IDCurMix, KFomler))
if (ID = IDCurMix) then
(C,SFonner) = DCurMix(EFonner(A(C, SFomler), KFonner), k)
/*The agent checks:*/
if (Mix-Action = Save-Retaddr) then

Ret-Addr = (PCurMix (Ret-Addr), H(IDCunMix))
if (Mix-Action==(Exc-Mission or Save- Retaddr)) then
t = Coin-flip(P)
if ¢ ==“1%) then
NextMix = pickup ()
CurMix —-NextMix:(Ecumix (A(C,Scurmix)
,KCurMix); PNextMix (IDNextMix, KCurMix))

Kclue =

else
The Current Mixer checks:
if (any Mission Package exists for this agent with
public key X) then
if (Activation Condition of the Mission Package
is true) then
Kee = calculate Clue Key
CNeWﬁMission = DNextMix (Cclueless,Kclue)
CurMix—»  Address: A(Cnew Mission
SNextMix)
else
CurMix — Address: A(C, Scumix)
else /* Mix-Action == Back-Home */
(PRet-Addr, HRetMix) = Ret-Addr
Ret-Addr =DPyxmix(PRet-Addr)
if (there is a RetMix in Ano_Sys that
H(RetMix) == HRetMix) then
CurMix —»RetMix: (Ecumi(A(C, Scunmix)s
KCurMix); PRetMix (IDRetMix, KCurMix))
else/* HRetMix == the Owner Address*/
CurMix — ID, (Ecurmix(A(C, Scurmix)s
KCurMix); PRetMix (IDHRetMix, KCurMix))
Agent in the host H;.
(a) Agent runs on Hi.
(b) Address = Next-host().
(c) Agent encrypts its result of execution (Data;):
ResuIFPX(ResuIt,Datai,IDHi ,H(IDHi,IDAddress))
(d) if the agent’s mission is completed then
Mix-Action= Back-Home
PRet-Addr, HRetMix) = Ret-Addr
Select such a RetMix from Ano_Sys that
H(RetMix) = HRetMix

o i
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The Owner.
(a) The owner creates its agent: A(C, S,)
where S,=S(IDy;,,X (null, ID,),null ;Save-Retaddr))

(b) NextMix = Pickup,() WWW.SID.ir
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NextMix = RetMix
else
NextMix = Pickup()
(e) if (Mix-Action==Save-Retaddr) then
Mix-Action= Exc-Mission
(f) Hi —» NextMix: (Ew(A(C,Swy),Ki),
PNextMix(IDNetxMix,KHi))
(g) Agent kills itself
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