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Abstract

Big Data is a massive volume of data that can’t be processed easily using traditional
techniques. In fact, big data analysis refers to the capability of managing a huge volume of
heterogeneous data at the right speed, and with suitable speed to allow real-time processing.
The world of Big Data offers a new set of challenges and obstacles. The main challenge in this
area is analyzing, processing and searching in large volume of data for the purpose of sharing,
storage, and transfer of data in a secure manner. In short, the term Big Data applies to the case
of information that can’t be processed or analyzed using traditional processes or tools.
Increasingly, organizations today are facing more and more Big Data challenges. Big Data
analysis and the prediction of future outcomes based on the results of analysis obtained have
found applications in business, finance, healthcare, etc. Similarly Big Data also have recently
found its way to fight crime. Big companies like IBM, Dell, Google, Microsoft invest billions
of dollars in research and development of Big Data technologies. The developers have their
own communities for technologies like-Hadoop, NoSQL, Real time, machine learning, etc.
Much success has been achieved already in terms of developing and deploying technologies
which help combat crimes. Big data will increasingly inform everyday policing and cyber
security efforts. Law enforcement of all kinds, state and local, are making use of big data
practices to pinpoint potential crime hot spots or predict houses that could be burglarized.
Besides cutting back on wviolent crimes and robberies, big data is also being used to identify
white collar criminals who are involved in financial crimes such as insurance frauds, insider
trading, money laundering and healthcare fraud. Cyber attacks of all kinds are on the rise. One
way to defend against these attacks is to use big data to become aware of cyber attacks and to
find vulnerabilities to defend against an attack. Researchers in computational science,
information systems, social sciences, engineering, medicine, and many other fields have been
called upon to help enhance our ability to fight violence, terrorism, cyber crimes, and other
cyber security concerns. In this seminar, we tried to introduce Big Data as well as analyzing the
application of Big Data and its revolution to combat crimes.
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TRUE PREDICTIVE ANALYTICS

* Provide specific, actionable future crime predictions » Simply generalize, summarize or report on
- Where (Area-Specific) past information
- When (Day and Shift-specific) * Overgeneralize or expand area size to make the

analysis unusable

* Deliver information in a timely manner
- * Ignore specific timeframes, such as day and shiit, to

* Use sophisticated data and analysis that: Mpko (i pcrinahl

- Takes into account both short term and long term data * Look only at short-term, inmediate data or trends

- Goes beyond what is immediately apparent or calculable * Require extensive personnel resources to calculate

the forecast
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FEATURES SUPPORTED
- - Factors in short e i

TYPICAL NON-PREDICTIVE CRIME ANALYTIC TOOLS

Time Series YES NO YES NO NO NO
Trend Lines YES NO YES NO NO NO
Hot Spots YES NO NO NO NO NO

Textual Searching

and Linking YES NO NO NO NO YES

Simplistic Geospatial/

Temporal Models S NO NO NO YES NO

[17] 458 a5 43 325 sla ) 3 450 18 U5
Soe slasala ) saldi) ?@J\ 9k 522

s ) ) B85k sl el St sk 8 apilid e 48 il (lea pnd s o laedla il

Y geana (g g @ 4l 65 K 30 slasala a8 ) saldind L ldig y ea jA 4S aileala LS W a1l £ o
J18] waa i) il a3 7o B a5a
5 Wedla ) (slao 550 Cima Y3 Gl A (8l sh 4 ol Jle 2 et slalllae 3 N8 Ggalia A
J19]alea S &) 35 slaeala 4 Lo g 5
Ju 5 Cad I8 35 028 (5 15550 ¥ 2)hke 28/5 ¢ YoV F Jlu 0 48 K5 slasals 1 33 3 bdia 5071
J20] by H¥2 2 )L 5O/ 40 )y a8 i)l Yo VY
O il 03 S ealins) K 3 (slaoals Jilad g4y jad a1 L SO Jilas Jla 40 B aS e SlaS 1 & il 0 8
2172502 253 ) oo S 4y G i o (5 farenal 4 aBle W JlaeS 500 I i il
J22] wileads alag) pal Jlw 93 Ll e 53 lea 53 39a 90 slaodla da 3 250 M3 4 s


www.sid.ir

¢S 4as -5-3

a0l sl Aulia ) Cpinan Ll a5i€ e oaliind al ja i Gl (s 458 (sl ) ) 4 i (sl sl
S el S8 e ealiiad el 4% Gl L YL Culia 5 asa F3 W Al Gl 6l 0 1 ole 43 0l b Jls
SR Al pas 0alal syl (B Amu i 5 Gaiad (it 50 ) Y L)l il Sile Ly KK <Dell <IBM il
Ral 33 x5 a3 (NOSQL <Hadoop aile e 5,5 5 1y ghiiasd aal s 8000 drus 53 NS
Lo be 4 4S ol sl o (o 53S U s (5550 08 iS5 dan i Dl 1 (o pslins 3 la e e 5 ¥l
ASee S Shlia

4aS 215 agay el (558 80 ey 3 ol eyl b a3l dsas 4l gl S il L

L eOinan 3 S il s (S cililin ) R la 5 i i o 43 4 203l e (2 (51 0 e e

GINSI N ) edim sel il 5 am b a)sa g i sl o)) b Gkl ol e e Sl cs 51 (B 250
[3] 2 liias (i) 8 5 Sllee (sla 4b ja (halS Cuw Cadi 4y

25 Cpdg 4l G Qa4 jad sline 48 (al8n 230 e a3 (s S 4l Gl Qs 540 a5 Ul e
ol ai) ya 555 2 Ss8 3S JiE 5 (B ¢ ge 4y ile Dal Al ) 4o ol g Al Gl dalat g ag3ad (5 ) O
[17]2 58 e O

*Real Time
¥ Machine Learning


www.sid.ir

*(IEEE2_)xliv) (3:k) (References) aal » &

[1] Judith Hurwitz, Alan Nugent, Fern Halper, Marcia Kaufman, Big Data for DUMMIES, A
Wiley Brand, John Wiley & Sons Inc., 2013. pp. 1-233, [E-book] Available:
115.28.209.159/bigdata/Big%20Data%20for%20Dummies.pdf

[2] Chris Eaton, Dirk Deroos, Tom Deutsch, George Lapis, Paul Zikopoulos. “What is Big Data?
Hint: You’re a Part of It Every Day” in Understanding Big Data, 1st ed. Paul Carlstroem, Steven
Sit, Ed. New York: McGraw-Hill, 2012, pp. 31-50.

[3] Rishikesh C. Muchhala, Gaurang A. Shah, Prayag Shah. “Big Data to Combat Crime”,
International Journal of Current Engineering and Technology, VVol.4, No.5, pp. 1-4, Oct. 2014.
[Online] Available: http://inpressco.com/category/ijcet

[4] Neil M. Richards, Jonathan H. King, “Big Data Ethics”. Vol .49, pp. 407-408, May 2014.
[Online] Available: http://ssrn.com/abstract=2384174

[5] Unisys, “Using big data analytics to fight financial crime”, White Paper, pp. 1-10, 2011.
[Online] Available: http://www.sourcingfocus.com/uploaded/documents/Unisys_-
_Using_big_data_analytics_to_fight_financial_crime.pdf

[6] Hsinchun Chen, Roger H. L. Chiang, Veda C. Storey, “Business Intelligence And Analytics:
From Big Data To Big Impact”, MIS Quarterly, Vol. 36, No. 4, pp. 1165-1188, Dec. 2012.
[Online] Available: http://misg.org/misg/downloads/download/editorial/567/

[7] Bernard Marr, “How Big Data Is:Changing Healthcare”, forbes.com, Apr. 21, 2015. [Online]
Available: http://www.forbes.com/sites/bernardmarr/2015/04/21/how-big-data-is-changing-
healthcare.

[8] Michael Schroeck, Rebecca Shockley, Dr. Janet Smart, Professor Dolores Romero-Morales
and Professor Peter Tufano, “Analytics: The real-world use of big data”, Executive Report, pp.
3-12, Oct. 2012 [Online] Available:
https://www.ibm.com/smarterplanet/global/files/se__sv_se__intelligence__Analytics_-
_The_real-world_use_of_big_data.pdf

[9] Cloud Security Alliance (CSA) Big Data Working Group Co. “Top Ten Big Data Security
and Privacy Challenges”. isaca.org, November 2012. [Online] Available:
www.isaca.org/groups/professional.../big-data/.../big_data_top ten v1.pdf

[10] IBM Corporation Software Group, “Extending & Enhancing Law Enforcement
Capabilities”, 2011. [Online] Available:
www.ibm.com/software/jstart/downloads/bd_LawEnforcement.pdf

[11] Executive Office of the President, “Big Data: Seizing Opportunities, Preserving Values”,
May 2014. [Online] Available:
https://www.whitehouse.gov/.../big_data_privacy report may 1 2014.pdf



http://www.forbes.com/sites/bernardmarr/2015/04/21/how-big-data-is-changing-healthcare
http://www.forbes.com/sites/bernardmarr/2015/04/21/how-big-data-is-changing-healthcare
http://www.isaca.org/
http://www.isaca.org/groups/professional.../big-data/.../big_data_top_ten_v1.pdf
http://www.ibm.com/software/jstart/downloads/bd_LawEnforcement.pdf
www.sid.ir

[12] Bill Hamilton, “Big Data is the Future of Healthcare”, Cognizant 20-20 insights, USA, Sep,
2012. [online] Available: http://www.cognizant.com/InsightsWhitepapers/Big-Data-is-the-
Future-of-Healthcare.pdf

[13] Arnold Picot, “From Open Data To Big Data”, 2nd International Open Data Dialog, pp. 1-
34, Nov. 2013. [Online] Available: http://open-data.fokus.fraunhofer.de/wp-
content/uploads/sites/3/2013/11/Picot_From-Open-Data-to-Big-Data.pdf

[14] ITU-T Technology Watch Report, “Big Data: Big Today, Normal Tomorrow”, 2nd
International Open Data Dialog, pp. 20-25, Nov. 2013. [Online] Available
http://www.itu.int/dms_pub/itu-t/oth/23/01/T23010000220001PDFE.pdf

[15] R. Abbas, “The Social Implications of Location-Based Services: An Observational Study of
Users,” J. Location-Based Services, vol. 5, nos. 3-4, 2011, pp. 156-181.

[16] J. Pitt, “Design Contractualism for Pervasive/Affective Computing,” IEEE Technology and
Society Magazine, vol. 31, no. 4, 2012, pp. 25-28.

[17] Motorola Solutions, “ Is My Crime Analytics Software Predictive?”, White Paper, pp. 1-5,
Aug. 2015. [Online] Available:
https://www.motorolasolutions.com/content/dam/msi/docs/products/smart-public-safety-
solutions/ilps/Is-My-Crime-Analytics-Software-Predictive-White-Paper.pdf

[18] David Court, “ Getting Big Impact From Big Data”, 1996-2015 McKinsey & Company, Jan,
2015. [online] Availble:
http://www.mckinsey.com/insights/business_technology/getting_big_impact_from_big_data?cid
=other-eml-alt-mkq-mck-oth-1501

[19] C. Hagen, J. Raudabaugh, A. Prasad, Kh. Khan, “Beyond Big: The Analytically Powered
Organization”, ATKearney, atkearney.com, Apr, 2014. [online] Available:
https://www.atkearney.com/analytics/featured-article/-
[asset_publisher/ENSUwWH9BGQyt/content/beyond-big-the-analytically-powered-
organization/10192

[20] Jeff Kelly, “Big Data Vendor Revenue and Market Forecast 2013-2017”, Wikibon
professional community, wikibon.org, Feb. 12, 2014, [online] Available:
http://wikibon.org/wiki/v/Big_Data_Vendor Revenue and_Market Forecast 2013-2017

[21] Louis Columbus, "Roundup Of Analytics, Big Data &amp; Business Intelligece Forecasts
And Market Estimates,2014”, forbes.com, Jun. 25, 2014, [online] Available:
http://www.forbes.com/sites/louiscolumbus/2014/06/24/roundup-of-analytics-big-data-business-
intelligence-forecasts-and-market-estimates-2014/

[22] Dennis McCafferty, “Surprising Statistics About Big Data”, BaseLine Magazine, Driving
Business Success With Technology, baselinemag.com, Feb. 02, 2014, [online] Available:


http://www.cognizant.com/InsightsWhitepapers/Big-Data-is-the-Future-of-Healthcare.pdf
http://www.cognizant.com/InsightsWhitepapers/Big-Data-is-the-Future-of-Healthcare.pdf
http://open-data.fokus.fraunhofer.de/wp-content/uploads/sites/3/2013/11/Picot_From-Open-Data-to-Big-Data.pdf
http://open-data.fokus.fraunhofer.de/wp-content/uploads/sites/3/2013/11/Picot_From-Open-Data-to-Big-Data.pdf
http://www.mckinsey.com/insights/business_technology/getting_big_impact_from_big_data?cid=other-eml-alt-mkq-mck-oth-1501
http://www.mckinsey.com/insights/business_technology/getting_big_impact_from_big_data?cid=other-eml-alt-mkq-mck-oth-1501
https://www.atkearney.com/analytics/featured-article/-/asset_publisher/FNSUwH9BGQyt/content/beyond-big-the-analytically-powered-organization/10192
https://www.atkearney.com/analytics/featured-article/-/asset_publisher/FNSUwH9BGQyt/content/beyond-big-the-analytically-powered-organization/10192
https://www.atkearney.com/analytics/featured-article/-/asset_publisher/FNSUwH9BGQyt/content/beyond-big-the-analytically-powered-organization/10192
http://wikibon.org/wiki/v/Big_Data_Vendor_Revenue_and_Market_Forecast_2013-2017
http://www.forbes.com/sites/louiscolumbus/2014/06/24/roundup-of-analytics-big-data-business-intelligence-forecasts-and-market-estimates-2014/
http://www.forbes.com/sites/louiscolumbus/2014/06/24/roundup-of-analytics-big-data-business-intelligence-forecasts-and-market-estimates-2014/
www.sid.ir

http://www.baselinemag.com/analytics-big-data/slideshows/surprising-statistics-about-big-
data.html



http://www.baselinemag.com/analytics-big-data/slideshows/surprising-statistics-about-big-data.html
http://www.baselinemag.com/analytics-big-data/slideshows/surprising-statistics-about-big-data.html
www.sid.ir

