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Innovation in IS/IT Management with BI Approach
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Innovation in IS/IT Management with BI Approach

Hfect of techrical security
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Selected Variables
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Innovation in IS/IT Management with BI Approach
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5

0 4 8 12 16 20 24 28 32 36 40 44 48 52 56 60 64 68 72 76 80

Time (Week)
Technical security : High Formal Contrets Technical security : Poor Formal Contrets
Technical security : Normal Formal Controts Technical security : No Formal Controts

SN phuw Cainl g formal yiie 36 -8 o

e o tolsslE et formal e 580 conl jan 208 S8 s sa 534S shiles
it (sl g 51y e 555 Rl s 5 5 ol ST 000 e ol ;L Technical
S e (6,8 o 0T e g9y s Bt Sl I S oS

265.1;[2.»
Al oo SR s il Pressure to gorw .z :alS' L


http://www.sid.ir

_ )’a

l\

B8 (SN 39500 b AU S80S & Wb v 930335880
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Technical security
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Workplace Discontent
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Aggressive Acts Unit = 1 Action

Commitment to Security = 1 - Pressure to Grow Decision to fire = IF THEN
ELSE

(Management Perception of Workplace

Discontent>Management Workplace Discontent Threshold, 1,0) Decision to
Fire Trigger = INTEG (Decision to fire, 0) Desired Technical Security = 0.8 DS
Desired Workplace Discontent = 0 DU Downtime = INTEG (Impact of
Incidents - Downtime Recovery, 0) DS Downtime Recovery = Downtime /
Downtime Recovery Time DS/Week Downtime Recovery Time = 4 Week Effect
of Aggressive Acts on Workplace Discontent = Insider Aggressive Acts *
Severity of Aggressive Acts DU 1Effect of Downtime on Workplace Climate =
Downtime * Fractional Effect of

Downtime on Workplace Discontent DU 1Effect of Technical Security Level on
Precursor Incident Severity = 0.05 1/Incident 1Effect of Technical Security
Level on Time Bomb Severity = 1 1/Incident 1Forecast Time = 1 Week 1Formal
Controls = 0.1 1Fractional Effect of Downtime on Management Perception of
Technical Security = 2

1Fractional Effect of Downtime on Workplace Discontent = 0.5 DU/DS
1Fractional Effect of Formal Controls on Mgmt Time to Perceive Technical
Security

4 Week 1
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Innovation in IS/IT Management with BI Approach

Fractional Time Increment = 4 Week llmpact of Incidents = (Precursor
Incident Severity * Insider Precursor Incidents +

Time Bomb * Time Bomb Severity) / Impact Time DS/Week 2Impact Time = 1
Week 2Incidents Unit = 1 Incident 2Init TSL = 0.8 DS 2Insider Actions Severity
= Insider Desired Technical Security Reduction * Insider

Capacity to Reduce Technical Security DS/Action 2

Insider Actions to Reduce Technical Security = Insider Decision to Attack *
PULSETRAIN (0, 1, 4, 100) * Aggressive Acts Unit Action 2

Insider Aggressive Acts = IF THEN ELSE (Start of Problematic Behavior = 1,
(1-

Insider Decision to Attack) * PULSE TRAIN (0, 1, 12, 500), 0) * Aggressive
Acts UnAction 2

Insider Capacity to Reduce Technical Security = (1 - Formal Controls)
2Insider Decision to Attack = IF THEN ELSE (Insider Decision to Attack
Trigger> =

1, 1, 0) 2Insider Decision to Attack Trigger = INTEG (Insider Forecast of
Workplace

Discontent, 0) 2Insider Desired Technical Security Reduction = 0.1 DS/Action
3Insider Forecast of Workplace Discontent = IF THEN ELSE (Workplace
Discontent>Insider Workplace Discontent Threshold, 1, 0) / Forecast Time
/Week 3Insider Precursor Incidents = IF THEN ELSE (Start of Problematic
Behavior =1, (

- Insider Decision to Attack) * PULSE TRAIN (0, 1, 6, 500), 0) * Incidents Unit
Incident

Insider Workplace Discontent Threshold = 0.3 DU 3Management Perception of
Technical Security = SMOOTH (Init TSL - Downtime *

Fractional Effect of Downtime on Management Perception of Technical
Security,

Time to Perceive Technical Security) DS 3

Management Perception of Workplace Discontent = SMOOTH (Workplace
Discontent, Management Perception Time) DU 3

Management Perception Time = 24 Week 3Management Workplace Discontent
Threshold = 0.219DU 3Precursor Incident Severity = (1 - Technical Security
Level) * Effect of Technical

Security Level on Precursor Incident Severity DS/Incident 3Preparing Time
Bomb = IF THEN ELSE (Decision to Fire Trigger>0, 1, 0) 3

Pressure to Grow = 0.9 4Severity of Aggressive Acts = 0.2 DU/Action 4Start of
Problematic Behavior = STEP (1, 20) 4Technical Security Increment =
(Desired Technical Security - Management

Perception of Technical Security) / Time to Increment Technical Security
DS/Week 4Technical Security Level = INTEG (Technical Security Increment -
Technical

Security Reduction, Init TSL) DS 4Technical Security Reduction = Insider
Actions to Reduce Technical Security *
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Innovation in IS/IT Management with BI Approach

Insider Actions Severity / Time to Reduce Technical Security Level DS/Week

Time to Increment Technical Security = Fractional Time Increment /
Commitment to

Security Week

Time to Increment Workplace Discontent = 2 Week

Time to Perceive Technical Security = Fractional Effect of Formal Controls on
Mgmt

Time to Perceive Technical Security / Formal Controls Week

Time to Reduce Technical Security Level = 1 Week

Time to Reduce Workplace Discontent = 24 Week

Time Bomb = DELAY FIXED (3 * Incidents Unit * Preparing Time Bomb, 6, 0)
Incident

Time Bomb Severity = (1 - Technical Security Level) * Effect of Technical
Security

Level on Time Bomb Severity DS/Incident

Workplace Discontent = INTEG (Workplace Discontent Increment - Workplace
Discontent Reduction, 0) DU

Workplace Discontent Increment = (Effect of Aggressive Acts on Workplace
Discontent + Effect of Downtime on Workplace Climate) / Time to Increment
Workplace Discontent DU/Week

Workplace Discontent Reduction = (Management Perception of Workplace
Discontent - Desired Workplace Discontent) / Time to Reduce Workplace
Discontent
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