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2 Radio-frequency identification (RFID)
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4 Advanced Message Queuing Protocol (AMQP)
5 Message Queue Telemetry Transport (MQTT)
¢ Data Distribution Service (DDS)

7 Representational State Transfer (REST)

8 Recognition of Prior Learning (RPL)

® Hypertext Transfer Protocol (HTTP)
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Abstract. In the modern world of information technology, the 10T is
of particular importance. This technology has many benefits such as
reducing costs and saving time and objects Intelligence. It can also be
used in various fields such as medicine and farming. However, the
disadvantages of this technology cannot be ignored. The biggest
disadvantages and challenges of this technology are security and big
data problems. In IOT, any connected device can be a potential
gateway to the IOT infrastructure or personal data. Security and
privacy concerns are critical, but with the introduction of the issue of
complexity, the potential risks of the Internet of objects, security
vulnerabilities and potential vulnerabilities have taken on a new form
of possible risks. These risks appear in many cases such as
interoperability, combinations and autonomous decisions. This paper
describes 10T, its advantages and challenges and introduces some
solutions to these challenges. Also, according to the key challenges
like the security and big data issues, in this paper, a general solution is
proposed for these issues.
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